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CHILD SAFETY ONLINE // FOREWORD

Foreword

In March 2026, European Commission President
Ursula von der Leyen tasked two Special Advisers
— Prof. Dr. Jorg M. Fegert and Dr. Maria Melchior -
with co-chairing the Special Panel on child safety
online and potential age restrictions for social me-
dia. The Co-Chairs were tasked to write a report
on the outcomes of the panel and to advise on the
best approach for Europe to make the online world
safer for children.

First announced in the 2025 State of the Union
address by the Commission President, the panel
brought together high-level academics, practi-
tioners, youth and parent representatives and oth-
er specialists from diverse fields across Europe to
assess the impact of social media on minors.

The Special Panel met three times and involved
varied specialists on each occasion. The first Spe-
cial Panel took place on 5 March 2026 and exam-
ined the existing scientific evidence concerning
the impact of social media, and more broadly the
digital environment, on children and adolescents.

The second Special Panel took place on 16 April
2026 and discussed existing EU legislation and
tools, and national policy approaches to address
child safety online.

The third Special Panel met on 16 June 2026 and
focused on national policy approaches and po-
tential recommendations to protect and empower
children and adolescents in the digital world.

“And in all of this
work we will be guided
by the need to empower

parents and build a

safer Europe for our
children. Because when
it comes to our kids’
safety online, Europe
believes in parents,
not profits.”

— EUROPEAN COMMISSION
PRESIDENT URSULA VON DER LEYEN,
STATE OF THE UNION ADDRESS, 2025
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KEY TOPICS DISCUSSED DURING THE PANELS INCLUDED:

/I The positives and negatives of introducing specific age restrictions for social media and other
digital services;

/I Tailored approaches to protect and empower minors based on age groups, socioeconomic
background and age-specific risks;

J| Safety by design/default and the responsibility of social media and other digital services providers;

/I Educational and awareness measures to promote responsible online use among children
and adolescents, parents and caregivers, teachers and educators;

/I Ways to support parents and educators, and to empower children and adolescents to seize
the opportunities of the digital world.

The analysis and recommendations of this report are informed by crucial contributions from a diverse
group of specialists invited for each panel meeting and numerous additional meetings with represent-
atives of Member States, especially those hosted by the Irish Presidency of the Council of the EU and
Luxembourg (D9+ Ministerial meeting), third countries (including Australia and Brazil), the European Par-
liament and its Members, especially of the Intergroup on Children’s Rights; industry, civil society, think
tanks, and other organisations, including the UN OHCHR and the European Data Protection Board (EDPB).

Following these interactions and based on the collected evidence, the Co-Chairs developed their rec-
ommendations. While the responsibility for the recommendations lies solely with the Co-Chairs, their
work owes a great deal to the input of other renowned experts, parents’ and youth representatives, and
to expertise provided by the European Commission.

The report is intended to inform future actions to be proposed by the European Commission and EU
Member States to reinforce child safety online. This independent analytical assessment provides recom-
mendations and inspiration for children and adolescents, parents and caregivers, teachers and educa-
tors, and social media and other digital services providers on how to better protect and empower minors
online.
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SCOPE AND TERMINOLOGY

The main task, as prescribed by President von der Leyen, was for the Special Panel to discuss
child safety online and potential age restrictions for social media. While the scope of this report
adheres to this tasking, the evolving discussions during the Special Panel meetings and other
political developments (for instance, the G7 Leaders’ Call on a safer digital space for minors of 17
June 2026) underscore the need for the Co-Chairs to precise the terminology used in this report.

Without prejudice to any international, EU or national legal acts, the following terms and corre-
sponding definitions are used throughout this report:

Social media and other digital services (in short, social media+)

Within the scope of this report, the terms ‘social media+’ and ‘social media and other digital ser-
vices’, are used to broadly define services that may be available to minors and contain age-inap-
propriate and/or risky features (for example, addictive and harmful features, among which infinite
scroll, autoplay, recommendation algorithms and persistent notifications) and/or content. Social
media and other digital services providers include online platforms serving as intermediaries of
content from third parties, such as social media, as well as app stores. Al systems posing risks
to minors’ safety and development, including Al companions, video games exposing children
to harmful commercial practices or dangerous contacts, and video-sharing platforms enabling
age-inappropriate access to minors are also included.

Minors, children and adolescents

Without prejudice to the legally defined use of the term ‘children’ (for example, in the United Na-
tions Convention on the Rights of the Child), this report argues for the need for a developmental
approach to protecting minors online, which addresses the specific risks and vulnerabilities they
are exposed to at different ages. For the purpose of this analysis, the authors use the term ‘mi-
nors’ to refer to all children and adolescents under the age of 18 (the age of majority). The term
‘adolescents’ applies to all minors from 13 to 18. The term ‘children’ refers to all minors under the
age of 13. This report uses the term ‘children’s rights’ to refer to the rights of all children under the
age of 18, as defined in legal texts. The term ‘child safety onling’, as stated in the mandate of the
Special Panel process, is used as an umbrella term for the protection and empowerment of minors
in the digital world.
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PREFACE

Growing up safely
in the social media+ world

The rapid advancement of digital technologies has radically changed the way children and adolescents
grow up, interact with their peers, parents, teachers and the world around them. At the same time, activ-
ities in the offline world remain crucial for learning, fostering meaningful relationships and experiences
that shape minors’ development.

The social media+ world offers many opportunities for children and adolescents to learn, connect,
participate and create. Yet, minors need to be educated and empowered to seize these opportunities to
reach their full potential.

Despite this, social media+ spaces also present a number of risks to minors’ healthy development
and well-being. This includes risks of excessive use due to addictive features, the substitution of devel-
opmentally favourable activities, exposure to harmful content and inappropriate contacts online. These
risks are amplified by the emergence of new technologies and require bold, but careful choices to protect
children and adolescents online.

The wide adoption of social media and other digital services has made policymakers and parents ex-
tremely worried about the threats children and adolescents face online. While age restrictions for
access to social media and other digital services have been met with criticism, they may be a necessary
precautionary step until social media+ spaces are shown to be safe to be accessed by children and
adolescents or until safe alternatives emerge.

Age restrictions are not about making parents and caregivers or children and adolescents themselves
primarily responsible for minors’ safety online. Neither are they about letting providers ‘off the hook'’. So-
cial media and other digital services providers retain primary responsibility for the safety of the
services they develop and provide.

The burden of proof needs to be on providers, not regulators, parents and children. Until they demon-
strate that their services are safe by design, social media and other digital services providers
should have restricted access to children under the age of 13 in the EU. In addition to EU-wide
restrictions, further precautionary age restrictions may be introduced by Member States for adolescents
older than 13.
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Precautionary age restrictions are immediate measures to achieve the long-term goal of ensuring
social media+ spaces are safe for minors by promoting cultural change. Early results from coun-
tries that have introduced blanket age bans to access social media show that most minors find a way to
circumvent these policies. At the same time, some minors have withdrawn from risky social media and
other digital services and now have more time for offline activities (such as sport and face-to-face social
interactions). This demonstrates that progressive change surrounding the norms of social media+ use by
minors is possible and must be recognised.

Yet, change takes time. As an example, societal attitudes with respect to the legislative prohibition of
corporal punishment in education evolved over more than a generation (for instance, in Germany and
Sweden). The prohibition of corporal punishment clarified expectations for parents, caregivers, teachers
and educators, and enhanced bystander engagement to ensure the non-violent upbringing of minors.
The success of this measure has been proven with the positive trends and by constant evaluation since
its introduction.

The efficacy of age restrictions would also require societal attitude change. Continuous evaluation
and long-term monitoring can help policymakers to understand if the habits of minors and their parents,
caregivers, and educators will change over time.

Growing up in today’s social media+ world, chil-

dren and adolescents must be enabled to lead “FOI decades , We have
healthy and fulfilling lives, and to take advantage made the real world

of the opportunities provided by social media and

other digital services. Children’s rights apply safer for children and
online just as they do offline - from the right to we must do the same in

be safe and protected from economic exploitation

and crime in all forms (in particular, sexual vio- the dlgl'ta]. world. The
lence), to the right to access information, educa-

tion, and leisure. positive opportunities
Children have the right to grow up in an envi- that tech nO]'Ogy offers
ronment that is safe and favours their develop- cannot come at the

ment, both online and offline. While supporting

minors offline should continue, we also need to COSt Of their Safety r

recognise that online environments have become heal-th or happiness . n
an increasingly important part of minors’ daily

lives. This is why protection must be ensured by — EUROPEAN COMMISSION PRESIDENT
default throughout all social media and other dig- URSULA VON DER LEYEN
ital services.

Children’s rights must underpin online child safety measures. Potential age restrictions must be in full
respect of children’s rights, proportionate and balanced against children’s best interests. The means used
to achieve this must keep pace with technological developments.

While social media and other digital services providers retain primary responsibility for the safety of their
services, especially for minors, an ecosystem of actors is needed to protect and empower children
and adolescents in the social media+ environment. From regulators who need to put in place neces-
sary measures, to providers which offer safe and age-appropriate services, to parents, caregivers, teachers
and educators who play a key role in supervising and guiding minors’ online use. As minors mature and
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social media+ environments change rapidly, the success of the ecosystem depends on the intercon-
nected actions of all actors sharing the same vision: children and adolescents growing up safely in a
digital world.

Figure 1: Ecosystem to protect and empower minors online

Ecosystem to protect
and empower minors online
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Increasing political momentum to strengthen
child safety online

The past months have shown that child safety online is becoming a political priority around the world.
The introduction, implementation and continuous evaluation of a ‘social media delay’ by Australia
have offered key lessons to the rest of the world. Other countries, such as the United Kingdom and
Canada have followed suit with planned legislative proposals, while Indonesia has already adopted a ban.

A recent report suggests that 92% of Europeans think that strengthening the protection of chil-
dren and young people online should be a priority for the EU2.

a. European Commission (2026). Digital decade — Eurobarometer report — February - March 2026.
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European leaders have also started addressing the issue. The Jutland Declaration® in September 2025
and the European Parliament resolution calling for an EUwide digital minimum ages, the establishment by
President von der Leyen of the Special Panel on child safety online, and the recent conclusions by the
European Councild are clear signs that there is increasing political momentum to take concrete steps to
address the growing risks children face online.

In June 2026, for the first time, the G7 - including Canada, France, Germany, Italy, Japan, the United
Kingdom, the United States and the European Union — agreed at the highest political level on common
principles to protect minors from digital services that pose riskse.

Moreover, several EU Member States are legislating to establish a minimum age to access social
media and other digital services that may expose children and adolescents to harm. For example,
France is currently proposing a limit at 15 years, based on a blacklist of restricted services. Greece is en-
visaging a limit of 15 years for online social networking services. Denmark is considering a limit for minors
under 16, with an option to lower the age with parental consent. Sweden envisages a limit based on the
year the child turns 15, with several types of services exempted. Many others, from Portugal and Spain to
Germany and Poland, are considering legislating on this topic.

Against this backdrop, the fragmentation of the European Single Market for digital services is a real risk.
In view of this, many Member States are calling for the matter to be addressed at the EU level. It should
be recognised that Member States have different cultural and national contexts concerning education,
digital literacy and the protection of minors. Fragmentation could lead to minors enjoying different levels
of protection across the EU. This would also mean regulators could be confronted with practical com-
plexities regarding enforcement and providers with higher compliance costs. This could have knock-on
effects on the development of safer social media and other digital services and the effectiveness of online
safety laws.

The EU has already taken concrete action to protect minors. Recent decisions taken by the European
Commission have only underscored the necessity to address the threats children and adolescents face
online with concrete evidence. The preliminary findings against Meta and TikTok for allegedly failing to
meet the high standards to protect minors online required under the Digital Services Act (DSA) and failure
to provide easily accessible mechanisms to flag child sexual abuse content are clear examples. Moreover,
recent landmark decisions by US courts have marked a historic turning point in the debate on platform
liability.

A short history of protecting minors online

Efforts to protect children and adolescents online are as old as the internet and originate from a time
before social media, smartphones and Al. The foundations of today’s rules to protect minors online were
laid in the 1990s and early 2000s, with laws designed to enable services and businesses to operate and
exchange information across borders. Although these rules were not designed for the sole purpose of

b.  Danish Presidency, Council of the European Union (2026). The Jutland Declaration: Shaping a Safe Online World
for Minors.

c.  European Parliament (2025). Protection of minors online — European Parliament resolution of 26 November 2025
on the protection of minors online (2025/2060(INI)).

d.  European Council (2026). European Council conclusions, 19 March 2026.

e. G7(2026). Leaders’ call on a safer digital space for minors.
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protecting children and adolescents online, they established many of the principles that continue to
underpin current legislation in three areas.

First, the regulation of media and digital services in the internal market introduced common rules for tele-
vision services across Europe, including safeguards against content that could be harmful to minors. The
first harmonised framework for online or ‘Information Society Services’ (under the e-commerce Directive)
also supported the development of cross-border online services within the EU.

The second area is data protection and privacy rules, starting with the 1995 Data Protection Directive’s
common standards for the collection and use of personal information across Member States.

Third and finally, consumer protection. Common EU rules tackle misleading and aggressive commercial
practices. These rules recognise that vulnerable consumers need additional protection, a significant prin-
ciple in the digital environment. This includes where children and adolescents are exposed to commercial
practices that may affect them differently to adults.

As digital technologies became deeply embedded in everyday life, the EU has continued to update
these legal frameworks to respond to new challenges. The General Data Protection Regulation (GDPR)
introduced specific protections to safeguard children’s personal data and consent online. The Audiovisual
Media Services Directive was expanded to cover new forms of audiovisual content and video-sharing
platforms. Finally, the Digital Services Act established rules for online intermediary services, including for
the specific purpose of protecting minors.

This evolution reflects a broader trend: digital technologies no longer fit neatly into a single regu-
latory or legal category. Social media and other digital services combine elements of media, communi-
cation, commerce and data processing, often within the same platform. As a result, an effective approach
to protecting minors online must be holistic, drawing on instruments in several areas of EU law, including
platform regulation, data protection, consumer protection, and audiovisual media regulation.

With the rapid development and roll-out of Al, the risks to minors online are being supercharged. This is
coupled with the continuous evolution of social media and other digital services to capture and retain
users’ engagement in today’s ‘attention economy’. The need for regulators to step in to strengthen the
protection of minors and to empower them to navigate the social media+ world safely is greater than ever.

The evidence on the risks and opportunities
minors face online

Rapid technological change has brought extraordinary opportunities for children to exchange with peers,
to express their creativity, and to access knowledge and support. However, children are not adults, and
the social media+ environment exposes them to diverse risks for their physical and mental health and
development at different ages. Socioeconomic and individual factors, such as family background and
gender, as well as the design of social media and other digital services, also have determining influences.

Robust evidence on how risks and harms relate to social media and other digital services is crucial
to inform appropriate actions to protect and empower minors online. Specific features, functionali-
ties or formats implemented in social media+ may be harmful to a different extent, depending on a child’s
or adolescent’s social and personal circumstances. Minors belonging to racial, ethnic and religious mi-
nority groups, members of the LGBTIQ+ community, those with special educational needs or pre-existing
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mental health conditions may be particularly vulnerable to harm online. This vulnerability is, of course,
magnified by social media and other digital services with harmful, manipulative or addictive content or
designs. As these features evolve, so should research and evidence gathering.

The physical and mental health risks social media and other digital services pose to minors are
extensive. In terms of physical health, excessive screen time replaces outdoor play and sport and can
impact children’s health, fitness and sleep. Using social media+ and devices at an early age displaces
hands-on exploration and in-person social interactions. This may affect socio-emotional development
and susceptibility to mental health issues. Prolonged device use can also provoke problems, such as
musculoskeletal issues and digital eye strain.

The mental health risks posed by using social media and other digital services to children are significant.
The risks of the social media+ environment directly harming children’s mental health intersect with their
potential to exacerbate pre-existing mental health issues, including depression and anxiety. Here too,
social and individual factors determine children’s and adolescents’ exposure to risks.

In general, high social media and other digital services use among children and adolescents is associ-
ated with sleep and concentration problems, and increased rates of depression and anxiety. Addictive
design features amplify these effects by encouraging compulsive checking, ‘fear of missing out’ (FOMO)
and heightened social comparison. This can erode minors’ self-esteem and heighten stress. Algorithmic
amplification and recommender systems have the potential to enhance disinformation and hate speech.
Strong harm from these effects is experienced in particular by vulnerable groups online.

The risks that minors are exposed to criminal and illegal content online are considerable. Both
adults and minors purposefully exploit social media and other digital services, including gaming platforms,
to engage with children and adolescents. Risks include exposure to child sexual abuse (material), groom-
ing, cyberbullying, radicalisation and incitement to commit illegal, violent or terrorist acts. The widespread
use of Al tools poses serious threats to children and adolescents from the production of synthetic child
sexual abuse material (for example, deepfakes). These misuses have drastic effects on minors’ develop-
ment, their mental and physical health, and - in the most serious cases — may cost their lives.

Social media and other digital services providers retain primary responsibility for keeping minors
safe on their services. In addition, parents and caregivers have important roles in supervising children’s
and adolescents’ time online, and in guiding minors in addressing the risks they face in social media+ en-
vironments together. Ensuring adequate offline activities and in-person interactions is crucial at every age.

Despite multiple potential harms, the social media+ world offers children and adolescents many op-
portunities. When minors are empowered to interact safely online and have solid digital skills, the use of
social media and other digital services can benefit well-being, social connectedness, provide supportive
peer networks, opportunities for self-expression, civic engagement and independent learning. Targeted
digital skills initiatives — such as the EU’s Better Internet for Kids, Safer Internet Centres, and the embed-
ding of media literacy into national education and training curricula — have demonstrated their ability to
improve critical thinking, resilience to disinformation, and minors’ ability to navigate safely online.

Social media and other digital services that are ‘safe by design’ could contribute to children’s and
adolescents’ empowerment and participation online by supporting the acquisition of digital skills and
media literacy. Age-appropriate digital education delivered by schools with the support of parents and
caregivers could also equip minors to seize the opportunities of the online world and to manage possible
risks and harms.
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The need to address age-specific risks

As children grow up and become more independent, parents’ ability to supervise children’s online ac-
tivities decreases. The role of peer influence grows. During adolescence, as they reach majority, minors
become increasingly autonomous in their online use and better be able to understand and tackle the risks
they are exposed to online. A 3 year-old and a 16 year-old naturally have different needs. This underscores
the importance of a developmentally sensitive approach to child safety online as we applied it in
this report, by differentiating between various age groups:

Under the age of 3, children primarily suffer from relational risks and ‘technoference’ as passive online
users. Risks largely stem from caregivers substituting direct interaction with screen time to ‘calm’ or dis-
tract small children. This may impact children’s attention span, language acquisition, and socio-emotional
development.

Between 3 and 5, children as emerging independent users with supervision, are increasingly vulnerable
to the risks present in online environments and related to higher screen exposure. Social media and other
digital services that are optimised for immediate gratification, repetitive reward and continuous external
stimulation are fundamentally mismatched with children’s developing capacities and can harm their long-
term development.

Between 6 and 9, children’s use of social media and other digital services expands significantly. Ex-
ternalised feedback from the online world (for example, likes, scores and leaderboards) intersects with
emerging self-esteem based on developing competencies in the real world. This may amplify anxiety
about performance and peer comparison, increasing vulnerability to cyberbullying, hate speech, and
harassment by peers.

Between 10 and 12, children’s access to social media+ spaces becomes a central prerequisite for social
participation. At this age, children are confronted with the most acute convergence of developmental
sensitivities and platform-driven amplification. Algorithmic recommendation systems intensify social com-
parison, exposure to harmful or illegal content (including child sexual abuse material, extremist propa-
ganda, and disinformation) and to addictive design patterns that heighten symptoms of depression and
anxiety. Recent prospective research suggests that acquiring a smartphone for the first time at 12 (rather
than 13) may be linked to a higher risk of depression and other mental health issues after one year2. This
example highlights that, in general, children are especially vulnerable under the age of 13.

Between 13 and 15, adolescents transition from supervised to evolving autonomous use of social media
and other digital services. At this age, traditional forms of supervision by caregivers and educators at
school become increasingly ineffective. Risks are increasingly shaped by the structures of social me-
dia and other digital services, rather than individual behaviour alone. A key challenge lies in address-
ing algorithmic systems that structure exposure and influence behaviour, while operating with limited
transparency.

The transition to autonomy is a normal part of growing up in today’s online world, as it is offline. The
question therefore is not how to hold adolescents back in their transition to autonomy, but how to limit
their exposure to harm during a stage of peak developmental vulnerability. Effective protection requires
a developmentally informed, multi-layered approach combining social media and other digital services
regulation, educational interventions, and support for self-regulation and critical media use.

f. The interruption of parent-child interactions by technology.

g. Children’s Hospital of Philadelphia (2026). Age Limits Alone Won't Fix Smartphone Risks, Suggests Children’s Hospital of
Philadelphia Study. Accessed on 12 July 2026.
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Finally, between 16 and 18, adolescents experience a stage of increasing identity consolidation and
growing autonomy. Adolescents’ evolving capacities better equip them to understand and handle the
risks they confront online. However, neurobiological development is far from complete, and risks of ad-
diction, anxiety and mental health issues are exacerbated by social media and other digital services use.
Adolescents at this age need to acquire the necessary skills (for instance, critical thinking and evaluation)
to successfully and safely navigate the digital world, and to seize its full potential.

Six Guiding Principles to protect and empower
minors online

The presence of both risks and opportunities for children and adolescents in the social media+ environ-
ment calls for a comprehensive policy framework that both protects and empowers minors online. The
following Six Guiding Principles developed by the Co-Chairs steered the work of the Special Panel
and are reflected in the structure of this report. Measures should be built on robust evidence and analysis
of the challenges and opportunities children face online. Effective implementation and evaluation are key
to ensure results.

PRINCIPLE 1

Developmental approach (see chapter 1)

Ensure age-appropriate regulation and differentiated guidance. Children’s and adolescents’ staged
development calls for the design and deployment of protection measures that address the risks they face
at specific ages. Where possible, these measures should take into account children’s personal and social
circumstances, which may have compounding effects on their exposure to risk.

PRINCIPLE 2

Equality and diversity (see chapter 2)

Recognise inequalities in risks and exposure to online harms for different ages and socioeconomic groups.
Gender, sexuality, racial, ethnic and religious backgrounds, special educational needs and pre-existing
mental health issues all determine minors’ vulnerability to online harms. These factors also influence the
resources and capacities parents and caregivers have to support children and adolescents along their
road to autonomy.

PRINCIPLE 3

Protection of minors (see chapter 3)

Children and adolescents must be able to benefit from safe social media+ spaces. The protection of
minors against harmful content, addictive features, digital neglect? and crimes online (for example, sex-
ual abuse) should be implemented in the design of social media and other digital services. Any harmful
content or features should be easily reportable by minors. Such reports should be prioritised and harmful
content or features promptly removed by providers.

h. A caregiver’s repeated failure to provide developmentally appropriate attention, responsiveness, supervision,
or protection because digital technologies interfere with, replace, or undermine essential caregiving functions.
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PRINCIPLE 4

Accountability of digital services and consumer rights (see chapter 3)

Social media and other digital services providers must take primary responsibility for ensuring online
spaces are safe for minors to access and use. Incentivise ‘safety by design’ measures by digital services
and rapidly enforce content-based regulation. The burden of proof should be on social media and other
digital services providers to prove the features of their services are not harmful before they can access
children and adolescents.

PRINCIPLE 5

Empowerment and media education (see chapter 4)

Enable parents and caregivers, teachers and educators to support children’s and adolescents’ gradual
transition to safe and autonomous online use. Offer sufficient opportunities (for example, digital and media
literacy training) and adequate infrastructure to enable parents to reflect on their own activities and to
guide minors’ online interactions. Measures must be tailored to caregivers’ and educators’ roles, which
evolve as children and adolescents mature.

PRINCIPLE 6

Children’s rights and participation (see chapter 4)

Safeguard children’s right to safe participation, interaction and co-creation, online and offline. Children’s
rights, as understood under relevant international frameworks,! should always underpin child protection
measures. Age restrictions must respect the rights of the child online, be proportionate, time-limited and
balanced against children’s best interests. This also underscores the need to invest in and to promote
offline activities for minors at all ages.

Special Advisers to the President and Co-Chairs of the Special Panel on child safety online

Dr. Maria Melchior

Research Director at the French
National Institute of Health and
Medical Research (INSERM)

Lo Lo

Prof. Dr. J6rg M. Fegert

Medical Director of the Department
of Child and Adolescent Psychiatry,

Psychosomatics and Psychotherapy
at the Ulm University Hospital

i. Notably, the United Nations Convention on the Rights of the Child and the general comments of the Committee on the
Rights of the Child, the Charter of Fundamental Rights of the European Union, and the EU Strategy on the Rights of the
Child.
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SIX GUIDING PRINCIPLES

To protect and empower
minors online

CHILD SAFETY ONLINE

ANALYSIS OF THE SITUATION

DEVELOPMENTAL APPROACH

Ensure age-appropriate regulation and differentiated guidance

EQUALITY AND DIVERSITY

Recognise inequalities in risks, exposure, and digital
harms across all groups

PROTECTION OF MINORS

Protect against harmful content, addictive design, digital
neglect, crimes (e.g. sexual abuse, bullying)

ACCOUNTABILITY OF DIGITAL SERVICES
AND CONSUMER RIGHTS

Enforce safety by design and content-based regulation

EMPOWERMENT AND MEDIA EDUCATION

Enable parents and caregivers to support minors’ digital
skills and media literacy for responsible use

CHILDREN'S RIGHTS AND PARTICIPATION

Safeguard the right to safe participation and co-creation online

MEASURES

EVALUATION
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Key recommendations to protect
and empower minors online

The overarching objective of the recommendations of this report, building on the developmentally sensitive
approach and reflecting the Six Guiding Principles, are to balance the necessity to protect children and
adolescents online with their rights to participate in and seize the opportunities of the social media+ world.

Recommendations on age-appropriate use of social
media and other digital services

0 TO 2 YEARS OLD

Avoid screens and social media+

Avoiding extensive screen exposure during early childhood does not mean an outright ban. Instead, it rec-
ognises children’s developmental needs concerning attachment, sensory development and early language
acquisition. Parents and caregivers should prioritise face-to-face interactions and be mindful of their own
use of digital devices to offer a positive role model and avoid ‘technoference’. This approach is in line with
recommendations of the World Health Organization to prevent disruptions to children’s neurobiological and
cognitive development, emotional attachment formation and physical problems (for example, affecting vision).

3 TO 12 YEARS OLD

Supervised use of age-appropriate social media+ and devices

Children should not be allowed unsupervised use of internet-enabled devices. Schools should provide the
facilities for supervised and limited use of devices for educational purposes supporting digital and media liter-
acy, emotional resilience, and critical reflection on risks. Parents and caregivers should supervise and support
digital autonomy gradually with age-appropriate social media and other digital services. They should also
have regular conversations with children on the potential benefits and risks of minors’ interactions online. Both
caregivers and educators should continue to encourage children at this age to take part in offline activities.

13 TO 18 YEARS OLD

Evolving autonomous use of age-appropriate social media+

From 13 to 18, adolescents should only have access to age-appropriate and ‘safe by default’ social media
and other digital services that have actively introduced key safety features (for instance, limits to infinite
scroll and recommender systems). Until these ‘safe by default’ social media and other digital services are
developed, individual age-appropriate parental control and supervision remain essential. Additional pre-
cautionary measures by regulators might be considered. As adolescents above 16 move towards greater
digital autonomy, the risks related to exposure to harmful content online remain. As such, parents and
caregivers should continue conversations with minors about their online experiences. Adolescents should
have privileged access to support services and complaint systems, while benefitting from peer support
networks promoting the responsible use of social media and other digital services.
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Age-appropriate use of social
media+ by minors
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Recommendations to protect children
and adolescents online

/| Propose a harmonised EU-wide access restriction to social media and other digital
services for children under 13.

A harmonised EU-wide access restriction to social media and other digital services, including Al compan-
ions, for children under 13 is necessary. A harmonised access restriction would facilitate the implementa-
tion of proportionate and rights-respecting age assurance and encourage safety by design requirements
for social media and other digital services providers. Under the age of 13, children should have time-limit-
ed access to age-appropriate social media+ environments only with parental authorisation and supervi-
sion or in educational contexts. From the age of 13, adolescents should benefit from evolving autonomous
use of age-appropriate and safe social media and other digital services.

Harmonised rules on an EU-wide minimum age of 13 would contribute to the proper functioning of the
Single Market by ensuring a single compliance framework for providers. Harmonised rules would facilitate
enforcement and supervision by regulators at both the national and EU levels. It would also ensure an
equal level of protection for all minors online across the EU, regardless of socio-economic, cultural and
national contexts.

/| Introduce effective age-assurance systems to check age and underpin safety-by-
design and age-appropriate approaches to protect and empower minors online.

Age-assurance methods — both age verification or age estimation - must be proportionate and uphold
minimum requirements, notably concerning the fundamental rights of users, including children’s rights
and related safeguards. Any method employed to check age should uphold the highest privacy and data
protection standards, and should not lead to the processing of identity documents and biometric data
for the purpose of age estimation. Technical standards such as ‘Zero Knowledge Proof’ should be imple-
mented to ensure that both the platform required to assess the age and the age verification provider do
not receive any information that can lead to the tracking or identification of the user.

Age-assurance methods should be accurate in determining the age or age groups required and easy
and reliable to use in practice, in real-life conditions. Methods should be robust to avoid circumvention
and cybersecurity threats, inclusive (and non-discriminatory), and available equally to all who need to use
them. Social media and other digital services providers must uphold their obligation to prevent minors
from being exposed to risky services or users impersonating children and adolescents.

/| Extend and harmonise rules on key safety features in the design of social media
and other digital services.

Clear safety by design and age-appropriate safeguards (for example, potential limits on infinite scrolling,
autoplay, push notifications, and problematic personalised recommendation engines) should be embed-
ded into social media and other digital services. To tackle addictive design, dark patterns, unsolicited
contact and rabbit holes, protective default settings should be an integral part of social media and other
digital services. Extending and harmonising rules on key safety features would ensure certainty and uni-
formity across the social media+ environment. Due to the rapid development of technology, any rules on
key safety features should be adaptable to continuously address new harmful design features.

18



CHILD SAFETY ONLINE // KEY RECOMMENDATIONS

// Shift the burden of proof to social media and other digital services providers
to demonstrate that their products and services are safe for minors.

Specific age restrictions should apply until key safety design features protecting children and adolescents
are introduced by social media and other digital services providers. Until providers have demonstrated
safe and age-appropriate features, therefore complying with EU and national measures, they should not
have access to minors. Where there is a ‘safe by default’ version, age-inappropriate features (features for
adults) should only be activated following effective age assurances.

/| Strengthen enforcement and evaluation capacities.

Given the multiple rules now applying to child safety online (the DSA, GDPR, Al Act, etc.), supervisory
authorities should intensify cooperation and exchange information across legal frameworks. This is key to
avoid inconsistencies and to ensure a coherent, predictable and effective legal environment grounded
in the protection of fundamental rights. The European Commission should explore mechanisms enabling
seamless cooperation between supervisory authorities to leverage existing enforcement structures. More-
over, there is a need to assess whether additional resources and restructuring are needed for regulators
responsible for enforcement and evaluation. Actions should be considered to strengthen the role of civil
society in enforcement and their contribution to enforcement capacity, including through existing struc-
tures. Enforcement should be complimentary and avoid conflicting actions.

/| Swiftly adopt measures to ensure social media and other digital services providers
have clear obligations to prevent, detect, report and block child sexual abuse online,
including in interpersonal communication.

The child safety gap that currently exists due to the expiration of the Interim Regulation laying down rules
to prevent and combat child sexual abuse (CSA Interim Regulation) must be quickly filled. EU co-legisla-
tors should swiftly adopt the proposed long-term Regulation to prevent and combat child sexual abuse.
More than 80% of child sexual abuse investigations start from reports submitted by social media and
other digital services providers. Children are often too afraid to report abuse. Detecting child sexual abuse
material, including in interpersonal communication, is often the only way to stop it.

/| Member States can introduce additional precautionary access restrictions to social
media and other digital services as of 13.

Additional precautionary access restrictions should be complimentary to the EU-wide access restriction
to social media and other digital services under 13. Adolescents can have access only to a social media+
environment that is safe, with respect to content and design features, age-appropriate and designed
with their rights and needs in mind. Member States have varied historical and national contexts and may
prefer to adopt a higher age threshold than 13. All additional precautionary national access restrictions
should be subject to continuous evaluation, and possibly reassessed, once social media and other digital
services have been made safe by default for children and adolescents.

/| Strengthen the enforcement of rules on researchers’ access to and scrutiny of data.

Article 40 of the Digital Services Act (DSA) delegated act of July 2025 has opened, in principle, a new
pathway for vetted researchers to access online platform data. This data can be used to conduct research
contributing to the detection, identification and understanding of systemic risks, and to the assessment
of risk mitigation measures promoting child safety online.

19



CHILD SAFETY ONLINE // KEY RECOMMENDATIONS

Whether this pathway delivers on its promise depends on social media and other digital services provid-
ers’ compliance and regulators’ effective enforcement. It also relies on the breadth of services covered,
and the quality and continuity of the data provided. The Commission should evaluate the operational
performance of Article 40 data access and scrutiny requirements after initial researcher experience un-
der the delegated act. This is key to ensure online platforms follow up on requests for access to data for
compliance, risk assessment and research purposes.

Data access obligations are not only a key element of the transparency toolbox of the DSA, they are also
a part of social media and other digital services providers’ broader risk mitigation responsibilities. Smaller
platforms should also be encouraged to allow researchers access to data, considering the risks these
platforms pose to minors and the role of independent scrutiny in addressing these risks. The use of the
FAIR Guiding! Principles for scientific data management and stewardship should be the standard in the
implementation of Article 40.

Recommendations to empower children
and adolescents online

/| Expand safe opportunities for minors to actively participate in shaping the social
media+ environment.

Children and adolescents should have meaningful opportunities to actively shape legislation, polices, and
educational initiatives promoting child safety and empowerment online. The use of the child and youth
participation tools to inform this work should be expanded. More specifically, children should be included
in the co-design of safety policies, training programmes, evaluations and guidelines. Measures should be
continuously monitored and evaluated to assess their impact on children’s safety and rights.

Participation processes should ensure that children receive clear information, understand how their con-
tributions will be used, and receive feedback on outcomes. Special efforts should be made to include
children from disadvantaged, marginalised, and vulnerable groups. Appropriate safeguarding measures
should accompany all participation activities involving children.

/| Strengthen complaint mechanisms and consumer rights for children
and adolescents.

Reports and complaints by children and adolescents should be treated as a priority in content modera-
tion procedures by social media and other digital services providers. Providers’ obligations under existing
frameworks need to be strengthened to appropriately fund helplines and complaint mechanisms. These
mechanisms must be age-appropriate, user-friendly, accessible, privacy-preserving, and effective.

j. The FAIR Guiding Principles for scientific data management and stewardship were introduced in 2016 in a publication
in the journal Scientific Data. The principles intend to improve the infrastructure supporting the reuse of scholarly data
by enhancing the ability of machines and individuals to find and use data. See: Wilkinson, M.D,, et al. (2016). The FAIR
Guiding Principles for scientific data management and stewardship. Scientific Data, 3.
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// Mainstream digital education and literacy actions for minors, parents and caregivers,
teachers and educators.

Digital education and literacy should be embedded at all levels of education as a key basic skill for minors,
parents and teachers. Digital well-being should be integrated into digital education for all.

Education should enable children and adolescents to critically evaluate online information and sources,
and to recognise manipulation techniques, including disinformation, deepfakes and targeted advertising.
It should also build an understanding among minors, parents and teachers of how digital content is cre-
ated and shared, and how algorithms shape what users see and experience in the social media+ world.

Structured online safety education should build practical skills in protecting personal data, managing
privacy settings, maintaining secure digital identities, and identifying risks on social media, messaging and
gaming environments in particular. These skills should be developed progressively, beginning with basic
safety habits and advancing to more complex understanding of digital footprints, consent, and platform
risks. Healthy screen use should be addressed through guidance on balance, attention management, and
recognising excessive or harmful patterns of use.

/| Create more opportunities and adequate infrastructure to support offline activities.

Member States and local authorities should maintain and expand access to affordable sport, arts, youth
clubs, libraries, and community spaces to encourage healthy offline engagement and create attractive
alternatives to excessive screen use among minors. This should include investment in safe, inclusive and
age-appropriate environments where minors can connect, learn, play and build positive relationships
within their communities.

/| Promote the co-creation of Guidelines for Parents.

Together with Parents’ Associations, the EU and Member States should promote the development of
Guidelines for Parents. The Guidelines could provide clear, accessible advice to empower parents and
caregivers in supporting minors’ safe, responsible and positive engagement with social media+ environ-
ments. The Guidelines should provide practical advice on key areas, including online safety and privacy,
digital well-being, ethical and responsible use, and access to support.

/| Ensure sufficient public funding and common standards for civil society
organisations and peer counselling.

The EU and Member States should ensure that the Safer Internet Centres and comparable civil society
organisations continue to receive sufficient financial resources and that their work is based on common
standards, developed by experts. This is vital to maintain and further develop their activities, including
awareness-raising, training and support services. Public funding is crucial to guarantee independence
and cohesion.

Funding should also support the further development of peer counselling, helplines, hotlines, educational
resources, awareness-raising campaigns and capacity-building activities. Additional investment should be
directed to increase the visibility, accessibility and reach of these facilities, including among vulnerable
minors, and to support initiatives promoting safer social media+ environments.
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/| Make available long-term funding for European large-scale longitudinal research
and continue supporting randomised control trials.

Examples, such as the North American Adolescent Brain Cognitive Development (ABCD) Study¥, could in-
spire European large-scale longitudinal research related to child safety online. The availability of European
large-scale longitudinal evidence (covering a ten-year period or longer) is important to support a devel-
opmental and neurobiological approach to child safety online. This would help to address gaps in largely
correlative findings in the European context concerning the impact of the use of social media and other
digital services on minors’ development, physical and mental health, and their exposure to harm online.

Randomised control trials (RCTs) are also key to strengthen the evidence base for policy. Research fund-
ing should explicitly support developmental and psychopathology approaches investigating minors’ sus-
ceptibility to online risks, influenced by social and individual factors across childhood and adolescence.

Figure 2: Balancing the ecosystem: safety by design in social media+ environments
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k. The ABCD Study is the largest long-term study of brain development and child health in the United States. The study
follows the behavioural development of more than 11,000 children aged 9 to 10 through adolescence into young
adulthood. The data gathered will enable the creation of baseline standards for adolescent brain development, and
examines the influences of sex, gender, sleep, physical activity and screen time on adolescents’ development. Its
findings will also help to understand the development of mental health issues during adolescence and their relationship
with substance abuse.
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Online safety

TIPS FOR CHILDREN AND TEENS

Know your rights — remember
that you have the right to be safe
and respected online.

Think before you post — photos,
videos and comments can stay
online forever. Share now only
what you would be comfortable
with others seeing years later.

Remember that Al is a tool,
not a real person — Al can make
mistakes and create false
information, fake images, videos,
voices and messages.

Recognise danger - stop and
think about strange requests from
‘friends of friends’, ‘too good to
be true’ offers, or messages trying
to pressure you into a decision.

Use privacy and security settings
- keep your accounts private, use
strong passwords, and turn on
extra security features whenever
possible.

Block, report and save evidence
- if someone online is bullying,
scamming, threatening, or making
you feel uncomfortable, report and
block them, and keep screenshots
or messages.

Help make the internet a safer
place - learn how apps, games,
websites, algorithms and Al work,
and help others to stay safe too.

&

9,

Be kind to others online - social
media and gaming should be a
positive experience for everyone.
Treat others with the respect you
would like to be treated with.

Protect your personal
information — do not share private
details such as your full name,
address, school, phone number,
passwords, or live location online.

Check before you trust or share
- not everything online is true.
Always question information,
especially surprising stories,
videos, or messages, and check
reliable sources before sharing.

Do not accept photos or chat
requests from strangers - if you
doubt someone's age or identity,
ask an adult to check who it is

(or tell them that ‘your dad/mum is
next to you’ and see the reaction).

Do not share private images

— never share intimate photos or
videos, even if someone pressures
you (especially if you're under 18).
Once shared, they're out of your
control.

Tell an adult you trust if
something feels wrong - you
are not being silly and you are
not in trouble for asking for help.

Use your voice - get involved
and shape the future
of the digital world.

Online abuse - get help, report it! Help is available from
friendly, expert teams in the network of Safer Internet Centres
across Europe. No problem is too big or too small.
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Online safety

TIPS FOR PARENTS AND CAREGIVERS

Help your child build healthy screen habits - limit screen time, from no screen use

at all for children from O to 2, to age-appropriate time limits for children up to 10 to 12
years-old, under your supervision. For adolescents from 13 to 18, limits on screen time
should still be discussed, so they have enough time to study and meet friends in person.

Check that apps and games are
age-appropriate for your child.

Do not allow devices in
the bathroom, in the bedroom
or at meal times.

Spend time together online
- ask your child to watch their
favourite content with you.

Encourage your child to talk

to you if they are worried about
something online - reassure

them that you will help, not blame,
punish, or take the device away.

Avoid sharenting - think carefully
before sharing photos or videos of
your children or teens online.
Strangers and Al can use that
information in many ways.

9,

For younger children (up to 12),
consoles and devices should
be used only in the presence
of an adult.

Pay attention to the tone of their
conversations online and while
gaming. Look out for red flags.

Do not criticise ‘their stuff’

- help your child to develop their
own judgement (you will also get
an idea of what their algorithm

is suggesting).

Continue conversations about
online safety as your child gets
older, including from 16 to0 18
and beyond.

Set an example - don't be glued
to your device when your children
are around. Give them the
attention they deserve and don'’t
miss important moments and
conversations with your child.

Online abuse - get help, report it! Help is available from FX .
friendly, expert teams in the network of Safer Internet Centres _,I‘T - %
across Europe. No problem is too big or too small. . P E
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List of all recommendations
from the Co-Chairs by chapter
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CHAPTER 1
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Design and deploy age-appropriate online
child protection measures

Ensure safe online spaces for minors
Empower minors and their supporting circles

(O to 2 years old) - Increase caregivers’
awareness of the developmental importance
of direct, human interaction, starting in early
childhood

(O to 2 years old) - Avoid the use of social
media and other digital services and ensure
minimal screen exposure, specifically for
children under 3

(O to 2 years old) - Limit the
dissemination of children’s data by social
media profiles

(3 to 12 years old) - Ensure structured,
supervised use for children online

(3 t0 12 years old) - Offer children and their
supporting circles quality digital and well-
being education

(13 to 18 years old) - Ensure evolving
autonomous use for adolescents online
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/i

/i

/i

cee

cee
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/i
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........................................

Build on evidence in understudied areas
to strengthen evidence-based policymaking

Social media and other digital services
should actively involve independent
academic expertise in the design of risk
mitigation strategies and tools

Make available long-term funding for
European large-scale longitudinal research
and continue supporting randomised
controlled trials

Invest in secure, shared European research
infrastructure to allow safe access to minors’
data

Strengthen enforcement of rules on
researchers’ access to and scrutiny of data

CHAPTER 3

.................................

......................................

Propose a harmonised EU-wide access
restriction to social media and other digital
services for minors under 13

Introduce effective age-assurance systems
to check age and underpin safety-by-design
and age-appropriate approaches to protect
and empower minors online

Extend and harmonise rules on key safety
features in the design of social media and
other digital services
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J/ Shift the burden of proof to social media
and other digital services providers
to demonstrate that their products and
services are safe for minors

/| Strengthen enforcement and evaluation
capacities

J| Swiftly adopt measures to ensure social
media and other digital services providers
have clear obligations to prevent, detect,
report and block child sexual abuse online,
including in interpersonal communication

/I Member States can introduce additional
precautionary access restrictions to social
media and other digital services as of 13

JI Strengthen consumer protection policies
to protect minors online

J| Continuously monitor and evaluate the
impact of measures being implemented

/| When processing children’s data under the
GDPR, social media and other digital services
should ensure children’s best interests are
a primary consideration

/| Ensure effective implementation
of the Product Liability Directive

CHAPTER 4

.................................

.............................

/| Expand safe opportunities for minors
to actively participate in shaping the social
media+ environment.

/| Strengthen complaint mechanisms and
consumer rights for children and adolescents

/| Fund and promote the establishment
and use of EU-values-based social media
and other digital services where minors
can safely interact with each other

/i

f

/i

/i

/i

/i

/i

f

I

/i

/i

Mainstream digital education and literacy
actions for minors, parents and caregivers,
teachers and educators

Create more opportunities and adequate
infrastructure to support offline activities

Promote the co-creation of Guidelines for
Parents

Ensure parents and carers are continuously
supported by state-of-the art and up-to-date
control and supervision tools

Ensure sufficient public funding and common
standards for civil society organisations and
peer counselling

Enable the health system to diagnose and
treat addictions and other mental health
disorders related to the use of social media
and other digital services

Support teachers’ training to include digital
and media literacy and involve parents

Promote Al literacy as an integral part
of digital education

Schools should provide structured opportunities
to improve mental health and digital well-being

Educational responses should pay particular
attention to vulnerable groups

Invest in secure, preventive, robust and
trusted educational digital infrastructure
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01

A developmental approach
to child safety online

Childhood as a distinct, protected life phase

The recognition of childhood as a distinct life phase is a relatively recent development. Throughout much
of history, children were not considered as being fundamentally different to adults.

In premodern and early industrial societies, this view was closely tied to material conditions, especially the
‘economic necessity’ of child labour. Children’s characterisation as ‘small adults'® masked their distinct
needs and vulnerabilities, hindering the emergence of child protection frameworks.

With the rise of modern scientific disciplines, such as developmental medicine and psychology, a para-
digm shift occurred. Evidence demonstrated that children’s cognitive, emotional, and social development
follow distinct trajectories. These advances helped to redefine childhood as a distinct and vulnerable life
phase?2.

This idea was reinforced by insights from child and adolescent psychiatry, which highlighted the long-
term consequences of adversity experienced in early life. Gradually, the notion of childhood and adoles-
cence as distinct life phases requiring protection and support® took hold.

Children’s development in stages

Over the course of the 20th century, this growing awareness laid the foundations for modern child and
youth protection frameworks. Initially, these frameworks focused on safeguarding children in the physical
world.

The United Nations Convention on the Rights of the Child is one key example. Under the Convention,
children below the age of 182 are treated as a homogenous group.

Despite the rapid development of digital technologies and services, such as social media and other digital
services, and the ways they have transformed children’s lives, many approaches to child protection still
rely implicitly — or explicitly - on the idea of ‘children’ as a homogeneous group.

a. Under the Convention, a child is defined as ‘every human below the age of eighteen years’, unless majority is attained
earlier under applicable law. See: United Nations (1989). Convention on the Rights of the Child. Part 1, Article 1.
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This assumption is misleading. Developmental science proves that children’s development unfolds across
qualitatively distinct stages, each characterised by unique cognitive, emotional and social capacities.
These capacities shape how children perceive, engage with, and communicate in their environments,
including online.

The need for age-appropriate protection

Children’s exposure to the social media+ world be- i Deve 10 pme nt al 1y

gins early in life and increases steadily throughout

childhood in intensity, complexity and personalisa- appropriate protect ion

tion2, One study shows that children under the age
of 2 use screens for an average of 49 minutes a day. ac kn OWl ed ges t h at
By 8, this has more than tripled to around 3 hours C h 1]_d ren ! S Cogn 1tive

a day®, Evidence shows that digital technologies
have a pervasive and structuring effect on children’s

control, emotional

development, and form part of the complex envi- Iegu 1a-t ion , and IiS k
ronment in which children and adolescents learn, .
form a sense of self and relate to others. awareness are still
- n
Simply put, children’s development both influenc- maturl ng .
es and is influenced by their interactions online. As — PROF. DR. EVA MOHLER
such, the digital world cannot be considered exter- CHAIR AND MEDICAL DIRECTOR OF CHILD
nal to, but rather a key part of children’s develop- ~ AND ADOLESCENT PSYCHIATRY, SAARLAND

. ) . UNIVERSITY HOSPITAL
ment, especially during later stages®. This two-way

interaction underscores the need for age-appro-
priate measures to protect and empower children
to navigate safely and confidently online.

Main challenges for age-appropriate protection
THE TENDENCY TO ADDRESS ‘CHILDREN’ AS A SINGLE GROUP

Existing approaches to child safety online often rely on the idea of children as a single group with uniform
needs. This idea needs bringing up to date. It is today understood that children’s development occurs in
stages, which shape how children (from O to 12) and adolescents (from 13 to 18) engage with the online
world and their vulnerabilities to diverse risks.

Social factors, gender and sexuality, socioeconomic background, racial and ethnic origin, religion, mi-
gration backgrounds and special educational needs, also have an important impact on children’s and
adolescents’ interactions and vulnerabilities online2Z

THE MISMATCH BETWEEN MINORS’ CAPACITIES AND SOCIAL MEDIA+

Digital services, including social media, deliver a rapid and constant flow of information using highly op-
timised engagement architectures, including algorithmic recommendation systems and infinite scrolling.
These features are specifically designed to maximise user attention22,
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Children’s and adolescents’ capacities meanwhile develop gradually, remaining incomplete well into ado-
lescence?. As a result, minors are increasingly exposed to social media+ environments and content that
they are not equipped to engage with and may cause serious harm.

MINORS’ EVOLVING AUTONOMY AS ONLINE USERS

As alluded to above and explored more extensively in the following sections, children’s and adolescents’
evolving capacities throughout their development determine (in part) how well they are equipped to
navigate safely and confidently online at different ages.

As children get older, they shift from being entirely dependent on parents and caregivers, to partially au-
tonomous, and fully autonomous adults. Social media and other digital services design has an increasing
influence on minors’ development. As children grow up and become more independent, their supporting
network (parents and caregivers, teachers and educators) capacities to protect, supervise and guide
minors online become more limited.

RECOMMENDATIONS

Design and deploy age-appropriate online child protection measures

Children’s and adolescents’ staged development calls for the design and deployment of protec-
tion measures that are suitable for their evolving capacities and address the risks they are exposed
to at different ages. These measures should take into account minors’ personal and social circum-
stances, where possible.

Ensure safe online spaces for minors

Social media and other digital services providers have primary responsibility to ensure that their
services are safe for all children and adolescents. This includes by deploying safe design features.
Providers must take primary responsibility for ensuring that their services are safe for minors to
access and use.

Empower minors and their supporting circles

To be effective, actions designed to protect and empower children and adolescents online must
take into account their evolving needs and capacities. Measures must also be tailored to sup-
port the changing role of parents and caregivers, teachers and educators (supporting circles) to
protect minors, and to supervise and guide their use of social media and other digital services as
they grow up.
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Age-specific challenges

The previous section explored three main challenges and accompanying recommendations intended to
steer the design and deployment of a developmental approach to child safety online.

On this basis, the following sections explore the various characteristics and vulnerabilities that define
minors’ development during three primary developmental stages: 0-2 years (early childhood); 3-12 years
(childhood); and 13-18 years (adolescence).

These primary stages encompass both minors’ evolving capacities and their supporting circles’ changing
role in protecting and empowering children and adolescents online:

J| 0-2years: early childhood as a specially protected stage of development;
/I 3-12 years: childhood as a supervised stage of development;
/| 13-18 years: adolescence as the stage of evolving autonomy.

Figure 1 - The staged development of core competencies
Self-regulation, judgement and critical thinking
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This report examines the risks for minors online and presents recommendations to address these risks
according to these three primary developmental stages, defined for the purpose of this analysis as early
childhood, childhood and adolescence.

This first chapter outlines the first of Six Guiding Principles proposed by the authors to steer actions
designed to protect and empower children and adolescents in the digital world: the need for a develop-
mental approach to child safety online.
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“All persons under To ensure a comprehensive examination of the
h . f . characteristics and unique vulnerabilities for mi-
18 years ave S peC 1T1C nors at different stages of their development, the

I'lgh'tS to protect iOﬂ primary stages of their development are broken

. down into secondary stages (0-2 years, 3-5 years,
and enjoyment 6-9 years, 10-12 years, 13-15 years, and 16-18 years),
Of age _ appropriate explored in depth in this chapter.

experiences I Some of the recommendations presented for
each primary stage are not exclusive to the stage
where they are situated, but apply across stages
as specified.

— MIE OEHLENSCHLAGER,
INDEPENDENT RESEARCHER ON Al,
ETHICS AND PUBLIC POLICY

0-2 years: Early childhood as a specially
protected stage of development

Early childhood, in particular from O to 2 years, represents a stage of maximal dependency and founda-
tional developmental significance. During this period, the basic building blocks of emotional security,
social relatedness, language acquisition, and self-regulation are established.

Core processes, such as attachment formation, co-regulation, and the differentiation between the self
and a child’s environment, emerge through repeated interactions with responsive caregivers. Self-regu-
lation is not yet internally established, but develops gradually through co-regulation.

In this sense, early co-regulation also forms the developmental basis for later autonomy and self-deter-
mined functioning. The gradual internalisation of emotional regulation, communication, and social inter-
action emerges through repeated relational experiences, rather than isolated exposure to digital stimuli.

Development during this stage is fundamentally relational. Self-regulatory capacities, emotional stability,
and early cognitive structures are externally scaffolded before being internalised.

AGE-SPECIFIC CHALLENGES

.............................................

A central challenge in this stage is to ensure that small children receive sufficient direct human interac-
tion. Reductions in interactional quality may affect attachment processes, impair early language develop-
ment and foundational communicative capacities, directly affecting developmental trajectories.

Ensuring the availability of consistent, emotionally attuned interaction represents a core condition for safe
development in increasingly digitalised environments. During this stage, small children are almost entirely
dependent on external regulation.

Neurophysiological systems involved in stress regulation, arousal modulation, and sleep-wake cycles are
still immature and highly sensitive to environmental input. This creates a heightened vulnerability to over-
stimulation and disruptions in sleep and stress regulation.
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Learning in this stage is interaction-based, rather than content-based. Small children acquire meaning
through embodied, reciprocal engagement with parents and caregivers, not through passive exposure
to screen-based representations.

Early language acquisition and communication development depend fundamentally on repeated con-
tingent interaction with parents and caregivers. Responsive verbal engagement, shared attention, and
emotionally attuned communication constitute essential developmental conditions during this stage.

..............................

At this age, evidence links increased screen exposure to shorter sleep duration, dysregulated stress pat-
terns, and lower levels of caregiver-child interaction and linguistic input!®. These vulnerabilities can be
differentiated across biological, psychological, and developmental dimensions.

Biologically, small children are highly susceptible to overstimulation due to immature self-regulation sys-
tems!. Psychologically, development depends on consistent and responsive interaction, making small
children sensitive to disruptions in attention and communication. Developmentally, risks relate to attach-
ment formation and the emergence of self-regulation.

During this stage, higher screen exposure has been associated with socioemotional difficulties, behav-
ioural problems, and delays in self-regulation development2 These relationships are often two-way, as
small children with self-regulatory difficulties may also engage in higher levels of screen use.

.........................................

From O to 2 years, social media+ exposure is entirely caregiver-mediated. Small children do not in princi-
ple control access, duration or content. Social media and other digital services use is mainly shaped by
parents’ and caregivers’ practices, routines and situational needs, such as calming or distraction®,

During early childhood, digital risks arise in theory less from direct interaction with content, but rather from
the ways social media and other digital services restructure caregiving environments. A central concept
is ‘technoference™®. At this age, even brief shifts in caregiver attention can reduce responsiveness, joint
attention and verbal engagement®,

Caregiver screen use with small children has been associated with less favourable developmental out-
comes. This is not primarily because of content, but because of the restructuring of interactional space®.
In this sense, digital risk in early childhood is often relational before it is individual.

Research on commercial family influencing highlights that small children may increasingly become ob-
jects of visibility, monetisation, and data extraction long before they can understand or influence these
processes themselves. This reinforces the need for strong external protective frameworks during early
childhood.

b. ‘Technoference’ is defined as the interruption of parent-child interactions by technology.
See: Zhang et al (2025). Parental Technoference and Child Problematic Media Use: Meta-Analysis.
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.........................................

An emerging and increasingly relevant dimension concerns the digitalisation of early childhood environ-
ments beyond traditional screen-based interactions. A growing number of toys, including dolls and inter-
active play objects, are being augmented with digital features and increasingly artificial intelligence (Al).

This development of a social media+ environment is particularly relevant because Al-enabled toys and
voice-based devices may appear to children not merely as objects, but as responsive social partners.
During early childhood, attachment, co-regulation, language acquisition and symbolic play depend on
contingent human interaction.

These systems raise specific developmental concerns. Al-enabled toys and voice-based devices may
simulate responsiveness without providing the genuine reciprocity, emotional attunement, or relational
accountability that characterise human relationships.

Al-enabled toys also often integrate microphones, cameras, speech processing or app-based person-
alisation. This introduces privacy and data protection risks at an age when children have no capacity to
understand, consent to, or contest data processing.

.................................................

Children’s interactions with the digital world raise concerns about potential displacement or distortion
of interactional learning processes, as well as new forms of dependency and overstimulation. These de-
pendencies are not yet adequately addressed in existing research or regulatory frameworks.

Parents’ and caregivers’ social media and other digital services use may reduce time dedicated to face-to-
face interaction with children, free play, physical activity, and sleep - all essential for early development?,
In its most serious forms, the displacement of caregiver interactions may equate to ‘digital neglect’.

Issues related to the displacement of face-to-face caregiver-child interactions extend beyond immediate
overstimulation or distraction to potential long-term effects on autonomy development, imaginative play,
communication, and the emergence of internally guided social and emotional capacities.

....................................................

Despite these challenges, not all forms of social media and other digital services use at during early
childhood are inherently harmful. Under specific conditions — especially when parents and caregivers
ensure content is age-appropriate (low-stimulation, slow-paced, etc.) and embedded in active caregiver
mediation - social media+ spaces may support aspects of early learning.

Evidence shows that joint engagement with social media and other digital services (co-use) can facilitate
learning, especially when accompanied by verbal interaction and scaffoldingZ. However, these effects
appear limited and context-dependent.

c.  Building on established forms of emotional and supervisory neglect, (Dubowitz et al., 1993; Hildyard & Wolfe, 2002) digital
neglect extends these constructs into digital environments. When parents use screens extensively in the presence of
their children, interactions decrease and parental responsiveness diminishes. Children’s language development may be
impaired. This displacement may also generate feelings of rejection and emotional distance in children, increasing their
risk of depression, anxiety, and aggression.

33



CHILD SAFETY ONLINE // CHAPTER 01

The preservation of relational interaction with small children is not only relevant for preventing harm,
but also for enabling healthy socioemotional, linguistic and cognitive development. Secure attachment,
responsive communication and caregiver modelling constitute central protective factors in increasingly
digitalised early childhood environments.

Taken together, these findings support a very restrictive approach to the use of social media and other
digital services in early childhood, consistent with guidance from major paediatric health authoritiest®.
While such recommendations may not be universally adhered to, they provide important normative guid-
ance aligned with the developmental needs of this age group.

...........................................

Child safety online during early childhood must be fundamentally caregiver-centred. Since small children
are not autonomous users, responsibility for their exposure to digital environments lies primarily with
parents and caregivers.

Parental mediation capacity is unevenly distributed. Socioeconomic status, parental mental health, and
parents’ own social media+ use significantly influence children’s exposure patterns [as discussed in more
detail in chapter 2]. Higher parental stress and screen use are associated with longer and less structured
digital services use in very small children®. As such, screen use is strongly discouraged for this age group.

CONCLUSIONS

Online safety during early childhood is not primarily about regulating small children’s behaviour, but
about structuring caregiving environments and interactional contexts. Protection depends on preserving
the conditions necessary for attachment, co-regulation, and the development of self-regulation. These
conditions form the foundation for later developmental stages.

Insights from established age classification systems (for example, film and game ratings) may provide
orientation. If content is designed for this age group, it should be strictly limited to low-stimulation, slow-
paced and non-narrative formats that support joint engagement with caregivers. This includes simple
visual or auditory stimuli embedded in co-use contexts.

Fast-paced, highly stimulating or emotionally arousing content — including rapid scene changes, intense
audiovisual effects, or emotionally charged narratives — should be considered developmentally inappro-
priate. Exposure to any form of violent, frightening, or complex narrative content is clearly unsuitable at
this age.
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RECOMMENDATIONS (0-2 YEARS)

Increase caregivers’ awareness of the developmental importance
of direct human interaction, starting in early childhood

Empower parents and caregivers using educational campaigns and parenting support pro-
grammes on the importance of early childhood for children’s development. Inform caregivers
about the risks for small children associated with ‘technoference’, for example caregivers’ own
use of social media and other digital services. Encourage caregivers to reflect on the direct and
indirect effects of their online interactions on minors of all ages, especially small children.

The risks of ‘digital neglect’ should be recognised within child protection frameworks. Parents,
schools and social services should be informed how to detect the signs of digital neglect in chil-
dren and adolescents, starting in early childhood.

Avoid screens and social media+ for children under 3

During the first 1,000 days of life, children’s developmental needs are primarily related to attach-
ment, co-regulation, sensory development and early language acquisition. However, avoiding ex-
posure to social media and other digital services and screens during early childhood does not
imply an absolute prohibition.

Under specific conditions, social media and other digital services may be used in a limited rela-
tional way with small children, for example as part of shared activities (e.g. viewing family photos or
communicating with relatives over video calls). However, the use of screens as tools for ‘calming’
or occupying small children over extended periods should be strictly avoided.

As a general principle, parents and caregivers should prioritise face-to-face interactions with chil-
dren and adolescents (starting in early childhood) to support minors’ healthy cognitive, physical
and emotional development.

Limit the dissemination of children’s data by social media profiles

Regulatory frameworks must address the systematic documentation and public dissemination of
children’s data (including images and videos), especially concerning children under the age of 3,
by social media profiles (for example, through ‘sharenting’ and ‘family influencing’). Children at this
age have no capacity to consent to their digital representation or to understand the commercial
contexts where their data is used and the future implications.

Social media and other digital services providers must not incentivise the creation or dissemina-
tion of content featuring children through monetisation structures, algorithmic amplification or en-
gagement-driven design features. Enforceable social media and other digital services obligations
should be deployed, rather than relying on voluntary caregiver responsibility alone. Caregivers
should receive clear guidance on the long-term implications of early digital visibility for children’s
privacy, dignity and right to informational self-determination.
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3-12 years: Childhood as a supervised stage
of development

3-5 YEARS: THE STAGE OF STRICTLY SUPERVISED DEVELOPMENT

Between the ages of 3 and b, children enter a developmental stage characterised by intentional activities
under continued external structuring. Children begin to develop intentional action, symbolic thinking and
a more coherent sense of self.

Neurodevelopmentally, this stage is marked by the ongoing maturation of systems involved in attention,
executive functioning and emotional regulation, which remain incomplete and sensitive to external stim-
ulation22. Reward-related systems, however, are already active. Children increasingly develop intrinsic
motivation, curiosity-driven exploration, and early forms of autonomous goal-directed behaviour.

Development during this stage depends strongly on opportunities for imaginative play, self-initiated activ-
ity, and relational experiences that support the development of competencies. This includes the formation
of a narrative self, expressed for example through language and roleplay.

Children at this age can sustain activities for limited periods, but their capacity to regulate attention,
impulses and emotions still relies heavily on external support in the form of language, imitation and car-
egiver guidance. This stage can therefore be understood as a transition from co-regulation to guided
self-regulation.

AGE-SPECIFIC CHALLENGES

.........................................

This gap between the ongoing maturation of children’s systems involved in attention, executive function-
ing and emotional regulation, and already active reward systems creates an imbalance. Children at this
age are highly responsive to salient stimuli and immediate rewards, but have limited inhibitory control and
tolerance for delay.

This makes children from 3 to 5 years particularly vulnerable to social media+ environments optimised
for immediate gratification, repetitive reward, and continuous external stimulation. Experimental evidence
suggests that digital environments may interfere with the development of frustration tolerance, persis-
tence and internally guided motivationZ.

This developmental configuration creates a distinct vulnerability profile. The conditioning of reward sys-
tems through rapid feedback, repetition and intermittent reinforcement by children’s online interactions
may shape expectations of immediate gratification and contribute to habitual usage patterns2.

Excessive reliance on external reward structures may also affect the development of intrinsic motivation.
Children’s use of digital technologies defined by characteristics, including continuous reinforcement and
instant feedback, risk shifting behaviour towards externally regulated engagement patterns, rather than
internally motivated exploration and learning.

This is particularly relevant during developmental stages when autonomy and competence are still
emerging. Research indicates that these vulnerabilities are strongly influenced by contextual factors,
such as family environment, parental mediation and socioeconomic conditionsZ,
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Risks of screen exposure

...............................

Higher levels of screen exposure at this stage are associated with lower self-regulation, particularly in
children’s attention and impulse control?, As explored above, social media and other digital services use
may displace developmentally critical activities, such as free play, physical activity, sleep, and face-to-face
interactions,

However, these effects are context-dependent and moderated by content quality, co-use, timing and
social environment, rather than metrics such as screen time aloneé. Evidence suggests that online inter-
actions at this age may support learning when content is interactive, age-appropriate and embedded in
active caregiver mediationZ,

................................................

Child safety online cannot be fully understood without considering the broader ecology of children’s
everyday lives. In contexts where educational, recreational and social opportunities for children are lim-
ited, especially in rural or underserved areas, social media+ environments may become default spaces
of engagement.

This may expose children to harm and negatively impact their development. To limit the potential harmful
effects of social media and other digital services use on children’s development, parents and caregivers
should provide safe, offline alternatives starting in early childhood. Beyond caregivers, structural and en-
vironmental conditions outside the digital sphere shape exposure patterns and associated risks. These
include access to safe public spaces, extracurricular activities, and supportive social infrastructures.

..............................................

From the ages of 3 to 5 years, caregiver mediation remains a central regulatory mechanism, but undergoes
a qualitative shift. Parents and caregivers move from direct control towards supervised mediation, co-use,
and interpretive support.

Children’s increasingly self-initiated activities reduce the effectiveness of purely external control, as pa-
rental influence competes with highly engaging digital systems. Existing parental control tools often fail to
adequately support this shift, for example due to fragmentation across social media+ spaces and lacking
usability2e,

Active mediation — discussing content, structuring use, and providing explanations — has been shown to
support learning and to mitigate risks. Purely restrictive strategies may prove less effective without such
engagementZ, Caregiver mediation is also constrained by factors, such as digital literacy, socioeconomic
resources, parental stress, and caregivers’ own digital services use2.
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Figure 2 - The decline of parental mediation throughout development
As children grow, direct parental oversight naturally decreases, together with children’s digital
dependence
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CONCLUSIONS

This stage represents a critical transition for child safety online. Children are no longer passive recipients
of exposure, but increasingly active participants in the digital world, while still lacking stable self-regula-
tion. Exposure expands, while internal regulation remains incomplete.

Meanwhile, responsibility begins to shift from purely parental control to a more distributed system involv-
ing families and educational institutions. From a policy perspective, this implies a reduced but nonetheless
important role for parental supervision. The main challenge at this age is not simply limiting exposure, but
preventing the consolidation of harmful patterns of use at an early age.

Online child protection measures for this age group must include structured environmental and insti-
tutional support. This includes age-appropriate design of apps and digital content intended for young
children, addressing in particular reward-based and attention-capturing mechanisms.

Given children’s slowly increasing self-initiated activities starting at this age, digital education should
be integrated into early childhood education. In light of caregivers’ continued supervisory role, parental
guidance and co-use practices should be strengthened, especially in vulnerable contexts.

Current regulatory frameworks often overlook this developmental stage, focusing either on very small
children or adolescents. As a result, the specific vulnerabilities of children from 3 to 5 remain insufficiently
addressed. Child safety online at this age must focus on designing environments that support, rather than
undermine children’s developing self-regulation and empower caregivers in supervising children’s use.
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6-9 YEARS: THE STAGE OF SUPERVISED DEVELOPMENT

Between the ages of 6 and 9, children enter a developmental stage characterised by increasing cognitive
competence, structured goal-directed behaviour, and the emergence of competence-based self-evalu-
ation. Children are now able to engage more consistently in rules-based activities, sustain attention over
longer periods, and pursue defined goals.

A central developmental task is the formation of a competence-based sense of self, in which self-worth
becomes increasingly linked to performance and feedback. During this stage, the development of compe-
tence and self-efficacy becomes increasingly important for healthy psychological development. Children
develop more stable self-regulation, gradually learn to tolerate frustration, and persist in challenging tasks.

Children also begin to derive satisfaction from mastery and internally experienced competence, rather
than immediate external rewards alone. With school entry, structured evaluation systems and peer com-
parison become central, shaping how children interpret their abilities in relation to external standards.

Neurobiologically, this stage is marked by increasing efficiency and specialisation of brain networks, par-
ticularly in regions associated with executive functioning. Reward and stress systems remain sensitive
though, creating a configuration in which children are more capable of self-regulation, but are still re-
sponsive to external reinforcement.

AGE-SPECIFIC CHALLENGES

..................................................

Social Media+ environments intersect directly with these processes. Social media and other digital ser-
vices that provide quantifiable feedback, including scores, rankings and achievements, align closely with
competence-based self-evaluation.

This can shape motivation and self-perception by imposing externalised standards of success in place
of internally experienced mastery, curiosity and learning processes. At this age, attentional systems remain
sensitive to highly stimulating environments, which can compete with the sustained attention required
for learning32,

Risk of early addiction

............................

From 6 to 9, children’s habits stabilise, as patterns of social media+ use, attention and motivation become
more consistent over time. At this age, reward-based reinforcement, especially in gaming, can contribute
to the formation of habitual usage patterns®. These vulnerabilities are shaped by contextual factors, such
as family environment, parental mediation, and socioeconomic conditions3.

During these years, children’s access to social media and other digital services expands significantly. With
school entry and increasing peer interaction, children gain more frequent and less supervised access
to social media+ spaces. This expansion is accompanied by a gradual decline in direct parental control,
although caregiver supervision remains vital.

At this age, parental mediation shifts increasingly towards rule-setting, monitoring and guidance. However,
its effectiveness decreases as children’s independent access and social media and other digital services’
complexity rise3s. Responsibility for shaping children’s digital environments becomes more distributed
between social media and other digital services providers, caregivers and educators.
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Risks of screen exposure

...............................

As in earlier stages, children’s online use risks displacing developmentally crucial activities in the ‘real
world’, including physical activity, sleep and face-to-face interactions2é. One frequently discussed exam-
ple is the phone-free primary school as a deliberate counterbalance to children’s increasingly digital lives.
Research suggests that restricting smartphone use during the school day can improve not only children’s
concentration and academic performance, but also strengthen social interaction.

Research reviews indicate that smartphone-free environments can enhance social well-being and reduce
conflicts, such as cyberbullying2Z. Evidence from system-level interventions, for example in countries such
as the Netherlands, also suggests that restricting smartphone use contributes to a calmer and more con-
ducive learning environment28, Studies consistently show that smartphones carry significant distraction
potential in classroom settings and can impair children’s attention32.

Under appropriate conditions, however, online use at this age can support children’s learning and cog-
nitive engagement, especially when it is structured and developmentally aligned?®. Adaptive tutoring
systems and educational apps may support individualised learning pathways, provide explanations and
reduce dependency on caregiver support. This may contribute to educational inclusion.

CONCLUSIONS

Child safety online during this stage requires a multi-layered approach. This implies the need for clear
standards for the age-appropriate design of social media and other digital services, especially regarding
external feedback systems and reward mechanisms that interact with children’s developing self-concepts,
self-regulation and intrinsic motivation. Reinforcement loops and monetisation features that affect atten-
tion and intrinsic motivation require particular attention.

Children’s digital education should be strengthened within school systems, focusing not only on technical
skills, but also on attention, self-regulation and critical engagement. Structured frameworks for online use
are needed that balance digital engagement with offline activities.

The phone-free primary school can be understood as a developmentally appropriate protective and
learning arrangement. This creates spaces in which children can develop essential social skills, such as
face-to-face communication, conflict resolution and cooperative interaction. These competencies form
the foundation for more reflective, responsible online use during later stages.

Such measures should not be conceived as a prohibition of digital technologies, but as pedagogically
embedded and supervised online use that strengthens children’s analogue experiences, while gradually
preparing children for media literacy in social media+ environments. These measures do not replace
the role of parents or caregivers, whose informed mediation remains a central component of effective
protection.
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10-12 YEARS: THE STAGE OF DECREASINGLY
SUPERVISED DEVELOPMENT

The ages of 10 to 12 represent a critical stage in children’s development characterised by the reorganisa-
tion of the self in relation to others. Self-concept becomes more differentiated, but also more unstable as
children increasingly construct their identity through peer comparison, social positioning and perceived
acceptance. In parallel, external feedback becomes a central organising principle of self-evaluation.

Peer relationships gain substantial importance. Peers increasingly function as central reference points for
norms, values and behaviours. Processes of social influence, such as conformity pressure, social compar-
ison and implicit group norms, significantly shape children’s self-perception and behaviour.

Peer networks fulfil important supportive functions. They provide emotional validation, social orientation,
and opportunities for coping together with developmental challenges. Peer support can act both as a
source of resilience and as an amplifier of risk dynamics, depending on the context and prevailing group
norms.

AGE-SPECIFIC CHALLENGES

Continuous online access

...............................

With age, these peer processes increasingly shift into digital environments. Social media and other digi-
tal services enable continuous, low-threshold and often boundaryless interaction for children with their
peers. This allows social connectedness and belonging to be established and maintained beyond physical
contexts.

For many children at this age, access to social media and other digital services already becomes a pre-
requisite for social participation. As with previous stage, social media+ use may displace crucial develop-
mental activities, such as physical activity, sleep, and offline interaction?!,

...................................

The structural features of social media and other digital services, especially the persistence, visibility and
scalability of interactions, intensify the effects of peer influence. Algorithmically structured environments
may also amplify these dynamics by continuously prioritising emotionally salient, socially rewarding or
highly engaging content.

At this age, children increasingly evaluate themselves across domains, such as appearance, popularity
and social competence. They also begin to engage in intentional self-presentation and identity experi-
mentation, especially in digital environments.

Another mechanism involves the internalisation of norms and behaviours. Exposure to content depicting
risky behaviours or harmful norms can increase the likelihood of imitation, particularly during a stage
where normative frameworks are still forming#2. More severe risks, such as coercion or exploitation, are
less frequent but potentially more harmful.
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Figure 3 - The rise of peer influence throughout development
As children grow, peer influence increases, reaching a peak during adolescence as belonging, social
evaluation and identity expression become central
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.................................................

In a developmental stage marked by emerging identity formation and heightened peer orientation, algo-
rithmic amplification may also contribute to shaping opinion formation, social orientation and self-evalu-
ation in ways that children cannot yet fully recognise or resist.

Social media+ platforms provide tools for curating identity and managing impressions2. Online identity is
not only experienced, but continuously displayed and evaluated, creating a new developmental context.
For children at this age, social media visibility becomes a meaningful dimension of peer status#4.

Children increasingly interact with personalised information environments where content is selected ac-
cording to predicted engagement, rather than developmental appropriateness. This can reinforce existing
interests and vulnerabilities while narrowing exposure diversity, creating feedback loops of attention and
reinforcement2,

At the same time, identity formation remains unstable. This makes children at this age particularly suscep-
tible to external influences, such as idealised representations and appearance-based norms, especially
in visual social media+ contexts.

Mental health risks

........................

As sensitivity to social evaluation sharply increases, children’s self-esteem and emotional well-being fluc-
tuate. This stage marks the emergence of online interpersonal risks, including cyberbullying, exclusion
and negative peer interactions. Due to heightened sensitivity to social evaluation and the persistence of
digital communication, such experiences can have strong emotional effects.
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Concerning smartphone use, prospective longitudinal research indicates that for children aged 12, ac-
quiring a smartphone may be linked to mental health issues and insufficient sleep at 13. Evidence sug-
gests that acquiring a smartphone at 13, on the other hand, is not statistically associated with depression
at 14. These results are also impacted by duration of use. The suggestion is that children at 13 are more
emotionally ready to acquire a smartphone, to use social media and other digital services, and to handle
potentially negative effects for their mental health2é.,

For many children, the period of 10 to 12 marks an early stage in the development of internalising prob-
lems, such as anxiety and depressive symptoms. These issues are often influenced bidirectionally by social
media and other digital services use?. Dynamics are not equally distributed. Evidence suggests that girls
are particularly vulnerable to appearance-based comparison and platform-mediated social evaluation.

Social media and other digital service-specific architectures further shape risk exposure. In particular,
exposure to idealised and appearance-focused content has been linked to body dissatisfaction and
negative self-perception, especially among girls8. At this age, individual vulnerabilities, such as ADHD,
anxiety or social difficulties, interact with social media+ environments in more complex ways, often rein-
forcing problematic patterns of use?. The impact of social media+ environments on children’s mental and
physical health, and social and individual risk factors are explored in more detail in chapter 2.

Figure 4 - Psychological vulnerability throughout development
Sensitivity to mental health difficulties and digital risks
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CONCLUSIONS

10 to 12 years represents a critical stage in which developmental sensitivity, decreasing supervision and
digital services use converge. Digital risks arise from the interaction between these factors, rather than
from individual use alone. As such, this stage marks a key inflection point for child safety online. The main
challenge is the convergence of developmental sensitivity and amplification mechanisms, which increase
the risk of self-esteem instability and problematic use.

This requires a transition from parent-centred approaches towards structurally oriented and developmen-
tally adaptive regulation. Access to digital devices at this stage should be carefully regulated. Use should
primarily occur either with parental consent and supervision or within structured educational contexts
(for example, using guided school-based learning applications), rather than through unrestricted personal
ownership of devices. This approach helps to balance early digital engagement with the establishment
of necessary protective boundaries.

Institutional responses, especially in schools, should support digital skills and literacy, emotional resilience
and critical engagement. Caregiver supervision remains essential, especially in the context of leisure use.
However, its effectiveness is increasingly limited by children’s emerging autonomy and the complexity of
social media and other digital services.

RECOMMENDATIONS (3-12 YEARS)

Ensure supervised use of age-appropriate social media+ and devices

From the age of 3 onwards, children’s online interactions should be limited and supervised and
gradually adapted to children’s evolving capacities in a structured manner. Device use should be
avoided without parental authorisation and supervision. Caregivers should continue to privilege
face-to-face interactions, offline activities, and ensure children benefit from sufficient sleep. In
educational settings, children and adolescents’ use of school-provided devices should be with a
defined educational purpose. Primary schools should be largely device-free to protect children’s
development, social interactions and learning.

Offer children and their supporting circles quality digital and well-
being education

Children and adolescents should have access to high-quality digital and media literacy (including
Al literacy) education throughout schooling, starting at an early age. Minors could be consulted
on the design of digital and media literacy education. Education should equip children and ado-
lescents with the knowledge and skills they need to understand the risks and to navigate safely
online.

Self-regulation skills should be highlighted as a priority from the very first years of life, not just for
children of school age. Schools should ensure children and adolescents receive information about
well-being and quality mental health education. Relevant resources and professionals should be
made available to support children, and caregivers and educators (supporting circles) in their su-
pervisory roles. Supporting circles must be able to recognise early signs of digital neglect, harmful
use and abuse online, and know where they can receive support.
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13-18: Adolescence as the stage of evolving autonomy
13-15 YEARS: THE FIRST STAGE OF EVOLVING AUTONOMY

Adolescence between the ages of 13 and 15 represents the central stage of minors’ identity formation,
characterised by heightened exploration, instability and the search for coherence across social contexts.
Peer relationships become the primary reference point for self-evaluation and belonging. Cognitive ca-
pacities expand, enabling more advanced abstract thinking, perspective-taking and self-reflection.

Decision-making and self-regulation also improve, but remain context-dependent, in particular, in emo-
tionally or socially charged situations. Identity development increasingly unfolds within digitally mediat-
ed environments, where self-presentation, feedback, and social evaluation are continuous, visible and
scalable2,

Neurobiologically, adolescence is marked by an imbalance between highly active emotional and reward
systems and developing cognitive control systems. While limbic processes? heighten emotional reactivity
and sensitivity to social feedback, the prefrontal cortex (responsible for impulse control and self-regula-
tion) matures more gradually. Hormonal changes further intensify emotional experience.

This results in a developmental configuration in which adolescents are more reactive, more sensitive to
social evaluation and more prone to risk-taking, especially in peer contexts. Although self-regulatory ca-
pacities improve, they are often outpaced by the intensity of socio-emotional processing2.

Psychologically, this stage is defined by intensified shaping of identity work, emotional variability, and
reliance on external validation. Self-esteem becomes unstable and contingent on social feedback, while
adolescents increasingly engage in intentional self-presentation. Social media+ environments provide
affordances, such as editability, visibility and quantifiable feedback, which facilitate these processes2.

AGE-SPECIFIC CHALLENGES

Mental health risks

........................

During this stage, social media and other digital services are used for emotion regulation and coping,
which may offer short-term benefits, but can reinforce dependence on external regulation22. The use of
social media+ by adolescents as a mood-regulation strategy may be associated with higher instances of
depression24,

Adolescence from 13 to 15 represents the peak of vulnerability to mental health problems, driven by
the interaction of developmental changes and environmental influences. This stage is associated with
increased rates of internalising disorders, such as depression and anxiety®s. Heightened sensitivity to
social comparison, feedback and exclusion creates specific pathways of vulnerability in social media+
environments. Pressures related to self-presentation and identity instability may contribute to reduced
self-concept clarity.

Risk-taking behaviour peaks and is strongly shaped by peer dynamics. This can be amplified through
digital visibility and feedback. Individual and contextual factors, such as pre-existing mental health con-
ditions and family stress, interact with social media+ environments, often reinforcing vulnerabilities over
time=¢, Longitudinal evidence suggests that these risks are not uniform. Particularly strong and persistent
negative effects are observed among adolescent girls.

d. The limbic system is a set of brain structures involved in emotional processing, motivation and reward.
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Figure 5 - Digital exposure and complexity throughout development
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Digital risks in adolescence are intensified by the convergence of autonomous use, developmental
sensitivity, and algorithmically structured environments. An especially important Al-specific risk in this
stage concerns conversational agents and so-called ‘Al companions’. Adolescents may use such sys-
tems not only for entertainment or information seeking, but also for personal, emotional or crisis-related
conversations.

These interactions are often designed to be affirming, low-conflict, and permanently available. While this
may provide a form of low-threshold support, it also creates risks of one-sided attachment and emotional
dependency. This can be met with reduced exposure to the ambiguity, disagreement and mutual respon-
sibility characterising human relationships.

Where such systems are accessible without reliable age verification or adequate safeguards, additional
risks arise in relation to sexualised communication, manipulation, grooming and crisis-related content.
Al companions represent not merely another form of digital content, but a new type of socio-emotional
environment which requires specific developmental and regulatory attention.

A central mechanism is algorithmic amplification. Recommendation systems prioritise content that max-
imises engagement, often reinforcing emotionally salient and identity-relevant material. This can shape
perception and behaviour over time by strengthening existing vulnerabilities®Z. Many social media and
other digital services promote continuous social evaluation, exposing adolescents to persistent feedback
and comparison. This can increase emotional volatility and dependence on external validation.
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Risks of addiction

......................

Design features such as variable rewards, infinite scrolling and constant availability contribute to prob-
lematic or compulsive use, interacting with adolescents’ heightened reward sensitivity=2. Social media
and other digital services use is also associated with sleep disruption, reduced well-being and emotional
distress, although effects are generally small and moderated by context22.

Importantly, these risks are not uniform in all services or deterministic. They emerge from the interaction
between developmental vulnerabilities and digital features, highlighting the need to move beyond sim-
plified models of the impact of digital services$®,

Figure 6 — A developmental mismatch between digital exposure, vulnerability

and regulatory capacity

The combined trajectories illustrate that digital exposure increases rapidly, while parental mediation
declines and regulatory competencies develop more slowly. This trend coincides with a peak in
psychological vulnerability during adolescence.
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CONCLUSIONS

From the age of 13, adolescents transition from supervised to guided online use. Adolescents have greater
freedom to explore the opportunities presented by the online world to connect, learn and explore their
creativity. Social media and other digital services offer adolescents the chance to develop their passions
and interests, and to share them with others.

The transition to autonomy is a normal part of growing up in today’s online world, as it is offline. The ques-
tion is not how to hold adolescents back in this transition, but to limit their exposure to potential harm
during a stage of peak developmental vulnerability. This vulnerability is characterised by the convergence
of identity formation, heightened socio-emotional sensitivity and algorithmically structured environments.

Digital risks arise not from exposure alone, but in its intensity and structure within social media+ designed
to maximise engagement at an age of increased vulnerability. These factors make adolescence a central
stage for both research and regulation.
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At this age, traditional forms of supervision by caregivers and educators become increasingly ineffective
and difficult to implement. Risks are increasingly shaped by social media and other digital service struc-
tures, rather than individual behaviour alone. A key challenge lies in addressing algorithmic systems that
structure exposure and influence behaviour, while operating with limited transparency.

Regulatory approaches must balance protection with adolescents’ need for online autonomy and par-
ticipation. Effective protection requires a developmentally informed, multi-layered approach combining
social media+ regulation, educational interventions and support for self-regulation and critical digital
services use.

Recent research indicates that blanket bans on social media+ use may be less effective than often as-
sumed. While such measures aim to reduce exposure and associated risks, the evidence for their effec-
tiveness is currently limited, in particular, for adolescents. Overly restrictive approaches may be circum-
vented or shift risks to less regulated environments.

Against this background, an age-tiered model of regulated participation — combining privacy-preserving
age verification, safety by design, and media education — has been proposed as a more developmentally
sensitive alternative. This approach aligns protection measures with children’s evolving capacities, bal-
ancing safety, participation and children’s rights within an integrated framework for child safety online.

16-18 YEARS: THE SECOND STAGE OF EVOLVING AUTONOMY

Late adolescence marks a stage of increasing identity consolidation and growing autonomy. Previously
explored roles, values and self-concepts begin to stabilise, resulting in more coherent and internally in-
tegrated self-representations. Meanwhile, cognitive capacities reach a higher level of sophistication. This
includes abstract reasoning, long-term planning and reflective decision-making.

These developments support more autonomous participation in social, educational and economic sys-
tems. Social media and other digital services are no longer exploratory spaces, but fully embedded in
everyday life, shaping communication, participation and self-expressioné!. Neurobiologically, the brain
approaches functional maturity, especially in the prefrontal cortex. This leads to improved self-control,
planning and decision-making.

Emotional and cognitive systems become more integrated, enabling more stable emotional regulation
and better anticipation of long-term consequences. However, development is not yet complete, with
maturation continuing into early adulthood42. This results in a profile of increased stability combined with
continued sensitivity to highly stimulating environments.

AGE-SPECIFIC CHALLENGES

....................

Despite increasing maturity during this age, vulnerabilities remain. Mental health difficulties that emerged
earlier may persist, especially when underlying mechanisms remain unaddressed®2. This emphasises the
need to protect minors from potential harm not only during adolescence, but starting at the earliest age.

Self-regulation while improved remains context-dependent and can be challenged by highly engaging
digital environments. Moreover, the consolidation of behavioural patterns introduces path dependency,
making established habits more resistant to change. Digital risks at this age relate less to emergence and
more to stabilisation and reinforcement.
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Risks of problematic use

..............................

Established usage patterns, including problematic and excessive use or addiction, are maintained and
strengthened by features in social media and other digital services (for example, personalised recommen-
dations, continuous content streams and reward-based engagement)é. Algorithmic systems continue to
shape exposure and behaviour, often subconsciously®s. Finally, vulnerabilities continue to be shaped by
structural inequalities, such as family environment and access to resources®.

Social media+ use remain associated with outcomes, such as sleep disruption, emotional stress, and social
comparison. However, effects are increasingly driven by long-term patterns, rather than acute develop-
mental sensitivity®Z, Risks related to data exploitation, commercial influence and participation in digital
economies become more relevant as adolescents engage more actively with social media+.

CONCLUSIONS

Late adolescence presents a challenge for child safety online, marking the transition from protected minor
to adult majority. The main challenge at this age is reconciling adolescents’ increasing autonomy with
persisting developmental vulnerabilities.

Another important issue is the emergence of a discrepancy. Individuals aged 16 to 18 are often treated
as fully autonomous users, despite still ongoing developmental processes. This highlights the need for
regulatory approaches moving beyond rigid age thresholds and accounting for gradual developmental
transitions.

Effective protection in this stage must not only address access and content, but also the structural con-
ditions shaping long-term behaviour, including the design of social media and other digital services,
algorithmic systems and data practices. Adolescents should be supported in developing sustainable and
reflective practices concerning the use of social media+, including self-regulation and critical awareness
of digital environments, during this stage of evolving autonomy.

Risks are increasingly cumulative, shaped by established habits and structural influences, rather than
immediate developmental sensitivity. Child safety online must therefore extend into this stage to address
the transition to autonomous participation, in parallel to persisting developmental vulnerabilities. Meas-
ures should promote the development of sustainable engagement practices that guide adolescents into
adulthood.

RECOMMENDATIONS (13-18 YEARS)

Ensure evolving autonomous use of age-appropriate social media+

From the age of 13, adolescents may begin to transition from supervised to autonomous social
media+ use. Parents and caregivers, teachers and educators maintain an important role in guid-
ing adolescents’ online interactions. Adolescents’ supporting circles should continue to promote
face-to-face interactions and activities offline, including sufficient sleep. In educational settings,
device use should be with a defined educational purpose.
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Conclusion

This chapter has explored the defining features and the risks associated with children’s online use at three
primary stages of their development: early childhood (0-2 years), childhood (3-12 years), and adolescence
(13-18 years). Overarching recommendations were presented to guide social media and other digital ser-
vices providers, regulators, caregivers and educators in delivering an age-appropriate approach to child
safety online, in accordance with their respective powers and responsibilities.

Grounded in an analysis of the available evidence concerning the risks to minors’ health and well-being
throughout these developmental stages, a staged approach steering children’s and adolescents’ inter-
actions online was outlined in three primary stages:

/] 0O-2years: early childhood as a specially protected stage of development;
Jl 3-12 years: childhood as a supervised stage of development;

/] 13-18 years: adolescence as the stage of evolving autonomy.

Existing online child protection frameworks and instruments are explored in more detail in chapter 3.
Measures designed to empower minors online and their supportive circles in guiding children’s and
adolescents’ social media+ use are presented in chapter 4. The next chapter examines in greater detail
the risks for children online at different stages of their development, including in relation to various social
and individual factors.
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Evidence on risks
minors face online

As alluded to in chapter 1, child safety online cannot be conceptualised from a developmental perspective
alone. Factors, such as socioeconomic background and gender have an important influence on children’s
and adolescents’ patterns of online use and susceptibility to associated risks¢8. Sexuality, racial and ethnic
origin, religion, migration backgrounds, and special educational needs also impact minors’ exposure to
harm.

This chapter explores the second of the Six Guiding Principles proposed by the Co-Chairs as a framework
to steer action: equality and diversity. It outlines how inequalities in risks and exposure to online harms for
different ages and socioeconomic groups intersect with minors’ needs throughout their development. It
also assesses minors’ exposure to various risks online (for example, illegal content and harmful design fea-
tures of social media and other digital services) that have an impact on their physical and mental health.

Currently, there is substantially more evidence (for example, focusing on cyberbullying and harm-
ful content) for a potential negative association between social media and mental health than
there is regarding its positive effects. Much of the evidence concerning social media’s potential to harm
minors’ health and well-being is correlational, allowing no causal conclusions. However, it nonetheless
offers sufficient indications to warrant actions to protect minors online.

Despite the availability of evidence in certain areas, some data gaps hinder a comprehensive analysis that
can incorporate social and individual risk factors from a developmental perspective. More generally, a lack
of transparency and access to social media data hinder research on the positive and negative effects of
minors’ social media use&?.

More longitudinal studies and European-wide data sets could help to better understand in detail the
consequences of the risks children and adolescents face across different social media+. Any detailed
examinations on minors require care in terms of research ethicsZ®,

Some of the collected evidence has also led to a few misconceptions in public debate. One example is
claims of ‘brain rot’ caused by social media, with some reports suggesting excessive social media use
may reduce grey matter in the human brainZ. Such statements are overly reductive and are not based
on medical evidence.
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This chapter serves to present and reinforce the current evidence base. Robust evidence on how risks
and harms relate to different digital services, and not just social media, is crucial to inform appro-
priate actions to protect and empower minors online. Opportunities for children and adolescents in the
digital world are explored in chapter 4.

Social and individual risk factors
GENDER AND SEXUALITY

............................

Young women and girls are particularly exposed to a number of gender-specific harms online. This in-
cludes bullying of a sexist and misogynist nature and disproportionate exposure to sexual harms?2, such
as the non-consensual sharing of intimate images and sexually explicit deepfakes onlineZ,

More generally, research suggests that girls are more likely to experience cyberbullying than boys?. One
study showed that as many as 63% of girls in Europe have reported experiencing some form of online
harassment on social mediaZ.

There is some evidence that the harms young women and girls are exposed to online evolve with
age. Girls aged 13 to 15 may be more likely to experience exclusion from group chats, body shaming, gos-
sip and public humiliationZé. Young women aged 11 to 18, meanwhile might be more likely to experience
abuse of a sexualised or controlling nature, including coercion, deepfakes and grooming. While girls of
this age are particularly at risk, boys are also exposed to these dangers.

The growing pervasiveness of artificial intelligence (Al) and its integration in online applications and ser-
vices augments risks.ZZ As an example, deepfakes can be used maliciously to cyberbully others?2. Since
their emergence, the creation of deepfakes has been on the rise and may be used to perpetrate sexual
abuse onlineZ. Deepfakes have introduced a new dimension of harm that not only damage a person’s
reputation, but like other cyberbullying acts could also potentially lead to psychological trauma.

Girls may be more exposed to harms related to social comparison online and have a higher chance of
developing a negative image of their own body22. Research suggests that peer pressure concerning body
image ideals may be compounded by online use.,

As such, girls may be more likely to adhere or promote online communities encouraging eating disor-
ders®2. Evidence indicates a link between adolescent girls’ online interactions for self-presentation, in-
cluding social media use, and negative effects for mental health, including depression and anxiety. Girls
between the age of 10 and 12 may be at particular risk.

As a general pattern, girls spend more time on social media and using online chat features than boys22.
Some studies have associated moderate or heavy digital services use among girls with a higher preva-
lence of mental health issues and lower well-being:.

Boys, meanwhile, are more likely to spend time online gaming. A number of studies have demonstrat-
ed that online gaming is associated with mental health issues, such as depression and anxiety. However,
there may be a stronger association between social media use and mental health issues than with gam-
ing&. The risk of online sexual transgressions online is higher for boys than in real-world settings. Their
vulnerability in these settings is often underestimated?Z.
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Finally, girls and boys may cope with online harms in different ways. In the case of cyberbullying, young
men might be more likely to use avoidance coping technigues due to norms that encourage young men
to self-manage problems, rather than seeking help from their supporting circles2s. For both girls and boys,
studies link higher social media use with poorer mental health and well-being®?.

LGBTIQ+ communities

............................

Sexually diverse children and adolescents are more likely to experience hate2? and violence online, in-
cluding cyberbullyingZ! and sexual harassmentZ2, Digital services may also amplify young LGBTIQ+ users’
experiences of grooming, sexual assault, and the risk of being ‘outed’ without their consent2:,

At the population level, among people belonging to LGBTIQ+ communities, 63% report having encoun-
tered violent online content and disinformation targeting LGBTIQ+ communities?%. Evidence suggests
that adolescents belonging to LGBTIQ+ communities may be more likely to use online spaces to explore
their sexuality and identity online, to search for sexual health information, or to seek peer support and
connection without exposing themselves to ‘in-person’ risks2:,

This may increase LGBTIQ+ children’s and adolescents’ exposure to risks and harm online. Despite many
arguments in favour of online spaces’ potential to offer sexually diverse children and adolescents the
chance to connect and receive peer support, evidence suggests that in-person interactions may remain
more effective in offering support than interactions online2é.

SOCIOECONOMIC BACKGROUND

Adolescents from disadvantaged socioeconomic backgrounds are more likely to have negative experi-
ences online, including cyberbullying?, excessive device use, social media addiction2® and problematic
use?. Socioeconomic factors, including lower family income, may also increase the prevalence of harmful
online experiences among children and adolescents!®?,

Family background has an important influence on minors’ exposure to harm online. Children and adoles-
cents whose parents have low online digital literacy may be exposed to greater harm online!®, Evidence
suggests that minors from less advantaged socioeconomic backgrounds tend to have lower levels of
digital literacy enabling them to navigate safely online and may take part in more risky behaviour online®2,

More privileged families, on the other hand, may be better equipped and benefit from more resources
to guide their children’s and adolescents’ interaction with digital technologies in positive ways!® and
to address negative impacts. In this way, problematic use of digital services, including social media,
may reinforce existing inequalities in adolescents’ and young adults’ health, academic involvement and
achievement.

While living in an urban or rural area may not directly influence minors’ exposure harm online, children
and adolescents living in rural areas might be more likely to deploy avoidance coping mechanisms, which
are more closely associated with negative mental health outcomes. This highlights the need to develop
programmes that address social inequalities, including in rural and underserved areas, to reduce the
likelihood of minors experiencing harm online!®4,
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RACIAL AND ETHNIC ORIGIN, RELIGION AND MIGRATION
BACKGROUNDS

Adolescents belonging to racial minorities are more likely to experience online harm, such as cyberbul-
lying, racial discrimination and harassment!©s, Evidence from Europe indicates that online hate speech
frequently targets people because of their racial or ethnic origin, religion, nationality or migration back-
ground, with Black people, Roma, Jews and Muslims among the groups most commonly targeted!eé,
Moreover, racism, religious hate, sexual orientation hate, and sexism are some of the most prevalent forms
of hate speech found online!®Z,

Evidence from the European Union further suggests that these online experiences reflect broader pat-
terns of discrimination affecting minority communities. According to the European Union Agency for
Fundamental Rights (FRA), nearly half (47%) of Muslims surveyed across 13 EU Member States reported
experiencing racial discrimination during the previous five years. This includes harassment and discrimi-
nation in education, employment and public spaces. Many also reported exposure to anti-Muslim hostility
online!®® Similarly, FRA's survey of people of African descent found that almost half of respondents had
experienced racial discrimination, with online environments identified as an important setting in which
racist abuse occurs!®?,

There appears to be a growing normalisation and trivialisation of online hate speech. The Council of
Europe’s European Commission against Racism and Intolerance (ECRI) has highlighted increasing levels
of hate speech across Europe. It notes that ethnic origin and religion are among the most common risk
factors for online hate, and warns that xenophobic, anti-Muslim, antisemitic and anti-Black rhetoric has
become increasingly normalised in digital spaces,

Moreover, at the population level, evidence suggests that people from minority backgrounds may be
disproportionately affected by restrictions and removal measures in content moderation systems, as a
result of biases in algorithms used in these systems!™. This reflects broader concerns regarding ethnic
and gender biases in speech detection and prediction models used by digital services providers to au-
tomatically scan for harmful content online!2,

CHILDREN WITH SPECIAL EDUCATIONAL NEEDS

Evidence suggests that young people with special educational needs and disabilities are more likely to
experience harms, such as hate speech, cyberbullying, cyberthreats, harassment, exposure to sexual
content and grooming online!,

Factors, such as communication barriers and emotional literacy, may exacerbate existing vulnerabilities for
children and adolescents with disabilities in online spaces. Social isolation and feelings of vulnerability
experienced by minors with disabilities significantly increase the risk of victimisation,

Evidence suggests that children and adolescents with disabilities may feel more comfortable to express
themselves in online spaces'™. Furthermore, minors with disabilities engage online to a greater extent to
share their interests and hobbies, to play games with others, and search for health information and emo-
tional support, despite experiencing higher exposure to harm online,

Similarly, research suggests that children and adolescents with neurodevelopmental conditions, including
attention-deficit/hyperactivity disorder (ADHD) are more exposed to problematic online use™™. In addition,
minors with characteristics of Autism Spectrum Disorder, Intellectual and Developmental Disorders are
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increasingly likely to be targeted by bullying online’22, Extended screen time may also be associated with
increased ADHD symptoms!Z,

It is important to note that social and individual risk factors for children and adolescents online intersect.
For example, minors with disabilities may be more likely to experience hate speech online attacking their
gender, sexuality, race or religion!22, This demonstrates the need to consider the interplay between diverse
social and individual factors and how they exacerbate the exposure of particular social groups to harm
when designing measures promoting child safety online.

RISKS FOR MENTAL HEALTH

According to data from the World Health Organization, one in seven 10 to 19 year-olds worldwide experi-
ences a mental health issue!®, At the European level, the 2023 Eurobarometer survey on mental health
showed that 59% of young people had experienced an emotional or psychosocial problem, such as
feeling depressed or anxious'2,

Among adolescents, depression, anxiety and behavioural disorders are among the leading causes of
illness!2, Globally, suicide is a leading cause of death among young people!? (see below: Deliberate self-
harm and suicidality). At the population level, vulnerable groups including people belonging to LGBTIQ+
communities and those with migration or refugee backgrounds are most at risk!2Z,

Evidence suggests that girls are particularly vulnerable, for example to appearance-based comparison
and platform-mediated social evaluation. For many minors, the ages of 10 to 12 mark an early stage in the
development of internalising problems, such as anxiety and depressive symptoms. Mental health issues
may continue into adolescence, which represents the peak of vulnerability, if the underlying mechanisms
remain unaddressed.

Mental health issues not only have serious direct consequences for children’s and adolescents’ well-being
and development. They also impact minors’ attendance and performance at school and in later life their
employability28, Data suggests broad effects of digital services use, in particular social media, on chil-
dren’s and adolescent’s health and development.

One study indicated that excessive social media use of more than three hours per day may be associated
with negative mental health outcomes, especially depression and anxiety22. Similarly, the results of the
2022 PISA Assessment covering 22 EU Member States showed that the estimated probability of 15 year-
olds experiencing poor mental health rises with the time they spend onlinee,

EVIDENCE OF A BIDIRECTIONAL RELATIONSHIP BETWEEN
MENTAL HEALTH ISSUES AND DIGITAL SERVICES USE

The relationship between children’s and adolescents’ interaction with the social media+ world and men-
tal health issues is complex. Concerning social media, evidence points to a bidirectional relationship
between minors’ online interactions and the prevalence of mental health issues®!. This is to say that
children’s and adolescents’ interactions with online spaces may cause, but also reinforce existing mental
health issues, including depression2,

Existing evidence supports the notion that negative online experiences are highly prevalent in adoles-
cents already struggling with mental health issues!2. Adolescents experiencing social anxiety may be
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particularly inclined to spend more time on social
media or to develop problematic usage patterns®,
Socially anxious individuals sometimes turn to so-
cial media to build positive online relationships,
alleviating anxiety from face-to-face interactions,
but fostering avoidant behaviours.

Similarly, minors’ exposure to content that is inap-
propriate for their age, including content depicting
or encouraging physical self-harm, eating disor-
ders and suicide, is likely to exacerbate pre-exist-
ing conditions.

For adolescents on social media, the quality of
offline networks and personality traits, including
introversion or extroversion, may act as protective
or risk factors. Research suggests that the use of
social media by extroverted adolescents with good
self-esteem and high-quality offline friendships
may reinforce offline relationships and increase
support online.

Introverted adolescents with low self-esteem and
weaker social networks offline on the other hand
may be more inclined to seek new friends online.
This may increase potential risks of exposure to un-
wanted contact or content®,

“Take a broader and
closer view at the
various technologies
involved. [..] Focusing
only on social media
1s much too narrow as
other technologies,
such as GenAI, pose
comparable if not
higher risks for
minors."”

— JUDITH SIMON,
PROFESSOR FOR ETHICS IN INFORMATION
TECHNOLOGIES, UNIVERSITY OF HAMBURG

AI TOOLS AND COMPANIONS IN SOCIAL MEDIA+

Recent technological advances have accelerated the use of generative Al, large language model
chatbots and ‘Al companions’ by children and adolescents. This shift has been accompanied by
growing concern regarding the implications of these technologies for minors’ mental health and
well-being. This is why the Co-Chairs have opted for the broad term social media+ in this report.

Unlike earlier digital mental health tools, including apps and virtual reality, which struggled to
sustain use, Al chatbots are already being used by millions of children and adolescents to seek
information (including on mental health issues), interaction and emotional support. Some early
evidence suggests benefits, such as the potential of Al conversational agents to help reduce

symptoms of depression’,

Research also indicates potential benefits of Al-driven interfaces for inclusive education among
students with visual, physical and cognitive disabilities®Z. However, the impact of Al tools on mi-
nors’ education and skills development needs to be more extensively analysed to understand

potential benefits and risks:E,
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Concerning signals are emerging in media reporting and in early research of the possibilities of
Al-associated ‘psychotic’ symptoms, parasocial attachment, patterns of dependence®? and incite-
ment to suicide®?. Evidence suggests that minors often perceive ‘Al companions’ as human-like!!,
However, they may not provide genuine empathic support and can pose risks to minors’ mental
health2,

Young children may be particularly susceptible to becoming emotionally attached to Al com-
panions, which they might understand to be responsive social partners. Adolescents who use
these tools for personal and emotional exchanges are also exposed to risks of attachment and
dependency.

A recent European study showed that more than 86% of Irish, French, German and Swedish teen-
agers use Al tools. Among them, more than half use Al tools to discuss intimate topics and solve
personal issues™, This study indicated that adolescents who use Al tools are more likely to suffer
from symptoms of anxiety.

Al systems may exploit minors’ vulnerabilities by abusing their natural curiosity, desire for rewards,
susceptibility to pressure and inclination towards instant gratification. They may also exacerbate
the impact of manipulative design techniques, such as behavioural ‘nudging’2,

Algorithmic and societal biases embedded in Al training data can also foster disinformation, mis-
information and stereotypes that minors may internalise from an early age!s. The consequences
of Al-enabled exploitation can be severe and long-lasting for children and adolescents, includ-
ing addictive behaviour, reduced concentration and cognitive capacities, poor academic perfor-
mance and social difficulties.

Children from 6 to 12 may be especially exposed to developing early addictive behaviours, which
may continue into early adolescence and beyond. Further research is needed, not only into the
opportunities Al tools offer children and adolescents, but also to understand how to detect harm
and ensure human oversight remains a key part of Al-mediated support.

Moreover, Al-powered features (for example, within gaming environments, including Al-driven
characters, personalised content generation, and in-game chatbots) are not fully addressed by
existing legislation framework to adequately protect minors online.12¢

LONELINESS AS A CAUSE OR EFFECT OF SOCIAL MEDIA USE

For children and adolescents, loneliness may be a cause or effect of social media use!Z. In cases where
loneliness can be considered a cause, feelings of isolation may encourage increased social media use!48
to form new friendships. Loneliness offline may also motivate behaviours, such as unrealistic presentations
of the self online, which may in turn exacerbate feelings of loneliness,

More generally, experiencing harm online can encourage minors to withdraw from social activities and
school, to lose trust in others, and become more reluctant to join online activities promoting well-being
(such as connecting with friends or services)2, It is important to recognise that online harms, including
cyberbullying, frequently overlap with harms in the physical world.
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PASSIVE VERSUS ACTIVE USE

The design of social media+ is another important factor in how these services impact children’s and ad-
olescents’ mental health. Automated pathways, optimised for commercial goals, can lead to minors being
fed a seemingly endless supply of harmful content, from graphic images of self-harm, eating disorders
and sexual images®!,

Research indicates that how children and adolescents engage with social media influences the effects
it can have on their mental health and well-being. Passive use, such as browsing and scrolling, may be
associated with higher levels of depressive symptoms, loneliness, and stress=2,

Meanwhile, active use such as posting, commenting, messaging and liking tends to correlate with higher
well-being, life satisfaction (especially among girls) and heightened perception of social support. However,
some findings show mixed results concerning active and passive use and the frequency of depression’=2,

BODY IMAGE CONCERNS AND EATING BEHAVIOURS

Social media platforms open access to children and adolescents to a wide array of content related to
eating behaviours, encompassing both healthy and unhealthy practices. Channels promoting eating dis-
orders pose significant concerns and have the potential to foster dysfunctional eating behaviours hin-
dering recovery!s4,

Such channels may use evolving hashtags to evade detection and blocking by social media platforms,
promoting thinness, low self-evaluation and perfectionism. These behaviours are associated with eating
disturbances affecting teenage girls!®2 in particular, starting at 10 years of age.

The widespread dissemination and normalisation of ‘perfect body posts’ and ‘thin-ideal’ imagery, often
through photo-centric activities on social media, may further contribute to children’s and adolescents’
body image dissatisfaction and body shame.

This exposure can lead to heightened self-objectification, body image concerns and even a desire for
cosmetic surgery. Adolescents, especially teenage girls, are at special risk of developing negative body
image perceptions perpetuated by social media’s portrayal of idealised body standards!=é,

58



CHILD SAFETY ONLINE // CHAPTER 02

DISINFORMATION AND MISINFORMATION

Minors tend to prefer social media and online platforms as sources of news and information over
traditional media outlets®®Z. This use exposes them to a wide array of disinformation and misinfor-
mation online.

By the age of 8, about half of children report encountering misinformation on a weekly basis2. The
older children are, the more frequently they report experiencing misinformation22. One survey in
the United States indicated that over a third of teens have been misled by fake content online?,

Children and adolescents may not even be familiar with the concepts of misinformation and dis-
information, leading to underreporting and a lack of awareness of related risks. This highlights the
gap between children’s cognitive and emotional capacities, and the risks they are exposed to
online. Up to 70% of young people in the EU report feeling that they lack the skills to recognise
disinformation online!é!,

With the emergence of increasingly sophisticated technologies capable of creating and dissem-
inating misinformation and disinformation, including Al tools!? it is becoming more and more
difficult for users, in particular minors, to distinguish unreliable from reliable information.

Minors may not only be directly harmed by misinformation and disinformation, but also dissemi-
nate it among their peers!é2, for example to gain popularity or confirmation!4, A particularly con-
cerning trend is adolescents’ increasing use of social media to search for information about per-
sonal and (mental) health-related issues, despite the widespread prevalence of misinformation
online on these topicsE,

One media investigation in 2021 showed that in the first 35 minutes on one social media platform,
nearly 90% of users were shown misinformation specific to COVID-19 vaccines¢. These findings
highlight the need for protective measures to limit the spread of misinformation and disinformation
online.

In Very Large Online Platforms’ (VLOPs) and Very Large Online Search Engines’ (VLOSES) risk as-
sessment and mitigation cycles under the EU Digital Services Act, both providers and civil society
noted systemic risks to public health stemming from the large-scale dissemination of medical
disinformation and misinformation. Providers of online marketplaces equally noted systemic risks
stemming from the sale of legal but harmful substances, illegal, non-compliant or unregulated
medical products on their marketplaces. Content related to self-harm, eating disorders and risky
health practices is another area for concern.

This underscores the importance of equipping children and adolescents, but also caregivers and
educators, with digital skills and literacy from an early age. Public services, including health ser-
vices, should reflect on how to make accurate and age-appropriate information and guidance on
mental, physical, sexual and other health-related issues accessible! to children, adolescents and
caregivers online.
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DELIBERATE SELF-HARM AND SUICIDALITY

The prevalence of deliberate self-harm among adolescents is challenging to ascertain due to limited
hospital attendance data, yet evidence suggests an increase in its occurrence® The World Health Or-
ganization (WHO) lists suicide as the third leading cause of death among 15 to 29-year-olds globally in
2021, with women in this age group being particularly vulnerable!?,

Social media+ use to access and share deliberate self-harm content is a societal issue. Such activities
contribute to the normalisation and desensitisation to self-harming behaviours. Research indicates that
exposure to self-harm or suicide-related content on social media may lead to so-called ‘contagion’ or
‘Werther’ effects?. Engaging with suicide and self-harm related content on social media may also in-
crease the likelihood of seeing related content in the future through algorithmic amplificationZ,

Adolescents may post self-harm content on social media to feel a sense of belonging, or to seek validation
or support. However, the feedback received can be difficult to manage. While it might offer positive sup-
port, it may also inadvertently reinforce self-harming or suicidal behaviours2, The relationship between
social media influence and suicidality is complex, involving indirect and multifaceted associations [see
the box on the ‘White Tiger’ case].

Online victimisation, including cyberbullying, and its potential to enhance children’s and adolescents’
sense of isolation have been linked to an increased prevalence of deliberate self-harm and suicidal ide-
ationZ2, The role of social media+ in these contexts requires careful consideration to mitigate negative
impacts and to support vulnerable children, adolescents and their supporting circles effectively.

Risks to physical health

Most physical health effects of social media and other digital services are associated with minors’ screen
use in general, rather than specific types of use, such as social media. Similar to social media, screen time
does not necessarily only involve negative effects, but depends strongly on the specific activity per-
formed. Main research topics in this area include the impact of screen time on children’s and adolescents’
vision, brain development, alcohol use and sleep™,

Eurobarometer data on the impact of excessive screen time and social media on young people’s mental
health indicates that 13 to 18 year-olds spend on average 4.5 hours on screens on a typical school day. At
the weekend, this rises to an average of 6.1 hours a day, with almost half of adolescents (46%) exceeding
6 hours. During weekends, 14% of adolescents exceed 10 hours daily.
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Figure 1: Adolescents’ increased screen use over the weekend
Question: How much time do you spend on screens (smartphone, computer, tablet, TV, gaming

console) in total?2

gender: age group:
Male - 5.9 13-14 years - >3
15-16 years - 5.9

Female

17-18 years - 7.1

age when child started using
social media:

10-13 years

14-18 years

age when child received
a smartphone:

Before 10

years . years :
6.2 10-13 years - 6.0

5.7 14-18 years

Source: European Commission (2026). Impact of excessive screen time and social media on young people’s mental health — June 2026 —

Eurobarometer survey.

SIGHT AND PHYSICAL HEALTH

Prolonged screen use is recognised to increase
the risk of back pain, headaches® and digital eye-
strain (also called computer vision syndrome). The
risk of suffering these symptoms increases with
long screen time, uncorrected vision, small text,
low resolution, poor screen height or distance, and
inadequate lightingé,

Children are especially vulnerable to sight issues
caused by prolonged screen time because many
have undiagnosed visual disorders or receive
low-quality eye examinations!Z. Despite popular
beliefs, there is no strong evidence linking overall
screen time to the development of myopiaZ,

Spending an excessive amount of time on so-
cial media+ may also lead to an opportunity cost,
where children and adolescents are unable to en-
gage in offline activities, including physical activity
and offline play, that are critical for their develop-
ment and health.

“Most of the risks
discussed during

the Special Panel on
child safety online,
including excessive
screen time and the
use of AI companion
apps, are relevant not
only for children and
young people, but for
people of all ages.”

— ALBERTO MONGE ROFFARELLO,
ASSISTANT PROFESSOR ON DIGITAL
WELLBEING & ETHICAL Al DESIGN,
POLITECNICO DI TORINO

a. Note: Figures represent mean hours of screen use per day (during the weekend).
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SLEEP

Other common physical health risks to social media use include decreased physical activity, time spent
outdoors, and sleep reduction?, Adequate sleep is vital for children’s and adolescents’ development,
emotional regulation, memory consolidation, brain maturation and growth hormone release®?. Despite
this, a large proportion of adolescents fail to meet sleep recommendations for their age®!,

Evidence suggests that screen use by children and adolescents may contribute to reduced and poorer
quality sleep, displacing sleep, providing psychological stimulation, and suppressing melatonin produc-
tion (especially through blue light emission)2, Screen time may also replace time outdoors, having a
negative effect on sleep!®2 and minors’ overall physical and mental health.

Surveys show high nighttime engagement among adolescents. Age-specific patterns reveal that children
under 5 are largely protected by parental control. 6 to 12 year-olds meanwhile experience longer sleep
latency and poorer quality, while 13 to 15 year-olds report sleep onset delays, reduced sleep quality and
pre-sleep cognitive arousal®4,

General interventions to cut screen time (for example, reducing screen use before bedtime, after 21:00)
have demonstrated a positive effect in sleep duration! and next-day vigilanceé, Research exploring
the effects of high screen exposure on minors’ brain development is largely correlational and cannot
establish causation.

Figure 2: Adolescents’ increasing symptoms by time spent on screens
Question: Which of the following situations, if any, have happened to you in the past 30 days?e

Tired eyes Feeling very tired Finding it hard to Problems sleeping  Using substances
(8855 persons) or overwhelmed concentrate or stay focused (7813 persons) (3546 persons)
(8622 persons) (8377 persons)

Y
[

12 and more hours - 46 - 45
m M-
|-
- 37
. 29
. 21
i B

Source: European Commission (2026). Impact of excessive screen time and social media on young people’s mental health — June 2026 -
Eurobarometer survey.
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b. Note: Figures represent the percentage (%) of respondents reporting issues by time spent on screens (during the
weekend).
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ADDICTIVE DESIGN AND ‘DARK PATTERNS’

According to evidence from the WHO, over a third of adolescents reported being in constant con-
tact with friends online. One in ten adolescents shows signs of problematic social media behaviour,
characterised by addiction-like symptoms?Z,

Recently, research on addiction medicine has shifted its focus from individual factors that lead to
or characterise addictive behaviours online to also examine the design of social media and other
digital services that encourage these behaviours. Children between 6 and 12 may be at particular
risk of developing early addictive behaviours from their use of social media+. These risks continue,
especially into early adolescence.

Addictive design techniques and ‘dark patterns2 available in some social media+ (intentionally
or unintentionally) distort or impair users’ ability to make autonomous and informed choices or
decisions. Addictive features include autoplay content, infinite scrolling, gamification, and ‘pull-to-
refresh’ features. Dark patterns include fake countdown timers, web interfaces designed to lead
consumers to purchases, subscriptions or other choices, and hidden information?,

Research indicates that other features, including the ‘like’ mechanism and ‘push notifications’, can
also encourage compulsive behaviours!?2, Studies have also suggested that engagement-maxim-
ising platforms have predominantly negative effects for adolescents!?!, Adolescents, due to their
developmental characteristics and the importance of peer acceptance in identity formation, are
particularly susceptible to these persuasive designs?2. Young adults and adults with pre-existing
well-being issues are also especially vulnerable,

The European Commission’s 2024 Digital Fairness Fitness Check!®4 found that features, such as
dark patterns, are very frequently encountered by people online. Up to 97% of the most popular
websites and apps used by EU consumers were found to deploy at least one dark pattern. It also
found that 31% of consumers spent more time and money online due to addictive designs.

Achieving systemic change requires shifting the focus from individual responsibility to addressing
the broader impact of social media+ design strategies. Researchers are examining the data-driven
business models of social media platforms, which prioritise engagement for profit, and are discuss-
ing alternative models that emphasise ethical design,

This is met, more broadly, with calls for children’s best interests to be the primary consideration in
the design and management of digital environments!2é to support their digital well-being.

ALCOHOL AND SUBSTANCE ABUSE

Over the last decade, research has identified and studied the link between social media use and alcohol
consumption among adolescents®®Z. Alcohol is very present on social media, but important differences
exist across digital services concerning its prevalence and portrayal®®8, Positive portrayals of alcohol on
social media shape attitudes and perceived norms®22. Exposure to and sharing of alcohol-related content
is associated with higher drinking, creating a bidirectional reinforcement loop222,

Individual differences, such as dispositional traits, social context and developmental stage, moderate this
relationship. Family environments can buffer these effects, with negative parental and peer alcohol social-
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isation attenuating the influence of online alcohol content22!. Future research priorities include expanding
studies beyond WEIRD< samples, clarifying temporal dynamics and examining how varied content types
(positive depictions, advertising and prevention messages) interact with adolescent drinking behaviour.

Concerning substance abuse, evidence indicates that content promoting engagement with substance
use or actively depicting their use is widely available on social media. This may influence attitudes, be-
haviours and risk perceptions concerning substance use, especially among children and adolescents22,
Similarly to alcohol, research suggests that social media content related to drugs is associated with higher
chances of cannabis and multiple substance use22,

EXPOSURE TO CRIME AND ILLEGAL CONTENT ONLINE

According to Europol, children and adolescents are exposed to a number of crimes, including groom-
ing, child sexual abuse, radicalisation or recruitment for violent acts and terrorism online224. These risks
are increased with minors’ engagement with online spaces2, as well as exposure to harmful or abusive
content, including access to pornography from a very young age22s,

Evidence in the German context indicates that online child sexual solicitation and abuse is significantly
more frequent among recent young generations. This may be due to increased exposure to digital envi-
ronments, together with the proliferation of social media in recent decades. These findings highlight the
need for urgent, targeted prevention to address online risks to children and adolescents online2Z,

CHILD SEXUAL ABUSE MATERIAL

Over the last decades, social media+ spaces have become central to the proliferation of child sexual
abuse material, as well as its production, dissemination and consumption. In 2025, 63% of all child sexual
abuse webpages found by the Internet Watch Foundation were hosted in EU Member States.

According to 2025 data from the United States’ National Centre for Mission and Exploited Children (NC-
MEC), online grooming is expanding at an alarming rate, with reports increasing by 158% over the past
three years. Offenders systematically use social media, messaging applications, and gaming platforms to
establish contact with minors and to engage in grooming activities. These online interactions often trans-
late into offline exploitation, demonstrating a strong link between online grooming and the perpetration
of related crimes offline.

Technological developments, including generative Al, are amplifying risks and accelerating the scale of
possible abuse. The proliferation of Al has led to an exponential increase in Al-generated child sexual
abuse material, with reports surging from 5,000 instances in 2023 to 1.3 million in 202522,

Between 2024 and 2025 alone, Al-generated child sexual abuse videos increased by more than 26-fold.
65% was regarded as Category A material, the most severe form of abuse. This evidence highlights the
threat social media+ environments and generative Al pose in enabling the rapid proliferation of child
sexual abuse material.

The consumption of realistic synthetic material may reinforce existing sexual interests. According to a 2021
survey carried out by Protect Children Finland, 44% of 5,171 respondents said that viewing child sexual
abuse material made them think about seeking contact with minors, with 37% reported having sought
contact2%?,

c.  Western, Educated, Industrialized, Rich, and Democratic (WEIRD) sample demographic.
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Girls may be particularly exposed to harm. In 2025, 97% of Al-generated child sexual abuse images
identified by the Internet Watch Foundation depicted girls?®. Adolescent girls between 12 and 18 may be
particularly vulnerable.

Online sexual exploitation is also closely linked to trafficking. Digital services may facilitate the recruitment,
control and monetisation of victims, including in large-scale operations involving live-streamed abuse.
This form of exploitation is one of the fastest-growing globally, enabled by anonymity. Harm to victims is
severe and long-lasting.

Victims report long-term psychological consequences, including anxiety, shame and persistent fear of
being recognised2. The continued circulation of material online prolongs victimisation indefinitely, mean-
ing that harm does not cease once the initial abuse ends.

An internal study by the European Commission’s Joint Research Centre (JRC) found that while social
media platforms are not the primary hosts of child sexual abuse material, they can be used to disseminate
it, often through links to external sites or encrypted channels.

Algorithmic systems integrated into social media platforms can amplify content related to child sexual
abuse material, making it more discoverable and accessible to users, including perpetrators and minors.

Other content depicting minors present on social media platforms, while not necessarily child sexual
abuse material, can be exploited by offenders and reinforce risks to children and adolescents. Risks for
minors caused by exposure to child sexual abuse material include emotional and psychological harm,
anxiety, depression and trauma.

For children and adolescents who have already experienced sexual abuse, online environments may
contribute to the risk of revictimisationZ2. The continued availability and circulation of child sexual abuse
material means that the abuse can be repeatedly re-experienced long after the initial offence has end-
ed2, Unlike many forms of offline victimisation, digital material can be copied, redistributed and accessed
indefinitely, creating an ongoing source of distress and uncertainty for victims who often remain aware
that images or videos of their abuse continue to circulate.

Evidence further suggests that survivors of childhood sexual abuse may be particularly vulnerable to
harmful online experiences?4. Childhood sexual abuse has been associated with increased engagement
in high-risk online behaviours, greater exposure to sexual content online, higher rates of cyberbullying
victimisation, and an elevated risk of internet-initiated revictimisation. These vulnerabilities may reflect
the long-term impact of trauma on psychosocial development and sexual self-concept, rather than indi-
vidual behaviour aloneZ,

Repeated online exposure to sexualised or exploitative material may therefore reinforce trauma-related
symptoms, interfere with recovery and increase the likelihood of further victimisation. At the same time,
exposure to child sexual abuse material may contribute to the normalisation of exploitative sexual be-
haviours among minors, increasing the risk that vulnerable children become targets of further abuse or
coercion. Preventing the dissemination of child sexual abuse material is not only essential to stop ongo-
ing abuse, but also to reduce the risk of repeated victimisation and to support the long-term recovery of
affected children and adolescents™.

Minors who are exposed to this material or groomed on social media+ are at a higher risk of being exploit-
ed or abused themselves. Repeated exposure to child sexual abuse material can desensitise minors to its
harmful effects, potentially leading to the normalisation of exploitative behaviours.
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Children and adolescents who have previously experienced sexual abuse are at a heightened risk of on-
line revictimisation. Evidence indicates that a history of child sexual abuse is associated with increased
vulnerability to technology-assisted sexual solicitation and abuse, underscoring the need for targeted
protective measures for this group&,

Figure 3: Adolescents encounter an increasing amount of unwanted and illegal content
the more time they spend on screens

Question: In the past 3 months, have you seen or experienced any of the following when using social
media?d

Hate speech Unwanted sexual Unwanted violent Cyberbullyingor  promotion of gambling
(5939 persons) content content harassment (6650 persons)
(4198 persons) (4479 persons) (4114 persons)

12 and more hours . 32 . 24 . 24 . 23 . 34
10 to less than 12 hours . 31 . 24 . 23 . 24 . 33
8 to less than 10 hours . 29 l 20 l 20 l 20 . 32

6 to less than 8 hours . 28 . 20 l 20 I 17 . 32

4 to less than 6 hours . 24 I 15 l 18 I 15 . 27

2 to less than 4 hours . 19 I 14 I 16 I 14 . 22
Less than 2 hours I 15 I 12 I 13 I 15 I 17

Source: European Commission (2026). Impact of excessive screen time and social media on young people’s mental health — June 2026 -
Eurobarometer survey.

RADICALISATION AND RECRUITMENT FOR VIOLENT
ACTS AND TERRORISM

Social media+ environments play a significant role in radicalising and recruiting minors to commit acts of
terrorism and violent extremism. Social media, encrypted messaging services, and online communities
are used to disseminate propaganda, to create networks and engage directly with minors.

The 2025 EU Terrorism Situation and Trend Report demonstrates that nearly one third of suspects ar-
rested in the EU in 2024 for terrorism-related offences were minors or young adultsZ?, Of the 133 young
suspects reported, 70 were under 18. Most young suspects were linked to jihadist terrorism, followed by
right-wing terrorism, and violent extremism.

Recruitment can begin at a very young age, with documented cases involving children as young as 8 or 9
years old. Children and adolescents are particularly vulnerable to online recruitment strategies adopted
by organised crime and terrorist groups, who often employ gaming environments and online fora to lure
minors into these activities.

d.  Note: Figures represent the percentage (%) of respondents reporting risks by time spent on screens (during the
weekend).
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Evidence shows that minors convicted of terrorist offences in the EU may undergo a process of self-rad-
icalisation online, with algorithm-driven content playing a key role in the reinforcement of radical ideas.
Regular exposure to violent content online may lead to a dangerous normalisation and general desensi-
tisation to human harm and suffering22e.

The ‘White Tiger’ case [see box below] illustrates how online platforms can enable criminal networks and
individuals to lure minors into online abuse networks, facilitating exploitation, grooming and psychological
abuse.

THE ‘WHITE TIGER’ CASE

The ‘White Tiger’ case focuses on a suspect arrested in Germany in the summer of 2025 and
allegedly identified as a prominent figure within the online violent nihilist extremist group ‘764’
Acting under the pseudonym ‘White Tiger’, the suspect is charged with over 200 offences against
more than 30 children and adolescentse. The suspect was 16 and 19 years old, respectively, when
he perpetrated the alleged offences.

Suspected offences include the incitement to suicide of a 13 year-old boy from the United States,
broadcasted live online in 2022. Other cases include the grooming of 11 to 15-year-olds to self-
harm online in front of viewers, and the production of child sexual abuse material. Victims have
been identified across multiple countries, primarily Germany, the United States, the United King-
dom, and Canada. The suspect is accused of having deliberately scouted for vulnerable, isolated
or emotionally distressed children and adolescents online, including individuals exploring their
LGBTIQ+ identity.

Through rapid grooming techniques, the suspect allegedly established intense emotional de-
pendencies, gradually cutting the victims off from their real-world support systems. Once isolated,
the grooming transitioned into a malicious form of radicalisation to violent extremist ideologies and
psychological torture. The trial against the suspect started in Germany in 2026. The prosecution
faces difficulties due to the transnational and virtual dimensions of the case.

The 764 network utilises severe extortion, dox threats, and gaslighting to erode victims’ sense of
agency. The perpetrators systematically weaponised mainstream digital services popular among
minors. Teens were also coerced into executing increasingly dangerous commands, filming de-
grading acts, and adopting the group’s nihilistic ideology as a twisted form of validation.

A key characteristic is that victims are often blackmailed into becoming perpetrators themselves,
forced by the network to target, groom and exploit other minors. This dynamic illustrates the over-
lap between child victimisation and child offending, where coerced minors are used to commit
crimes against other children or to encourage them to self-harm. The ideological fluidity, mixing of
online harms, and the gradual intensity of self-harm and violence, linked with private online spaces
hinder efforts to detect and bring to justice online violent extremist networks.

e. This trial is ongoing. The offences presented are alleged and do not in any way prejudge the outcome
of the legal proceedings.
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THE (MIS)USE OF MINORS’ DATA

Children and adolescents face several risks when using social media+ concerning how their personal data
is collected and used. A key concern is the profiling of minors. The behaviour of users on social media and
other digital services is typically tracked for a variety of purposes by cookies and similar tracking technol-
ogies. The most privacy-intrusive of the purposes of such tracking is cross-site tracking for personalised
advertisement. Many social media platforms collect personal data not only via on-device cookies, but
also via the use of their servers, on a scale that may intrude minors’ privacy. In certain instances, digital
services providers and advertisers may collect data from multiple different sourcest.

Such practices allow providers to build a comprehensive picture of a minors’ behaviour, preferences, in-
terests, movements and online activities2. They may also reveal private aspects of a child’s or adolescent’s
lifestyle or beliefs, even if minors did not directly provide this information. Pervasive data gathering may
reduce minors’ control over their data and expose them to unforeseen risks, including pressure to make
in-app purchases or to buy additional services.

While children can rely on the unconditional right to be forgotten under the GDPRZ22, this right must be
invoked by the minor after the processing has already taken place. Naturally, this also requires children
to be able to understand this right and how to invoke it.

Linked to this, minors face risks from their use of social media and digital services, which may integrate
recommender systems and algorithms. These systems often rely on behavioural data and search activity
to generate personalised content feeds and advertisements. They may also direct minors to harmful or in-
appropriate content designed to encourage prolonged engagement. These practices enhance children’s
and adolescents’ exposure to risk and the possibility of developing compulsive or addictive behaviours.

In both instances, minors may not understand that their personal data is being collected, the scale of
the collection, and what their data is being used for. Such practices make it more difficult to determine
whether children’s consent was ‘freely given’, a core tenet of what constitutes consent under the GDPR.

Another concern is the use of minors’ geolocation data which can be recorded by common, everyday
applications like mobility and weather apps, and is frequently traded by global data brokers. If a child’s
or adolescents’ location can be tracked or identified, there is a risk that their personal data could be
misused, with potential negative effects for their physical safety and well-being both online and offline.
While the use of geolocation data is typically subject to consent?, minors can consent unsupervised, for
instance when setting up an app downloaded on their phone, without their consent being made valid by
the verification of their age.

Finally, data breaches can have a range of adverse effects on minors, which can result in physical, material
or non-material harm22, This may include children’s loss of control of their personal data, the limitation
of their rights, discrimination, identity theft or fraud, financial loss, and the unauthorised reversal of pseu-
donymisation. It may also include other significant economic or social disadvantages.

f. See, for example, Meta Platforms Inc v Bundeskartellamt (C252/21).
g. Meta Platforms Inc v Bundeskartellamt (C252/21).

h. For geolocation data generated in the context of traditional telephony services (the place from which a mobile phone
call was taken or SMS sent), this follows from Article 9 of the ePrivacy Directive. For geolocation data obtained through a
different means (typically the GPS location function of the mobile device), this would be subject to the GDPR and could
be based on different legal bases. However, considering the privacy-intrusive nature of geolocation data, the former
Article 29 Data Protection Working Party and the EDPB regard consent to be necessary.
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VIDEO GAMES

Video games not only offer children and adolescents entertainment, but social spaces where they
can connect and communicate with others online. Some evidence suggests that video games
can bring benefits in the form of prosocial behaviour?2E community building, and escapism?22. It
is currently estimated that 80% of minors (between 2 and 18) spend 30% of their entertainment
time gaming22,

Video games take very different forms, presenting diverse risks to minors. Several of the most-
played games offer platform-like features. Open communication using these services may expose
minors to risks, including cyberbullying, grooming and radicalisation?2é, as well as access to harmful
or age-inappropriate content. So-called ‘intermediary video games/, for instance, enable users to
play and create their own content or games. User-generated content increases the risk of minors
being exposed to age-inappropriate content.

Certain platforms also distribute games. Both video games and such platforms may deploy com-
mercial practices, including loot boxes, pay-to-advance, in-app purchases and virtual currencies,
that may be manipulative, cause unwanted spending, compulsive or addictive behaviours?2Z. In
2018, gaming disorderi was included in the 11th Revision of the International Classification of Dis-
eases (ICD-11). It appears to be most prevalent among adolescents and young men between 12
and 20.

One survey indicated that 12% of adolescents were classified as being at risk of problematic gam-
ing228, This evidence also suggests that boys between 11 and 15 face increased risk of problematic
use compared to girls. Among adolescents, gaming disorder has been associated with elevated
levels of externalising (such as antisocial behaviour and anger issues) and internalising (for in-
stance, emotional distress and lower self-esteem). Adolescents suffering from gaming disorder
may be at higher risk of academic underachievement, early school leaving, psychosocial and
sleep-related issues.

In June 2026, the Pan-European system for the age classification of video games, PEGI, added
new categories to its classification criteria to address online interaction risks in video games. Newly
submitted games are now classified with broader criteria addressing both content and function-
alities. This includes purchases of in-game content, paid random items, communication features
and those incentivising continuous gameplay. Some of these features are now tied to specific age
categories, which can be used to assess whether a video game needs a higher age rating.

According to a representative of the German ‘Unterhaltungssoftware Selbstkontrolle’ (USK), at
least one of the new USK criteria has been applied to around 30% of all games that were submitted
since the system was updated. Of these, approximately one in three has received a higher age
rating as a result?,

i. Gaming disorder is defined as a pattern of gaming behaviour characterised by ‘impaired control over gaming,
increasing priority given to gaming over other activities to the extent that gaming takes precedence over other
interests and daily activities, and continuation or escalation of gaming despite the occurrence of negative
consequences’. See: World Health Organization (2020). Addictive behaviours: Gaming disorder.
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COMMON FEATURES OF SOCIAL MEDIA+ AND THE RISKS

Social media and other digital services differ widely, but share a set of common features. The OECDZ2
and researchers have been developing different classifications of the risks children and adolescents may
be exposed to online. The 5-C classification aids providers of social media and other digital services,
academia and policymakers to better understand and assess the risks to minors online2!,

The 5-C classification contains five categories:

JI Conduct risks: risks for minors to participate, witness or be a victim of harmful conduct;

/I Contact risks: risks for minors of encountering or being targeted by malicious actors online;
/I Content risks: risks of encountering harmful content;

JI Contract risks: risks for minors to enter into a potentially harmful contract;

JI Cross-cutting risks (abbreviated by ‘CC’ in the table below): risks to minors’ health, privacy and fair
treatment (non-discrimination).

The European Centre for Algorithmic Transparency (ECAT)22 has connected common features to risks
from the 5-C classification in an Online Minor Protection Matrix, outlined in the table below. It is important
to note that minors of different ages are exposed to different levels of risk by these features 232
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Features

Advertisement

Age assurance /
verification

Al Chatbots

Beauty filters

Comments /
Opinions

Commercial
practices

Contact
recommendations

Content
recommendations

Default settings

Editorial content

GenAl

Geolocalisation

Loot boxes

Marketplaces

Notifications

Online design
interface

Parental controls

Private messages

Reporting and
redress

Terms and
Conditions

User-generated
content
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Description

Promotional content displayed to users, often
to promote products or services.

Methods used to confirm the age of users to ensure
they meet the platform’s age requirements.

Automated systems that simulate conversation
with users using artificial intelligence.

Tools that enhance or alter a user’s appearance
in photos or videos.

Feedback or expressions of thought on content
or posts.

Strategies and activities used by social media+
to promote and sell products or services.

Suggestions for users to connect with other users
on social media+.

Suggestions provided to users.

Initial configurations of social media+ that are in place
when a user first accesses it.

Content created by professional writers or editors
for an online platform.

Generative artificial intelligence that creates new
content or data.

Use of data to determine the physical location of a user.

Virtual items that contain random rewards, often
purchased with real money.

Social media+ where users can buy and sell goods
or services.

Alerts or messages that inform users about activities
or updates on the platform.

Layout and features of social media+.

Tools for guardians to monitor and manage minors’
online activities.

Individual communications between users that are not
publicly visible.

Mechanisms for users to flag and rectify harmful issues
on a platform.

Any form of content—such as text, videos, images,
reviews, or comments—that is created and shared by
users on social media+.

5-C Risks

Content, Conduct, Contract, CC-

Health, CC-Privacy, CC-Discrimination

Content, CC-Health, CC-Privacy,
CC-Discrimination

Content, CC-Health

CC-Health

Content, Conduct, Contract, CC-
Health, CC-Privacy

Conduct

Contact, CC-Health, CC-Privacy
Content, CC-Health, CC-Privacy,
CC-Discrimination

Content, CC-Privacy

Content

Conduct, Content, CC-Health,
CC-Privacy

CC-Health, CC-Privacy

Conduct, CC-Health

Content, Conduct, Contract,
CC-Health

CC-Health

CC-Health

CC-Health, CC-Privacy
Contact, Contract

Conduct, Content, CC-Privacy,
CC-Discrimination

Contract

Conduct, Content, CC-Health,
CC-Privacy

Source: MANOLIQOS, S, Online Minor Protection Matrix, CHAUDRON, S.,, SALA, A. and GOMEZ, E. (ediitors), Publications Office of the European
Union, Luxembourg, 2026, JRC147657.
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Recommendations

Despite the challenges involved, policies promoting child safety online must be designed in a needs-ori-
ented and developmentally appropriate way, which addresses children’s and adolescents’ complex and
heterogeneous social and individual situations and backgrounds. In an increasingly digitalised world,
whether or not minors are considered ‘active users’, they are often passively exposed to social media+ by
primary caregivers during the very first days of life.

The challenge for policymakers is to reflect this complexity in targeted policies, while ensuring effective
implementation and evaluation. Robust evidence on how risks and harms relate to different social media
and other digital services is crucial to inform appropriate actions to protect and empower minors online.
Specific features, functionalities or formats implemented on social media+ may be harmful to a different
extent, depending on a child’s or an adolescent’s social and personal circumstances.

Minors belonging to racial, ethnic and religious

o o “Recommendations
minority groups, with migrant backgrounds, mem- .
bers of the LGBTIQ+ community, those with spe- on Ch 11d ren ! S and

cial educational needs and disabilities, or pre-ex-
o eduea Sapties, of pre e adolescents’ use of

isting mental health conditions may be particularly

exposed to harm online. This exposure is magni- social media should
fied by digital services integrating harmful, manip- .

ulative or addictive content or designs. As these be eVlden ce- based and
ge;thuer(rai;:volve, so should research and evidence gIOU nded in t he best

available scientific

For this research to materialise, one ingredient is

3 144
key: reliable data, coming directly from the source studies.
- the providers themselves. Only by accessing rel- — PROF. CHRISTOPH PIEH.
evant data can researchers, educators, and policy- HEAD OF DEPARTMENT FOR
makers understand systemic risks, monitor emerg- PSYCHOSOMATIC MEDICINE AND

PSYCHOTHERAPY, UNIVERSITY FOR

ing threats and design appropriate safeguards.
CONTINUING EDUCATION KREMS

The EU has taken substantial steps to ensure re-

search is facilitated via meaningful, proportionate and effective access to data from online platforms,
notably under the Digital Services Act, which facilitates both access to public and non-public data to
study systemic risks affecting minors online. Building on this existing framework, and on actions that pro-
viders should take [see also the recommendations in chapter 4], the following recommendations could
be considered:

RECOMMENDATION 1

Build on evidence in understudied areas to strengthen evidence-based
policymaking

Researchers should further build on evidence concerning the risks and opportunities related to chil-
dren’s and adolescents’ use of social media+ in understudied areas. Key areas to strengthen include the
heterogenous impacts of minors’ use of social media+ throughout development, minors’ use of money
online (including on online marketplaces), Al tools (including Al companions), and ethical social media+
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design. Controlled user studies in specific social media and digital services are important to investigate
the impact of certain or a group of design features. To clarify causal effects of certain features, randomised
controlled trials (RCTs) should be founded. Providers have an important responsibility in facilitating such
studies by giving access to independent researchers.

The potential positive effects of social media+ use for example in structured caregiver or educational
settings, is another area that should be further explored. Social and individual factors influencing the im-
pact of social media+ use on minors’ development, and the interplay between these factors, should also
be further examined. These insights are needed to inform and strengthen evidence-based policymaking
promoting child safety and empowerment online.

RECOMMENDATION 2

Providers should actively involve independent academic expertise
in the design of risk mitigation strategies and tools

Beyond compliance with applicable rules, social media and other digital services providers should ac-
tively involve independent experts and minors in the design of their risk mitigation strategies and tools, as
well as when developing specific features and services for minors online. Expertise from a wide range of
disciplines and using diverse methodologies should be represented to ensure robust and well-founded
insights.

RECOMMENDATION 3

Make available long-term funding for European large-scale longitudinal
research and continue supporting randomised controlled trials

Examples, such as the North American Adolescent Brain Cognitive Development (ABCD) Study, could
inspire European large-scale longitudinal research related to child safety online. The availability of Eu-
ropean large-scale longitudinal evidence (covering a ten-year period or longer) is important to support
a developmental and neurobiological approach to child safety online. This would help to address gaps
in largely correlative findings in the European context concerning the impact of social media+ use on
minors’ development, physical and mental health, and their exposure to harm online.

Randomised controlled trials (RCTs) are also key to strengthen the evidence base for policy. Research
funding should explicitly support developmental and psychopathology approaches investigating minors’
susceptibility to online risks, influenced by social and individual factors across childhood and adolescence.

RECOMMENDATION 4

Invest in secure, shared European research infrastructure to allow
safe access to minors’ data

The European Union and its Member States should invest in secure, shared European research infrastruc-
ture based on the FAIR Guiding Principles [see below] enabling researchers and policymakers to also
access sensitive, non-public data on the protection of minors online, in full respect of applicable privacy
and data protection laws.
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Shared infrastructure should integrate the FAIR (Findability, Accessibility, Interoperability, and Reusability)
Guiding Principlesi for scientific data management and stewardship to ensure the robustness, reliability
and reusability of data and research. Collaborate with the research community to ensure continuous
improvement and availability of data, and the use of methodological innovations.

Social media and other digital services providers should be encouraged to contribute to the development
of shared research infrastructure to strengthen the evidence base for measures protecting minors online.

RECOMMENDATION 5

Strengthen enforcement of rules on researchers’ access to and scrutiny
of data

Article 40 of the Digital Services Act (DSA) delegated act of July 2025 has opened, in principle, a new
pathway for vetted researchers to access online platform data. This data can be used to conduct research
contributing to the detection, identification and understanding of systemic risks, and to the assessment
of risk mitigation measures promoting child safety online.

Whether this pathway delivers on its promise depends on social media and other digital services provid-
ers’ compliance and regulators’ effective enforcement. It also relies on the breadth of services covered,
and the quality and continuity of the data provided. The Commission should evaluate the operational
performance of Article 40 data access and scrutiny requirements after initial researcher experience un-
der the delegated act. This is key to ensure online platforms follow up on requests for access to data for
compliance, risk assessment and research purposes.

Data access obligations are not only a key element of the transparency toolbox of the DSA, they are also
a part of social media and other digital services providers’ broader risk mitigation responsibilities. Smaller
platforms should also be encouraged to allow researchers access to data, considering the risks these
platforms pose to minors, and the role of independent scrutiny in addressing these risks. The use of the
FAIR Guiding Principles for scientific data management and stewardship should be the standard in the
implementation of Article 40.

j. The FAIR Guiding Principles for scientific data management and stewardship were introduced in 2016 in a publication
in the journal Scientific Data. The principles intend to improve the infrastructure supporting the reuse of scholarly data
by enhancing the ability of machines and individuals to find and use data. See: Wilkinson, M.D,, et al. (2016). The FAIR
Guiding Principles for scientific data management and stewardship. Scientific Data, 3.
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Protecting minors in

a rapidly changing social
media+ environment

The previous chapter explored the diverse risks children and adolescents are exposed to through their
use of social media and other digital services for their mental and physical health and well-being, and how
these risks intersect with social and individual factors to enhance minors’ exposure to harm.

This chapter examines how existing legislation and tools currently available to the EU and its Member
States address these risks and strengthen child safety online.

This analysis builds on pillars three and four of the Six Guiding Principles presented by the Co-Chairs to
steer efforts to enhance child safety online: child protection, and social media and other digital services
providers’ accountability and consumer rights. This chapter begins by examining the main legislative
instruments and tools available to the EU and Member States, highlighting examples of their successful
enforcement to date.

The EU’s main legislative instruments in the field of child safety online were one of the key starting points
for the Co-Chairs’ reflection on how to strengthen the protection of minors online. Grasping the content
and scope of the most powerful tools at the EU level and identifying gaps in legislation and/or enforce-
ment were also among the main topics discussed at the Special Panel meetings.

It is widely recognised that the EU has set up a powerful legislative framework - but technologies devel-
op fast, business models adapt, new features evolve, and regulators have to adapt accordingly, be it in
enforcing existing rules or filling gaps. Protecting minors in a rapidly changing social media+ environment
needs constant evaluation and attention to keep pace.

In the section ‘Unfinished business’, several areas are identified where existing instruments and tools
need to be strengthened. The chapter concludes by presenting a series of recommendations on how to
reinforce enforcement of these existing instruments and how to better address harmful practices, and
features and functionalities deployed by social media and other digital services to bolster child protection
online.
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The need for age-appropriate child protection online

As explored in chapter 1, an effective approach to child safety online must be based on an understanding
that children’s and adolescents’ development occur in stages. At different moments along their path to
adulthood, minors are particularly exposed to specific risks. Children’s and adolescents’ evolving capac-
ities determine, in part, the extent to which they are equipped to address these risks.

This analysis takes as a starting point the respective international and EU frameworks on the rights of
the child2. Measures promoting child safety online must be based on the recognition of children’s rights.
Caregivers’ and educators’ changing roles in supervising minors’ use of social media and other digital
services must also be better reflected in child protection instruments.

The growing political momentum to restrict children’s and adolescents’ access to and use of potentially
harmful social media and other digital services, is a step in the right direction towards shaping a more
developmentally sensitive approach to child safety online. Early results from countries that have intro-
duced blanket age bans to access social media (for instance, Australia) show that most minors find a way
to circumvent these policiesZ4,

At the same time, some minors have withdrawn from risky social media+ and now have more time for of-
fline activities (including sport and face-to-face social interactions). This demonstrates that progressive
change surrounding the norms of social media and other digital services use by minors is possible and
must be recognised.

However, several challenges remain to successfully deploy age restrictions to strengthen the protection of
minors online and to allow them to seize the opportunities offered by the digital world. These challenges
are explored later in this chapter as part of the section on ‘Unfinished business’.

Ensure safe design features online

There is a growing body of evidence demonstrating the potentially harmful effects of minors’ use of so-
cial media and other digital services, as explored in chapter 2. The risks children and adolescents face in
social media+ environments are not incidental. In many cases, they are the result of deliberate choices
of providers of social media and other digital services that are designed to maximise users’ engagement,
including for minors who can easily access them. The continuous evolution of social media+ to capture
and retain users’ engagement has become part of many providers’ core business models.

There are increasing calls for regulators to apply a risk-based approach and to address inherent risks,
including addictive or compulsive use, that certain features and functionalities pose to children and ad-
olescents to ensure social media and other digital services are ‘safe by design’. Despite many examples
of successful enforcement to tackle such issues, regulators often find themselves ‘on the back foot.

a. Notably, the United Nations Convention on the Rights of the Child and the general comments of the Committee on the
Rights of the Child, the Charter of Fundamental Rights of the European Union, and the EU Strategy on the Rights of the
Child.
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Currently, regulators typically have to prove that “NO 'tOy , med iC ine ,
specific features and functionalities are harmful .

after they have been deployed on the Single Mar- or vehicle reaches
ket and potentially used by millions of children and C h lld ren Wlt hOUt

adolescents. Social media and other digital servic- .
es providers should have more responsibility to 1ndependent pre- market

ensure and demonstrate that features in their ser- assessment : d 1g1ta1

vices are not harmful before making them available

to minors. products are the
It could therefore become the rule that social me- COnSpiCUOUS except ion,

dia and other digital services providers launching, scrut in ised on 1y

operating or updating services that may pose risks

to children and adolescents must demonstrate aftter harm is a]_]:eady
that their services or new functionalities are safe . "
for minors to use before market deployment. The V1s 1b1e .

protection of children and adolescents should be — ALEX COONEY,
an integral part of the architecture of social me- CEO & CO-FOUNDER, CYBERSAFEKIDS

dia+ and should be a key standard at the very be-
ginning of its development and design.

Strengthen enforcement and evaluation

Last but not least, enforcement at the EU and national levels of existing legislation must be strengthened.
The EU has one of the most cutting-edge legislative toolboxes in the world which it can use to ensure
minors can navigate the online world safely and in confidence. However, the effectiveness of these rules
is determined by their enforcement. Gaps in existing legislation must be filled and cooperation between
regulators at the EU and national levels reinforced.

Additional resources may be needed to enhance enforcement capacity. The evaluation of existing instru-
ments is essential to ensure legislation and enforcement deliver results. Civil society and researchers have
important contributions to make in this regard. Their role should be strengthened to ensure legislation is
designed and deployed effectively to achieve the goal of allowing children and adolescents to grow up
safely online.

Existing EU legislation

The following section examines existing EU legislation and tools available to the EU and Member States
to protect minors? online. This analysis focuses on EU legislation that the Co-Chairs of the Special Panel
consider needs further strengthening or enhanced enforcement. Of course, there are many important
instruments that are not explored in detail in this chapter, but form an essential part of existing EU policy.

Notably, these include the 2008 Framework Decision on combating racism and xenophobia, the Directive
on combating violence against women and domestic violence, the Directive on procedural safeguards

b. Note:in the following sections of this chapter, the terms ‘children’ and ‘minors’ appear as they are used in specific
legislative instruments.
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for children who are suspected or accused in criminal proceedings, the Victims’ Rights Directive, and the
Commission Recommendation on integrated child protection systems.

Preventive policies, such as digital education and literacy (including Al literacy), well-being education,
and support for minors, caregivers and educators, are examined in chapter 4 which focuses on children’s
and adolescents’ empowerment online.

DIGITAL SERVICES ACT (DSA) AND THE GUIDELINES
ON THE PROTECTION OF MINORS

The Digital Services Act (DSA) lays down fully harmonised rules for the provision of intermediary services
to create a safe, predictable and trusted online environment that respects users’ rights, in particular for mi-
nors. The DSA was adopted in 2022 and became fully applicable to Very Large Online Platforms (VLOPs)
and Very Large Online Search Engines (VLOSEs)s on 25 August 2023. The DSA became applicable to all
other services in its scope on 17 February 2024.

Amidst the rise of digital services, which have become an important part of our daily lives in the digital
era, the DSA develops the fundamental principles enshrined in the e-Commerce Directive since 2000
to address new risks and challenges for minors today online and to promote responsible behaviour by
digital services providers.

Ultimately, the DSA seeks to create an online environment where everyone can enjoy their fundamental
rights. This includes by imposing obligations on online platforms to ensure a high level of privacy, safety
and security for minors onlineZs,

........

Specifically, the DSA regulates providers of intermediary services. These are digital services that facilitate
the hosting of third-party content and interactions online. The definition of intermediary services spans
providers merely transmitting information (for example, internet service providers), services ‘caching’
(transmitting information with temporary storage), including network operators; and hosting data at the
request of users (for instance, cloud providers and online platforms).

As examples, intermediary services include all online platforms, such as online marketplaces, social media,
online games or video games where users can play and create their own content (unless these features
are just minor ‘add-ons’ to an existing video game), app stores, video-sharing and streaming sites, and
online platforms where users can view, post and share content.

The DSA does not apply to private or direct (interpersonal) messaging services or features, or to digital
services without an intermediary functiond. To ensure proportionality, some of the obligations the DSA
imposes on online platforms do not apply to providers of online platforms which qualify as micro or small
enterprises due to their revenue and number of staff. This exception does not apply if these services are
designated as VLOPs in view of the number of their users.

c. Under the DSA, VLOPs and VLOSEs are defined as services with over 45 million monthly active users in the EU.

d. An'‘intermediary function’ refers to services that facilitate third-party content between different recipients of that service.
Examples of non-intermediary services would include online retailers, many video games without third party interactions
or content creation, or individual websites or apps.
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Enforcement

................

The DSA empowers the Commission to open formal investigations against the largest platforms based
on a wide range of risks to minors, while maintaining flexibility to react to new risks and technological
developments. Investigations must at all times comply with due process and all other necessary legal
safeguards for companies.

Given the DSA's fully harmonised rules, which is a directly applicable Regulation, EU Member States can-
not adopt or maintain national legislation duplicating the DSA or imposing obligations on intermediary
service providers. This includes imposing age verification obligations on online platforms.

This would affect the direct and uniform application of the rules across the Single Market. National law, in
compliance with Union law, can however prescribe a minimum age to access certain products or services,
as also indicated in the Commission guidelines on the protection of minors.

The DSA's enforcement is based on a system of shared supervisory and enforcement powers between
the national and EU levels. For VLOPs and VLOSEs (see below), the Commission has exclusive powers to
supervise these providers.

VLOPs and VLOSEs

.......................

Under the DSA, additional obligations apply to Very Large Online Platforms (VLOPs) and Very Large Online
Search Engines (VLOSEs)e given their extensive reach and influence. These obligations address concerns
about the widespread risks these services have the potential to cause, which is matched by the highest
standard of due diligence.

Under the DSAZ VLOPs and VLOSEs must proactively identify, assess and mitigate real and foreseeable
systemic risks stemming from the provision of their services, including risks affecting minors. For platforms
with less than 45 million monthly users, national authorities in the EU Member State where the company
has its establishment are responsible for enforcing the DSA.

VLOPs and VLOSEs must put in place reasonable, proportionate and effective measures to mitigate iden-
tified risks. This may include adapting the design, features and functioning of their services, as well as
adapting algorithmic systems deployed as part of their services. VLOPs and VLOSEs must provide at least
one option for each of their recommender systems to users that is not based on profiling.

Given the need to ensure verification by independent experts, providers of VLOPs and VLOSEs are ac-
countable through independent auditing for their compliance with the obligations under the DSA.

e.  Forthe full list of designated VLOPs and VLOSEs, see: European Commission (2026). Supervision of the designated very
large online platforms and search engines under DSA.
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cee

..............................................

The DSA guidelines on the protection of minors set the enforcement benchmark to ensure all online plat-
forms accessible to minors have a high-level of privacy, safety and security for minors using their services.

The guidelines’ main recommended measures include;

/l

I/

/i

/i

/l

/l

/i

Set minors’ accounts to the highest level of privacy, safety and security by default, such as geolocation
and recommendations of other accounts.

Set up age verification where certain products or services pose a high risk to minors (for example, ac-
cess to pornographic content) and where those risks cannot be mitigated by less restrictive measures.
Clearly define what the platform considers as content and behaviour that is harmful for minors. This
includes any content and behaviour that is illegal under EU or national law. Communicate information
concerning these standards and expectations. Establish moderation policies and procedures that set
out how content and behaviour are detected and moderated to limit minors’ exposure to it.

Prevent unknown accounts from contacting minors and hide their personal information, data and so-
cial media content from accounts they are not connected with. As an example, two designated VLOPs
have automatically set the profiles of users under the age of 16 to private. This means that the videos
they upload can only be viewed by the people they approve.

Prohibit accounts from downloading or taking
screenshots of content posted by minors to
prevent sexual extortion.

“Make the Article 28
Guidelines of the
Digital Services Act
mandatory for digital
providers. This

Modify recommender systems to lower the
risk of minors encountering harmful content or
getting stuck in so-called ‘rabbit hole’ effects,
in which minors are exposed to prolonged
chains of content related to eating disorders,

self-harm or suicide.

Put safeguards around Al chatbots integrated
into online platforms. Warn minors that interac-
tions with an Al feature are different from hu-
man interactions and that information provided
by such features may be factually inaccurate or
misleading.

Introduce measures to improve moderation
tools. Ensure that user reporting, feedback
and complaint mechanisms are effective, vis-
ible, child-friendly and easily accessible. En-
sure such mechanisms allow reporting and
feedback on all relevant elements of minors’
experience on the platform.

would be effective,
legitimate, consistent
with existing law

and regulation, and
most importantly,

a crucial means of
respecting children’s
rights in the digital
environment.”

— SONIA LIVINGSTONE,
PROFESSOR AT LONDON SCHOOL
OF ECONOMICS AND POLITICAL
SCIENCE, AND MEMBER OF THE EU
KIDS ONLINE NETWORK
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J/ Set minimum requirements for parental control tools. These tools should be age-appropriate, easy
to use, access and activate. They should also be interoperable, effective and not disproportionately
restrict minors’ rights to privacy or access to services.

/I Introduce user support tools. This includes directly visible warning messages, links to relevant support
lines or other sources when minors search for, upload, generate, share and receive content that is
potentially illegal. Options could also be deployed to retain control of minors’ experience by restricting
interactions and contacts.

J/ Ensure minors are protected against economically exploitative practices. Minors must not be exposed
to practices and techniques that can cause excessive or unwanted spending or addictive behaviours
(for example, paid ‘loot boxes’).

/| Establish governance practices, including internal policies, processes, roles and responsibilities to
foster a culture of safety for minors on their service.

J| Ensure that all information, warnings and any other communication are child-friendly, age-appropri-
ate, easy to understand and accessible for all minors, as well as presented clearly and at the relevant
point of use. More generally, under the DSA all users including minors are protected by minimum
requirements (for instance, online platforms must make their terms and conditions understandable
in the local EU language, so that users, including minors, are aware of the terms and conditions they
are accepting).

...........................

The DSA guidelines adopt a risk-based approach, as different online platforms may pose different types
or levels of risks for minors. The guidelines recognise that these risks may vary depending on the size,
reach and type of platform, its nature, intended or current use, features and user base, its impact on chil-
dren’s rights, and other rights and freedoms. Platforms should consider these factors when applying the
guidelines.

In line with this risk-based approach, the guidelines set out how providers should meet obligations to
provide a high level of privacy, safety and security for minors in a proportionate and appropriate manner.
Providers should consider the impact of the protective measures they take on children’s rights and other
rights and freedoms, grounding such measures on the highest available standards, the perspective and
rights of children. In this context, the precautionary principle should be applied when there is indication
that a practice, feature or design choice poses risks to children, until there is evidence that they are not
harmful.

.........................................

Concerning advertising, the DSA prohibits providers of online platforms from presenting advertisements
based on profiling using the personal data of minors when they are aware with reasonable certainty that
the recipient of the service is a minor.

The DSA also prohibits ‘dark patterns’. This refers to the way online interfaces are designed to persuade
or manipulate users into making certain choices against their interests. The prohibition of dark patterns
applies in situations not already covered by consumer law (the Unfair Commercial Practices Directive
(UCPD)) and data protection rules (the General Data Protection Regulation (GDPR)).
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...................

The DSA also facilitates the reporting of illegal content (such as illegal hate speech and child sexual
abuse material) and goods by users by mandating user-friendly flagging systems, including for minors.
Civil society organisations, which are experts in detecting certain types of illegal content online, can be
granted the status of ‘trusted flagger’.

Trusted flaggers’ notices of illegal content to platforms are treated with priority. Currently, more than 70
organisations have been designated as trusted flaggers by Digital Services Coordinators, representing
areas of expertise from the protection of minors online, scams and fraud, to the fight against counterfeited
products.

GENERAL DATA PROTECTION REGULATION (GDPR)

The General Data Protection Regulation (GDPR) takes a risk-based approach to the processing of person-
al data. The greater the risk that processing personal data poses to the rights and freedoms of individuals,
the more stringent the obligations imposed on data controllers and the stronger the safeguards that must
be put in place.

The GDPR specifically provides that children merit specific protection. Where an online service is ac-
cessed by children, there is a requirement to ensure that specific data protection measures are in place
to ensure an appropriate level of protection against the risks posed by their use of the service. The
Regulation recognises that children may not be fully aware of the risks and consequences of how their
personal data will be used.

.......................................

Organisations processing data are required to adhere to data protection principles, which are very rele-
vant for protecting children online. For example, the data minimisation principle requires organisations to
minimise the amount of children’s data collected and its subsequent use.

The principle of purpose limitation requires that when children’s data is collected for one purpose it
should not be used by the organisation for any other purpose. The integrity and confidentiality principle
requires that the organisation should take appropriate security measures to protect the child’s data from
unlawful or unauthorised use.

Another important measure is the obligation for organisations that collect and use personal data is to
comply with the data protection by design and default obligationZZ, This requires data protection meas-
ures to be built into the service from their design and that the highest privacy settings are used by default.

These requirements also demand that the organisation takes appropriate technical and organisational
measures to protect minors. Compliance with this principle may require different measures, depending
on the service offered and the risk to the data subject. Measures could include:

/| ensuring children’s personal data is not systematically shared with third parties;

J| ensuring children’s identity or contact information is not made available to others without parental
consent;
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/| turning off geolocation by default;

/I avoiding ‘nudging’ techniques that encourage or incentivise children to provide unnecessary
information.

The GDPR also sets down specific transparency requirements for children. It requires that, where children
use a product or service that processes their personal data (for example, if they have an account with a
particular service), it must provide easily accessible explanations in clear and plain language of how the
child’s personal data will be used.

This is particularly important as some children are not aware of what is meant by their personal data (for
example, photographs and video) and that their data may be used for purposes, such as tailoring targeted
advertisements and in-app experiences.

.............

A core safety feature of the GDPR is that the organisation processing personal data (the data controller)
must have a legal basis to do so. It must rely on one of the six legal bases established under the GDPR2E,
There is no hierarchy when it comes to the six legal bases provided. Data controllers should choose the
most appropriate ground, taking into account the requirements of each of the different legal bases.

One of these legal bases is consent. Consent must be freely given, specific, informed, and unambiguous,
expressed through a clear affirmative action, and individuals must be able to withdraw it as easily as they
gave it22 Consent cannot be freely given if children have no real choice or feel compelled to consent.
For consent to be informed, the controller must explain in clear and plain language accessible for children
how it intends to process the data it collects?,

When consent is relied upon as the legal basis by an ‘Information Society Service’f (such as social media
platforms and video games), children can provide their consent to process their personal data starting
at 16 years of age.

The GDPR provides the option for Member States to lower this age anywhere between 13 and 16. Where
the child is below 16, the processing is lawful if consent is given or authorised by the holder of parental
responsibility.

Member States have established different age ranges when consent is relied upon by Information Society
Services. As of figures available at the end of 2025, 7 Member States have set 13 as the minimum age for
consent, 6 Member States at 14, 5 Member States at 15, and 9 Member States at 16.

In accordance with the principle of accountability, a data controller needs to be able to demonstrate
that they have complied with the GDPR. This includes by ensuring that the consent they have obtained
is valid. Nevertheless, in practice, it can be difficult for a controller to ensure that the consent obtained
by the holder of parental responsibility, where applicable, is valid. It may be difficult to validate that the
individual providing consent for the child has the legal authority to do so.

f. Most online services are considered an Information Society Service. This includes apps, search engines, social media
platforms, online messaging or internet-based voice telephony services, online marketplaces, content streaming
services (for example, video, music or gaming services), news or educational websites, and any websites offering other
goods or services to users over the internet. See: Article 4(25) GDPR.
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Furthermore, in accordance with the principle of data minimisation, a controller should only process the
data necessary for this purpose and should avoid processing sensitive personal data (such as documents
indicating sensitive care arrangements) to adequately demonstrate valid consent.

However, the requirement to obtain the consent of the holder of parental responsibility does not apply
when data are processed under another legal basis, such as contract or legitimate interest (see below).
This means that when a social media company relies on one of these grounds to process children’s data
(for example, to set up their account to access the service and their interactions on the service), the ad-
ditional safeguards that come with processing children’s data based on consent do not apply.

When an organisation processes personal data based on a contract, it is for each Member State to fix the
age when a child can enter a contract.

Another ground that online services rely on is legitimate interest. This refers to the processing of a child’s
personal data for the purposes of the legitimate interests of the controller or of a third party, except where
those interests are overridden by the interests or fundamental rights and freedoms of the individual. Le-
gitimate interest is not a ‘default’ legal ground for processing.

When controllers rely on legitimate interest to process children’s personal data under the GDPR, in ac-
cordance with the accountability principle, they must ensure that they meet all the requirements of Article
6(1)(f) of the GDPR before carrying out the processing2. One of these requirements is that the controller’s
legitimate interests must not be overridden by the child’s interests or fundamental rights and freedoms24!,

The CJEU has noted that, when a controller is carrying out such an assessment, it is necessary to pay
particular attention to the situation where the data subject is a child. It noted, in accordance with recital
38 of the GDPR, children merit special protection. In addition, the CJEU has stated that such specific
protection should apply to the processing of children’s personal data for marketing purposes or creating
personality or user profiles, or offering services aimed directly at children242,

Controllers should also consider the extent and intensity of any interference with the child’s rights and
freedoms. They should be able to demonstrate that the children’s best interests were taken into account
as a primary consideration and that appropriate safeguards have been implemented?2, The best interests
of the child should be a primary consideration when balancing any competing interests.

Controllers should also consider a child’s reasonable expectations as to how their personal data will be
used. The expectations of the child may also vary depending on the age of the child?4. Depending on
the complexity of the processing, a child’s limited ability to understand data processing increases the risk
of unexpected or disproportionate consequences of the processing.

It is noted that the European Data Protection Board (EDPB) considers that certain types of data process-
ing operations, such as extensive profiling and targeted advertising activities?2, subject to certain limited
exceptions, will generally not align with the obligation to ensure the specific protection of children24é,

Where a controller’s legitimate interests conflict with a child’s interests or fundamental rights and free-
doms, the child’s interests and rights should generally take precedence. Where this is not possible, a
controller should rely on another legal basis to process the data or cease processing the data.

g. Asconfirmed by the CJEU, Article 6(1)(f) GDPR imposes three cumulative conditions, for the processing to be
lawful: “first, the pursuit of a legitimate interest by the data controller or by a third party; second, the need to process
personal data for the purposes of the legitimate interests pursued; and third, that the interests or fundamental
freedoms and rights of [the data subject] do not take precedence”. See: Case C-252/21, Meta v. Bundeskartellamt
(ECLI:EU:C:2023:537), paragraph 106.
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Other relevant provisions

...............................

The GDPR also provides increased protection for children regarding the right to erasure, taking into
account that the child may not have been fully aware of the risks involved in the processing and later
wants to delete this datai. It also provides that children should not be subject to profiling or automated
decision-making8 and provides specific protections for children when marketing to them?242,

The European Data Protection Board (EDPB) has held that “organisations should, in general, avoid profiling
children for marketing purposes [...] and that such profiling should be permitted in very limited circum-
stances such as where it is necessary to protect the welfare/well-being of the child"22,

The GDPR also sets down the circumstances under which a Data Protection Impact Assessment (DPIA)
is required. This requires organisations to assess the risks associated with the proposed processing of
users’ personal data, and where necessary, to reduce the risk posed to users including children. The risk
assessments should consider the varying ages and developmental needs of child users.

Risk assessments for children should also consider risks arising from the processing of children’s personal
data to their general well-being. This includes any physical, mental or financial harm they may face as a
result of the processing. The principle of the best interests of the child must be one of the main primary
risk evaluation tools when carrying out a DPIA concerning the processing of children’s personal data.

Where the risk is still high after the proposed measures are put in place, the organisation is required to
consult their Data Protection Authority (DPA). The DPA is required to provide written advice, and can also
utilise any of its powers, including issuing a ban on processing where the risks are too high and cannot
be adequately mitigated2s!,

ARTIFICIAL INTELLIGENCE ACT (AI ACT)

In addition to the DSA, the Artificial Intelligence Act (Al Act) lays down a comprehensive legal framework
for the regulation of artificial intelligence (Al) in the EU. The Al Act has an important role in strengthening
the protection of children’s rights by imposing safeguards to protect health, safety and fundamental rights
when developing and deploying Al. The Al Act follows a risk-based approach and introduces rules for Al
systems based on the possible level of risk they can pose.

Several Al use-cases with significant impact on children’s rights are classified as high-risk under the Al Act,
such as when used in the domain of education and vocational training. High-risk Al systems must meet
certain requirements to ensure they are safe and trustworthy, such as risk management, transparency and
human oversight. In particular, the risk management system of a high-risk Al system needs to consider if
there is a likelihood of adverse impact on persons under the age of 18.

When assessing the impact on fundamental rights of the specific use of a high-risk Al system®, certain
deployers of such systems need to consider the categories of people and groups which are likely to be
affected using the system, which may include children. The European Commission has published for
public consultation draft Guidelines on the classification of high-risk Al systems which include examples
of which practices fall in or outside the scope of the Al Act22,

h.  The obligations for high-risk Al systems, as agreed in the Omnibus on Al, will start to apply in December 2027 (for stand-
alone Al systems, such as certain Al systems in education) and August 2028 (for Al systems embedded in regulated
products, for example toys).

85



CHILD SAFETY ONLINE // CHAPTER 03

Moreover, due to the evolving nature of Al systems, co-legislators have quickly agreed on the Digital Om-
nibus on Al to further strengthen rules that also contribute to better protection of minors. In particular,
the new rules prohibit Al systems that generate non-consensual, sexually explicit and intimate content
or child sexual abuse material, such as Al ‘nudification’ apps. The obligations for high-risk Al systems, as
agreed in the Omnibus on Al, will start to apply in December 2027 (for stand-alone Al systems, such as
certain Al systems in education) and August 2028 (for Al systems embedded in regulated products, such
as toys).

........................

The Al Act prohibits Al practices that manipulate, deceive or exploit the vulnerabilities of children. These
prohibitions aim to prevent Al systems from manipulating minors or exploiting cognitive and other limita-
tions that children may have in taking decisions that they would not have otherwise taken, and to protect
them from harmful undue influence, manipulation and exploitation.

These prohibitions became applicable on 2 February 2025. The Commission has published guidelines
on prohibited Al practices, which include examples of which practices fall in or outside the scope of the
Al Act2s3,

An example of a prohibited Al practice is an Al-enabled application that encourages minors to complete
increasingly risky challenges, such as climbing furniture, exploring high shelves, or handling sharp ob-
jects, in exchange for digital rewards and virtual praise. Such systems exploit children’s vulnerabilities by
abusing their natural curiosity and desire for rewards, and risk causing them significant harm.

Another example of a prohibited Al practice is games designed to be highly addictive by exploiting
vulnerabilities inherent to children and adolescents (including a lack of self-control). Such games use
Al to analyse children’s individual behaviour and preferences, based on which it creates personalised
and unpredictable rewards through addictive reinforcement schedules and dopamine-like loops. This
encourages excessive play and compulsive use.

These games are designed to be (or have the effect of being) highly addictive, exploiting the vulnerabil-
ities inherent to children. This includes their limited ability to understand long-term consequences, their
susceptibility to pressure, a lack of self-control, and inclination towards instant gratification.

..................................

For the most performant general-purpose Al (GPAI) models with systemic risk, the Al Act imposes specific
risk-assessment and mitigation obligations. To comply with these rules, most leading providers of GPAI
models have signed the GPAI Code of Practice?34.

GPAI providers must assess and mitigate concrete risk scenarios. This may include the dissemination of
illegal, false or discriminatory content risks from illegal, violent, hateful, radicalising, or false content, and
report the results of this risk management process to the European Commission before market placement.

Part of the mitigation measures providers of GPAl models need to take are monitoring and filtering the
model’s input and/or inputs. This includes the prevention of generating harmful content. The obligations
for general-purpose Al models became applicable on 2 August 2025.
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..............................

To help avoid fraud, impersonation and deception, the Al Act imposes transparency obligations for pro-
viders and deployers of certain Al systems222, Under the Al Act, providers need to ensure that Al systems
that are intended to interact directly with people (such as chatbots) are designed and developed in a way
that people concerned are informed that they are interacting with an Al system, unless this is obvious.
This obligation applies in any case for chatbots interacting with children.

Disclosure does not fully address the risks of emotional dependency. However, the interactive and often
engaging nature of these systems makes it essential that users are explicitly made aware that they are
engaging with an Al system, programmed to enhance their engagement, rather than a person.

............................

An obligation on providers and deployers of generative Al systems is to mark and enable detection when
content, such as images, audio or video, has been artificially generated or manipulated, and to label
deepfakes and certain Al-generated publications on public matters.

Deployers of an emotion recognition system or a biometric categorisation system must inform people
exposed to the operation of the system. The European Commission is facilitating compliance with these
obligations through, among others, the publication of a Code of Practice on marking and labelling of
Al-generated content22, and guidelines that are currently in preparation after being published for public
consultation25Z, Obligations regarding the transparency requirements will apply as of 2 August 2026.

AI companions

...................

Al companions are gaining increasing popularity among children, and certain risks associated with their
use have been identified. Under the Act, the classification of Al companions and similar chatbots depends
primarily on their intended purpose, functionality and context of use.

Depending on these factors, an Al companion may constitute a prohibited practice (for example, in cases
involving the exploitation of children’s vulnerabilities in significantly harmful ways). They may also qual-
ify as a high-risk Al system (for instance, where it incorporates emotion recognition functionalities or in
certain use cases in the context of education). Finally, they may be subject to transparency obligations
requiring that users be informed they are not interacting with a person.

CONSUMER PROTECTION INSTRUMENTS

When addressing the harms children face in the digital environment, it is important to note the criminal
liability and civil and product liability approaches.

Criminal liability could address the prohibition and punishment of specific harmful conduct, such as the
distribution of child sexual abuse material or online grooming and relies on State prosecution and penal
sanctions. While indispensable for the most serious offences, the prosecution of criminal offences is pri-
marily reactive. It normally happens after harm has occurred, identifies and targets individual wrongdoers,
rather than the systemic conditions that enable harm. However, the criminalisation of certain behaviours
also contain important preventive and anticipatory elements.
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A civil and product liability approach, on the other hand, could provide preventive and compensatory
measures between different private parties. It is concerned with the allocation of rights, duties and re-
sponsibilities among private parties, including the companies that design and operate social media and
other digital services, and with providing remedies where those duties are breached.

Consumer protection legislation plays a key role in civil and product liability cases. Importantly, this per-
spective allows regulators and private litigants to challenge the design choices by online service provid-
ers. It is this product liability perspective that has driven the most consequential recent legal develop-
ments in the United States.

In the United States, one of the recent cases on addictive designs on platforms is grounded in consumer
law. A New Mexico jury ruled in March 2026 that Meta, as an operator of its online platforms, wilfully vio-
lated consumer protection laws, ordering the company to pay USD 375 million.

The case was brought by the State Attorney Gen-
i1
Plat:Eorms ShOUld gIOW eral under unfair practices legislation, targeting

Wl'th -the Chlld . [] platform design and safety practices, inc?luding
recommendation systems that exposed minors to

Any recommender system predators. The jury found the company had misled
serving a minor must consumers about the safety of its services, while

internal documents demonstrated awareness of
be optimised for that harm.
child’'s well- being ’ In parallel, in Los Angeles, the first ‘social media
17 addiction’ bellwether trial resulted in a jury find-
not :EOI en gageme nt. ing against Meta and YouTube on claims, including
— GABRIELE BATTIMELLI, negligent design and failure to warn. The case is
BIK+ AMBASSADOR FROM ITALY based in private tort law. The court explicitly iden-
tified features, such as infinite scroll, algorithmic
feeds, autoplay and engagement-maximisation mechanisms, as contributing to harm suffered by a minor.
The ruling recognises that addictive design features may constitute actionable product defects, particu-
larly where companies are aware of risks and fail to mitigate them.

In the EU, EU consumer protection law applies to children as a category of vulnerable consumers through
several instruments. It acts as a horizontal ‘safety net’ applying to all traders, goods or services directed at
consumers, including in the digital environment, irrespective of the business model or the technologies
used.

Existing EU consumer protection rules, in particular the Unfair Commercial Practices Directive (UCPD),
recognise children as vulnerable consumers requiring enhanced protection. The UCPD prohibits mislead-
ing and aggressive commercial practices that exploit children’s credulity or lack of experience.

It also prohibits exhortation to children to buy advertised products or to persuade parents to buy those
products for them. As explained in the UCPD Guidelines28, dark patterns, spending or attention maxim-
ising features (for example, unclear in-app currencies) or unfair influencer marketing can also amount to
unfair commercial practices. Despite this, the Digital Fairness Fitness Check2 found that consumers in
general and children and teenagers in particular need enhanced protection online.
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The Consumer Rights Directive (CRD) imposes pre-contractual obligations, for instance transparency
about pricing, the identity of the trader, or the right of withdrawal. While not child-specific, it applies to all
digital transactions (for example, the purchase of in-game virtual currencies), including those involving
minors.

Moreover, the Unfair Contract Terms Directive (UCTD) renders non-individually negotiated contract terms
unfair and non-binding if they create a significant imbalance to the consumer’s detriment. This includes
when the consumer is a minor.

Finally, the General Product Safety Regulation (GPSR) requires all consumer products in its scope, includ-
ing connected products, to be safe. The scope of this Regulation is broad so that it can act as a safety net
for all products placed or made available on the EU market.

When assessing the safety of products, manufacturers need to consider the categories of consumers
using the product, by checking the risk for vulnerable consumers such as children. They also need to
take risk mitigating measures accordingly. The Regulation focuses on protecting both the physical and
mental health of consumers, which can be relevant for example for apps or chatbots popular with minors.

PRODUCT LIABILITY DIRECTIVE (PLD)

The Product Liability Directive (PLD) is a harmonised civil liability framework that ensures that victims of
defective products can claim compensation from the producer in case of harm. The new PLD entered into
force on 8 December 2024 and must be transposed by Member States by 9 December 2026.

The revised PLD keeps the fundamentals of the original PLD intact. It is up to the victim to prove that a
product is defective and that there is a causal link between defectiveness and the specific harm suffered.
The revised PLD clarifies the scope of application to cover software, including applications, operating
systems and Al systems, specifies liability rules in case of a substantial modification to products giving
them a ‘second life’.

It also clarifies that compensable damage under the PLD can include medically recognised mental harm.
The PLD also adapts liability rules to increasingly complex global value chains, by ensuring that at least
one liable economic operator established within the EU can be identified (including potentially platforms).

The new PLD provides a pathway for compensation in cases where defective digital products cause harm
for children. For instance, a child who develops depression due to the addictive design of an application,
or who engages in self-harm following unsafe responses from a chatbot, may now be entitled to com-
pensation under the PLD.

AUDIOVISUAL MEDIA SERVICES DIRECTIVE (AVMSD)

The AVMSD is the central piece of EU media legislation regulating audiovisual content. It sets sector-spe-
cific obligations on audiovisual media services and on Video-Sharing Platforms (VSPs) for the protection
of minors from harmful audiovisual content.

Under the AVMSD, VSPs, irrespective of their size, must include the EU media content standards in their
terms and conditions. This includes those aiming to protect minors from content which may impair their
physical, mental or moral development. They are also required to take appropriate measures (for exam-
ple, mechanisms to report or flag harmful content, age verification, parental controls and content rating
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systems) to prevent minors from viewing harmful audiovisual content. The most harmful type of content,
such as pornography or gratuitous violence, must be subject to the strictest measures to prevent minors
from viewing harmful content.

The ongoing evaluation and upcoming review of the AVMSD planned for quarter three of 2026 will have
a strong focus on the protection of minors as vulnerable viewers online. It will consider the relevance of
the current rules and identify potential shortcomings in existing legislation. This will include assessing
whether more should be done to ensure viewers, especially minors, are adequately protected when they
view audiovisual content online. This includes content made available by influencers, considering market
and regulatory developments. These developments and changing viewership habits are creating chal-
lenges that may put viewers, in particular minors, at risk.

New threats and risks have emerged in the online environment and have resulted in minors’ increased
exposure to harmful audiovisual content, such as cyberbullying, eating disorders, and the encouragement
of suicide or self-harm. The review will consider if further specification of the concept of audiovisual harm-
ful content is needed, and what measures are necessary to ensure minors do not watch such content.

POLITICAL ADVERTISING REGULATION (PAR)

The Political Advertising Regulation (PAR) establishes transparency and due diligence obligations for the
provision of political advertising services. The Regulation introduces specific requirements for the use of
targeting and ad-delivery techniques in online political advertising that rely on the processing of personal
data. The Regulation fosters the protection of minors, while enabling equal conditions for first-time voters.

On the one hand, the PAR prohibits the use of profiling which involves the processing of the personal
data of minors that are known to be at least one year under the national voting age. On the other, the
Regulation allows transparent political advertising to reach first-time voters, allowing them to exercise their
democratic choices in an informed way.

PROTECTION AGAINST CHILD SEXUAL ABUSE
AND EXPLOITATION ONLINE

Online child sexual abuse and exploitation are among the most harmful risks that children and adoles-
cents may encounter in the digital world. Perpetrators are adults, but also other minors. Children and
adolescents need to be informed about risks, including sexting and sextortion, and potential legal con-
sequences for perpetrators.

Victims exploited by relatives and caregivers often need child protection measures based in civil law,
coupled with social work and safe placement. Many victims may need psychotherapy.

Measures protecting children against child sexual abuse and exploitation online are part of the criminal
law dimension of child protection, which sit at the intersection of EU and Member State competences.

By determining certain content that is either in itself or related to an activity illegal, these instruments
also lead to the relevant due diligence provisions under the DSA. They address illegal content becoming
applicable and provide an effective framework against the dissemination of such content.
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The European Commission has taken steps to prevent and combat child sexual abuse online. In 2022,
it presented a proposal for a permanent and comprehensive EU regulatory framework to prevent and
combat child sexual abuse. This is comprised of obligations on online service providers to prevent the
dissemination of child sexual abuse material and the grooming of children on their services. Only when
prevention measures are not sufficient, online service providers could be obliged to detect, report, re-
move or block child sexual abuse online.

Under the proposal, competent national authorities would be empowered to request the issuance of
detection, removal or blocking orders by judicial or independent administrative authorities. The orders
would only be issued following a thorough assessment of their necessity and proportionality.

The proposal also foresees the establishment of a new EU Centre to prevent and combat child sexual
abuse to assist digital services providers and authorities in complying with their obligations under the
Regulation. Negotiations on the Regulation are ongoing. The European Commission is supporting the
European Parliament and the Council in reaching an agreement that ensures the effective protection of
children in full respect of all fundamental rights concerned, as well as coherence with existing legislation,
notably the Digital Services Act (DSA).

In parallel, the recent agreement by the co-legislators of the Recast of the Child Sexual Abuse Directive
has further strengthened the EU framework against child sexual abuse and exploitation, both online and
offline. The revised rules update the existing framework to ensure that new threats, like Al-generated child
sexual abuse material, grooming and sextortion, live streaming of child sexual abuse, are criminalised and
effectively prosecuted.

The revised rules will also reinforce the legal framework to prevent child sexual abuse and assist victims.
This will be achieved by imposing background checks for people working in close and direct contact with
children, or by ensuring victims can seek prosecution for a sufficient period after the offence has been
committed.

In addition to legislative initiatives, the EU also takes non-legislative actions, such as funding and facili-
tating coordination and cooperation. For example, the Network for the Prevention of Child Sexual Abuse
brings together fifty experts to exchange best practices, inform research, and support the development
and implementation of rigorously evaluated prevention measures for child sexual abuse, including online.

Criminal law is necessary to combat child sexual abuse, but it cannot be the only tool addressing this
horrible crime effectively. The protection of children from sexual abuse and exploitation requires a
whole-of-society approach. This should involve public authorities, law enforcement, judicial authorities,
education institutions, civil society organisations, families, communities and social media and other digital
services providers. Effective prevention and responses to these crimes do not solely depend on robust
legislative measures, but on coordinated efforts and cross-sectoral, multi-layered action.
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PREVENTING RADICALISATION

The EU Terrorist Content Online Regulation protects vulnerable populations, including children, from
exposure to radicalising material online. The Regulation requires hosting service providers to remove
terrorist content within one hour of the receipt of a removal order from a competent national authority.

This is complemented by several non-legislative initiatives. One such measure is the EU Internet Forum.
The Forum is a public-private platform which brings together EU Member States, law enforcement author-
ities, industry and civil society to coordinate responses against abuse. This includes the exploitation of
online platforms by terrorists, violent extremists, as well as other malicious actors, such as those grooming
children for the purpose of sexual abuse, drug trafficking, organised crime, trafficking in human beings,
or migrant smuggling.

Children across the EU are at risk of falling victim to and being recruited into crime, both online and offline.
The European Commission is currently developing an action plan on the protection of children against
crime. This is expected to complement existing instruments by identifying remaining gaps and to provide
a more coherent and coordinated approach to improve the protection of children from crime, both as
victims and perpetrators, online and offline.

ACTION PLAN AGAINST CYBERBULLYING

Cyberbullying is a growing problem for children and adolescents in the online world, with substantial
impacts on children’s mental health and well-being, participation and development.

To address its concerning prevalence, in March 2026 the European Commission adopted the Action Plan
against Cyberbullying®2. The Action Plan aims to prevent cyberbullying, to facilitate its reporting and
ensure effective support for victims. Under the Action Plan, EU Member States are encouraged to take
complementary action at the national level.

This includes the development of national anti-bullying strategies, strengthening prevention and early
detection in schools and other settings where children spend time. Improving support services for victims
and ensuring reporting systems relate to appropriate legal, social, psychological and educational support
are other important areas for action under the Action Plan.

Alongside this, the Commission Recommendation on developing and strengthening integrated child
protection systems in the best interests of the child®! invites EU Member States to take all appropriate
legislative, administrative, social and educational measures to prevent and protect children from bullying,
including online. This includes through the development of comprehensive anti-bullying plans.

EU AGE VERIFICATION SOLUTION

Alongside existing legislation, the European Commission has built and is expanding an operational toolkit
for age verification to protect children and adolescents online and to limit their exposure to harmful
content. This toolkit offers networks, platforms, technical solutions and channels to protect and empower
minors online.

The Commission has developed an EU Age Verification Solution that is robust, user-friendly and priva-
cy-preserving. To this end, a blueprint has been made available to Member States for customisation and
implementation. When customised, it can take into account different age brackets. Member States can
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publish the solution as a stand-alone app and/or integrate it as an age verification functionality in their
EU Digital Identity Wallets. The solution is open source, so third countries or market players can also take
up the solution and further develop it.

The EU Age Verification Solution could be a suitable tool to apply age restrictions in practice, if it is
accompanied by appropriate options for minors to prove their age. EU Member States apply varying
approaches to the use and issuance of identity documents or elDs, and not every minor may have their
own passport. As such, the nomination of trusted proof-of-age providers who can issue proof of age for
the required age is essential for the effective functioning of age verification in the EU.

To accelerate this process, the European Commission issued a Recommendation on establishing a com-
mon framework for EU-wide Age Verification technologies. As part of the Recommendation, the Com-
mission is defining an EU Age Verification Scheme in cooperation with Member States. The Scheme will
detail requirements concerning the trust model, governance and requirements to be fulfilled by providers
of the proof-of-age attestations and age verification solutions.

The Recommendation encourages EU Member States to make use of the EU Age Verification blueprint, to
adapt it to their national contexts, and to make age verification solutions available by 31 December 2026
based on the blueprint.

Member States were further invited to submit an implementation plan to the Commission by 30 June
2026 to outline how they intend to make an EU age verification solution available. Member States are
encouraged to collaborate with one another and to engage with the European Commission, researchers
and civil society in the roll-out of their national solutions. The challenges for age verification, including
possible risks of regulatory fragmentation across the EU, are explored later in this chapter in the section
‘Unfinished business’.

Results of existing enforcement

Existing EU legislation is only as effective as its enforcement. The DSA introduced a fundamentally new
enforcement architecture, centralised at the Commission for the largest platforms and combined with
national enforcement through Digital Services Coordinators. This architecture is now producing decisions,
proceedings and visible compliance changes, and a track record is starting to emerge.

The Al Act opts for a similarly adapted enforcement structure, with enforcement centralised at the Com-
mission for general-purpose Al models and most Al systems based on general-purpose Al models when
the provider of the Al system and model is the same (or within the same undertaking). The Al Act Omnibus
introduces a further innovation, with the enforcement related to Al systems designated or integrated in
VLOPs or VLOSES under the DSA also centralised at the Commission.

The GDPR is enforced by independent national Data Protection Authorities (DPAs). They continue to
produce decisions, issuing substantial fines and other corrective measures when DPAs determine that
data controllers have violated data protection rules.

The enforcement of the AVMSD is ensured by national regulatory authorities and bodies. The AVMSD
introduced requirements to ensure the institutional and functional independence of national regulatory
authorities and bodies, which have been reinforced by the European Media Freedom Act (EMFA).
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Enforcement of consumer protection laws, including the rules stemming from EU Directives and Regula-
tions, is primarily the competence of Member State authorities and courts. While the Commission does
currently not have direct enforcement powers in the area of consumer law, it coordinates and supports
Member States’ enforcement work under the Consumer Protection Cooperation (CPC) Regulation. This
establishes a cross-border enforcement cooperation framework for Member States’ CPC authorities to
address cross-border and EU-wide breaches of consumer law together.

DSA ENFORCEMENT STRUCTURE

The DSA’s enforcement structure involves direct and centralised Commission competence for VLOPs
and VLOSEs, as well as coordination and cooperation with several national authorities, notably in the
context of the European Board of Digital Services, which also counts on a specific working group on the
protection of minors.

This is a new enforcement framework which has the advantage of centralising enforcement at the Com-
mission level for the largest platforms, which operate seamlessly across borders. Some of these platforms
are among the biggest and most well-resourced companies in the world, with revenues often exceeding
the GDP of EU Member States. This framework also promotes coherent application of the rules across
the EU and down to the national level (for example, through the guidelines on the protection of minors
and case law).

The deterrence effect is substantial, with one of the largest fining powers in the world and interim meas-
ures that can lead to swift change in platforms’ practices, as shown by the commitments by TikTok and
the withdrawal of TikTok Lite in the EU%2 In the context of investigations, the European Commission has
robust enforcement tools and investigatory powers. Notably, this includes the ability to request granular,
sensitive data and information, and to conduct inspections at the premises of providers. This allows un-
precedented access to providers’ systems, design and decisions.

In extreme cases where infringement persists, causing serious and urgent harm, the Commission may re-
quest the Digital Services Coordinator (DSC) of the provider’s Member State of establishment to request
that the competent judicial authority orders the temporary restriction of access to the service24:,

Enforcement action by the European Commission has required substantial capacity building and is now
increasingly accelerating. Gradually, it is becoming more time-effective, as demonstrated by the pre-
liminary findings on TikTok concerning potentially addictive design and Meta on age assurance. The
compliance benchmarks set out in the guidelines on the protection of minors have helped to this end.

The initial outlining of the Commission’s expectations on key issues in enforcement action, including
preliminary findings and commitments, should also inform and be reflected by providers in the ongoing
practice of risk assessment and mitigation cycles. This is expected to lead to changes in platform services
before the opening of formal enforcement action is even required.

In view of the resources needed to take legal action against companies subject to Commission enforce-
ment, any enforcement framework should ensure time is also invested in ensuring procedural require-
ments and all possible precautions are taken so cases hold up in court in all degrees of judgement.

The risk-based and technology-neutral approach of the DSA is the basis for future-proof enforcement
action. This evolves, thanks to platforms’ risk assessment and audit cycles, related commitments or other
responses to enforcement actions, as well as the designation of new services. The recent opening of an
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investigation against X related to its Al system, Grok, and the non-consensual sharing of intimate images
(including those generated by Al) demonstrates how enforcement under the DSA can quickly cover new
problematic practices or features incorporated into online platforms.

Similarly, the recent designation of WhatsApp as a VLOP shows how services can fall under the scope of
the DSA, as they assume the features and characteristics of online platforms.

DSA DECISIONS AND PROCEEDINGS

The European Commission and national authorities have, in the period since the DSA entered into appli-
cation, opened or completed a series of enforcement actions concerning the protection of minors. The
decisions and proceedings below kick-started the operational benchmark against which platforms’ com-
pliance is now being assessed. This will continue to evolve as enforcement action advances, for example
to cover other services and issues, and will be informed by continuous risk assessment and mitigation,
as well as auditing cycles.

In February 2026, the European Commission adopted preliminary findings that TikTok’s potentially ad-
dictive design does not meet the DSA’s standards of protection. These findings consider that TikTok
needs to change the basic design of its service, for example by disabling key addictive features, such as
‘infinite scroll’, implementing effective ‘screen time breaks’ (including during the night), and adapting its
recommender system?244,

In March 2026, the Commission adopted preliminary findings against four very-large pornographic plat-
forms (Pornhub, XNXX, Stripchat, and XVideos) for their failure to instate proper age verification2. This
was complemented by a European Board for Digital Services coordinated action against smaller por-
nographic content platforms24s,

In April 2026, the European Commission also issued a preliminary report finding Meta in breach for failing
to prevent minors under 13 from using Instagram and Facebook24Z,

Enforcement action is also ongoing against Snapchat to investigate suspected inadequate age assurance
and default settings, insufficient protection of minors from grooming or recruitment for criminal activities,
and ineffective content moderation tools preventing the spread of information directing users to the sale
of illegal products, including drugs, and age-restricted goods2é&.

Among accepted commitments, AliExpress has agreed to a default system that limits the visibility of
products intended for adults, including automatic blurring of adult product images using Al-powered
real-time scanning24?,

At the national level, the Dutch regulator Authority for Consumers and Markets (ACM) is investigating the
video game platform Roblox in connection with possible risks faced by minors on the platform2Z,

Further proceedings on addictive design, recommender systems, the dissemination of illegal content
(including child sexual abuse material), and marketplace safeguards are open against Facebook, Insta-
gram, X concerning Grok#Z, Shein#22, and Temu?Z. An earlier investigation into TikTok Lite resulted in the
Commission’s commitment decision and the permanent withdrawal of this feature from the EU market.
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The effects of upcoming enforcement actions concerning the services and issues mentioned above
will clarify the concrete expectations of the Commission and set a high compliance bar. This will inform
changes to the service provision not only of individual online platforms under investigation, but also by
all other providers in scope of the DSA.

To leverage the full potential of the DSA, now that this enforcement architecture is up and running, it may
need to be further reinforced to ensure enforcement cases can be conducted with the necessary speed
and urgency and deliver the full effect of the DSA. To do so, all authorities involved in enforcement at the
national and EU levels should consistently have the appropriate resources to fulfil their mandate.

AI ACT ENFORCEMENT STRUCTURE

The Al Act’s enforcement structure involves direct and centralised Commission competence for enforce-
ment regarding general-purpose Al models (including GPAI models with systemic risk) and Al systems
based on general-purpose Al models, where the model and the system are developed by the same pro-
vider or a provider that is part of the same undertaking.

The Al Act omnibus introduces a further innovation, with enforcement related to Al systems designated
or integrated in VLOPs or VLOSES under the DSA also being centralised at the European Commission.
Enforcement concerning other Al systems in scope of the Al Act is the responsibility of national market
surveillance authorities.

The enforcement powers of the EU Al Office and national market surveillance authorities will become ap-
plicable on 2 August 2026. As of this date, the Al Office will enforce the rules regarding general-purpose
Al models?”, general-purpose Al systems with systemic risk222 and Al systems based on GPAI models
where the model and the system are developed by the same provider or a provider that is part of the
same undertaking, and for Al systems integrated into VLOPs and VLOSEs. The obligations for high-risk
Al systems, as agreed in the Omnibus on Al, will start to apply in December 2027 (for stand-alone Al sys-
tems, such as certain Al systems in education) and August 2028 (for Al systems embedded in regulated
products, such as toys).

GDPR ENFORCEMENT STRUCTURE

The GDPR is enforced by Data Protection Authorities in each EU Member State, which are empowered to
investigate complaints, to conduct audits, to order corrective measures, and impose administrative fines
for violations of data protection law.

When a company (data controller) processes personal data in more than one Member State, the lead Data
Protection Authority, that being the Data Protection Authority where the company has its main establish-
ment, is responsible for the supervision of that company.

The lead supervisory authority cooperates and coordinates its actions with the data protection supervi-
sory authorities of the other EU Member States where the data processing has an impact. This is called
the ‘one-stop-shop’ mechanism.

Data Protection Authorities may initiate investigations based on individual complaints, mandatory breach
notifications, media reports, or their own inquiries. Organisations found in breach of data protection rules
can face processing bans, compliance orders, or fines of up to EUR 20 million or 4% of global annual
turnover, whichever is higher.
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As laid down in the EU Charter of Fundamental Rights and reiterated in the GDPR, all Data Protection Au-
thorities must be independent. All Member States must ensure Data Protection Authorities are provided
with the human, technical and financial resources for the effective performance of their tasks and powers.

The European Data Protection Board (EDPB) brings together all supervisory authorities to ensure the
consistent application of the GDPR. It produces guidance on the GDPR’s application. The EDPB is cur-
rently working on guidelines on the processing of children’s data. The EDPB also promotes cooperation
between Data Protection Authorities.

The GDPR is technology-neutral and takes a risk-based approach. This means that organisations must
implement the relevant technical and organisational measures proportional to the risk posed by their data
processing activities.

Late last year, the GDPR Procedural Regulation was passed. It introduced new rules to improve cooper-
ation between national data protection bodies when they enforce the GDPR to speed up the process
of handling cross-border data protection complaints. In May 2025, Data Protection Authorities released
the Helsinki Statement on enhanced clarity, support and engagement. In this statement, they agreed to
enhance the consistency of the application and enforcement of the GDPR.

SELECTED GDPR ENFORCEMENT ACTIONS AND PROCEEDINGS

The GDPR has been in force since 2018. In that time, fines of over EUR 7 billion have been issued to organ-
isations for violating data protection rules?. Data Protection Authorities can use their powers to require
companies to bring their processing activities into compliance. This allows Data Protection Authorities to
engage with controllers before launching an investigation, saving time and resources.

As an example, in February 2023, the Irish Data Protection Commission engaged with Meta in relation
to tagging on Instagram. When a child wanted to tag a public account they did not follow, they would
receive the statement ‘Account couldn’t be tagged. Make your account public to tag others who don'’t
follow you’ 222

This notification also contained a ‘Go to settings’ button that took the user to a menu where they could
change their account from private to public. This configuration didn’'t warn children of the potential con-
sequences of making this change, nor did it redirect children to any frequently asked question (FAQ) or
help centre article.

Following discussions with the data protection controller, changes were made to user notifications. The
notification was updated to read ‘Account couldn’t be tagged. Your account is private, so you can tag only
your followers. You can manage your privacy in Settings’.

‘Go to settings’ was replaced with a ‘Learn more’ button that takes users to a help centre article where
they could find out how to make their user account private at any time, the differences between private
and public accounts, how users can manage privacy on Instagram, and information for parents on ‘who
can see my teen’s posts on Instagram’.

Data Protection Authorities have made multiple decisions on violations of the GDPR relating to children’s
data. They have also enacted processing bans prohibiting a controller to process data subjects’ personal
data, including children’s data until their processing was in line with GDPR requirements. A selection of
such actions is highlighted below.
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Several Data Protection Authorities have launched investigations into controllers for not complying with
the data protection by design and default principle. For example, the Irish Data Protection Commission
fined TikTok EUR 345 million, as it was found to violate several provisions of the GDPR.

This included data protection by design and default, and the data minimisation principle. The Data Pro-
tection Commission found that TikTok violated these provisions, as it made children’s accounts public to
anyone on or off TikTok by default.

The Irish Data Protection Commission also found that TikTok used dark patterns to nudge children to opt
for public accounts by default. This meant that anyone could view their content, violating data protection
by design and default and the fairness principle. It also found that TikTok failed to ensure adult users
overseeing a child’s account through ‘family pairing’ were verified as the parent or guardian of the child?Z,

Moreover, the Irish Data Protection Commission fined Instagram EUR 450 million, as it found they had
violated the principle of data protection by design and default. Instagram had permitted children to set up
business accounts, which were required to display public-facing contact details in their profile. The Data
Protection Commission found that Instagram violated this principle, as all user accounts were set to public
by default. This meant that anyone could view the child’s content, unless they changed the setting?Z.

The Italian Data Protection Authority imposed a temporary ban on TikTok’s processing activities due
to concerns about child safety, in particular considering the death of a 10-year-old Italian girl. The ban
imposed an immediate limitation on TikTok’s processing activities for users whose age could not be es-
tablished with certainty. This led to the platform rechecking the age of its Italian users and closing over
half a million accounts suspected of belonging to minors under 13, the age TikTok permits children to use
its service22,

Earlier this year, the Irish Data Protection Commission launched an inquiry into X regarding the creation
of non-consensual sexualised images, including of children using the Al tool Grok. The Data Protection
Commission will examine X's compliance with several articles, including data minimisation and data pro-
tection by design and default&!,

AVMSD ENFORCEMENT AND THE PROTECTION OF MINORS ONLINE

The protection of minors is a priority area for enforcement by media regulators. In 2024, the European
Regulators Group for Audiovisual Media Services (ERGA) evaluated the measures adopted by media
regulators regarding the protection of minors. It concluded that there was a need to establish and refine
criteria for classifying harmful content for minors.

An example of the implementation of the AVMSD concerning Video-Sharing Platforms (VSPs) regarding
the protection of minors can be found in Italy. AGCOM, the Italian Communications Regulatory Authority,
noted the presence on TikTok of ‘French scar’ videos. In accordance with the regulation on VSPs, AGCOM
initiated an intervention procedure leading TikTok, a VSP based in Ireland, to remove the videos.

The German regulator DLM has adopted measures against porn platforms established in Cyprus and
Czechia. The cross-border procedure was based on the e-commerce Directive, as foreseen under the
AVMSD. The legal basis was the Interstate Treaty on the Protection of Minors in the Media (JMStV), which
transposes the AVMSD, and the relevant provision was the prohibition to distribute pornography to minors
and rules on age verification.

98



CHILD SAFETY ONLINE // CHAPTER 03

The European Media Freedom Act (EMFA)222 which sets up a cross-border procedure to request the
enforcement of obligations for VSPs established in another Member State, has also been activated con-
cerning several porn platforms established in Cyprus. This incited the platforms concerned to respect
the AVMSD’s obligations on the protection of minors, including age verification. The Cypriot regulator
is currently assessing the replies provided by relevant providers (Stripchat) concerning how they have
deployed age verification in several countries, for example Germany.

CONSUMER PROTECTION COOPERATION (CPC)
REGULATION NETWORK

As stated in the 2030 Consumer Agenda, the European Commission will propose a revision of the Con-
sumer Protection Cooperation (CPC) Regulation to further strengthen consumer law enforcement. This
could potentially help to centralise direct enforcement powers in specific cases at the EU level.

This would make enforcement under the CPC Regulation both faster and a stronger deterrent. It would
also help to better protect minors who, due to their heightened vulnerability and lack of experience, are
at high risk of being exposed to unfair commercial practices online.

SELECTED CPC NETWORK ENFORCEMENT ACTIONS

For the digital sector, in March 2025 the European Commission published the CPC Network’s common
position on Star Stable Online22, The Network found violations of the UCPD and CRD, such as exhortation
to children, urging them to buy, or to persuade adults to buy for them in-game currency or items; dark
patterns (scarcity claims with respect to in-game virtual currency or in-game content); a lack of clear and
transparent information adapted to children about buying and using in-game virtual currency, and a lack
of disclosure of commercial content by influencers. The Commission is currently facilitating dialogue
between the CPC Network and the company to bring these violations of EU consumer law to an end.

In March 2025, the Commission published the CPC Network’s key principles on in-game virtual curren-
cies, reflecting the CPC authorities’ shared interpretation of existing EU consumer protection legislation
(mainly the UCPD and CRD). These key principles aim to promote transparency and fairness in the video
game industry’s use of purchasable virtual currencies and to ensure that consumer vulnerabilities, espe-
cially those of children, are respected?84,

The topic of influencer marketing is of high interest to the CPC Network, including when these practices
concern children. In 2023, national CPC authorities from 22 Member States conducted a sweep on the
posts of 576 influencers, to verify whether they disclose their advertising activities, as required under EU
consumer law. As a result of the sweep, 62% of checked influencers were earmarked for further investi-
gation28s, The European Commission has also launched the Influencer Legal Hub, where influencers can
find practical information on compliance with EU law?288,

In February 2022, a coordinated action of the CPC Network against TikTok was launched. It addressed
concerns of CPC authorities related to hidden marketing, aggressive advertising techniques targeting
children, and certain contractual terms in TikTok’s policies that could be considered misleading and
confusing for consumers.

In June 2022, TikTok committed to align its practices with EU rules on advertising and consumer protec-
tion2&Z, CPC authorities are monitoring TikTok's compliance, especially whether its commercial practices
(for example, advertising) are sufficiently transparent for children to understand their nature.
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CONSUMER EDUCATION AND REDRESS

Through the recent adoption of Directive 2025/2647/EU, which reviews the Alternative Dispute Resolution
Directive, consumers may revert to out-of-court dispute resolution to resolve disputes related to digital
services and content, and disputes related to pre-contractual information when a contract has been
finalised.

The extension of the scope of the Directive made out-of-court dispute resolution fit for the digital age by
ensuring more consumer disputes could be resolved in this way. Examples could be a dispute related to a
video game subscription, or to the description provided about a product targeting minor. The Represent-
ative Actions Directive enables designated qualified entities, such as consumer organisations and public
bodies, to bring legal actions for the protection of the collective interests of consumers. This includes
minors concerned by unlawful traders’ practices.

Actions may seek the cessation of unlawful practices and consumer collective redress. Actions may be
brought to enforce consumer rights covered by more than 70 EU acts listed in Annex | to the Directive,
such as the Unfair Commercial Practices Directive, the GDPR, the Digital Markets Act (DMA), the DSA, or
the Al Act. Whenever a new EU instrument relevant for the protection of the collective interests of con-
sumers is considered by EU legislators, it may be added to the Annex, rendering its enforcement possible
via the EU model of consumer collective redress.

Unfinished business
HARMFUL DESIGN IS NOT ADDRESSED SUFFICIENTLY

While the enforcement of existing legislation is in many cases in its initial stages, given sufficient time and
resources, it is expected to bring change to social media and other digital services providers’ business
model by defining which elements of this model are ultimately compatible with fundamental rights in the
EU, including the rights of the child.

A clear example of this is the prohibition of advertising based on profiling to minors. Similar to the prohi-
bition of advertising based on profiling using special categories of sensitive data, this prohibition directly
rejects the acceptability of a practice at the core of several platforms’ business model.

Another example is the risk assessment and mitigation obligations imposed on social media and other
digital services providers. These obligations force providers to further invest in understanding the risks
their services pose to fundamental rights, including the rights of the child, and to prevent and mitigate
these risks.

Despite this, several shortcomings remain. First, existing EU legislation often relies on enumerated prac-
tices (for instance, specific addictive features). This creates a structural lag. A feature-based approach
may lead to regulatory gaps, as digital services evolve with time beyond the features specifically enu-
merated and addressed in legislation. This evolution may take place intentionally to avoid enforcement
by regulators.

Furthermore, risks are often cross-cutting and arise not from a single feature or functionality in isolation,
but from the interaction of multiple features or the design of a service more broadly. Consider new forms
of audiovisual content. Immersive environments built on extended-reality technology and short-format
autoplay videos, for instance, have created risks for children that were not anticipated when relevant
legislative instruments were put in place.
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Legislation can adapt during implementation, as HOUI aim iS not to
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must adhere to specific transparency and design
requirements related to recommender systems28, they meet the bar.”
and VLOP providers are required to offer at least
one option for each of their recommender systems
that is not based on-profiling2e?, but how concrete-
ly they should or should not design their recom-
mender systems may be determined in the context
of enforcement action.

— LEANDA BARRINGTON-LEACH,
EXECUTIVE DIRECTOR,
5RIGHTS FOUNDATION

Currently, regulators are often ‘on the back foot’ attempting to enforce legislation in a rapidly evolving
social media+ environment, which may define explicit features and functionalities that continue to evolve,
after digital services have been placed on the market. This potentially exposes millions of users, including
children and adolescents, to risks of harm. In some cases, risks may only materialise or become clear after
services have been placed on the market, for example due to how these features or functionalities are
used in practice or depending on context. In terms of enforcement, when contesting with providers that
they have not fulfilled their due diligence obligations, the burden of proof may - today — often fall on the
EU and national enforcing bodies to demonstrate that social media and other digital services are harmful
through extended and costly legal processes against very well-equipped, large companies.

It could therefore become the rule that social media and other digital services providers launching, op-
erating or updating services that may pose risks to children and adolescents must demonstrate that their
services or new functionalities are safe for minors to use before market deployment.
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DIVERGING NATIONAL APPROACHES TO AGE RESTRICTIONS
AND CHILDREN’S CONSENT

The age question is the most visible policy gap in existing legislation. Two strands should be considered.
First, the GDPR has generally set 16 years of age for children to provide their consent to ‘Information
Society Service' to process their personal data. The GDPR provides the option for Member States to
lower this age anywhere between 13 and 16. Where the child is below 16 (or another age prescribed by a
Member State), the processing is only lawful if consent is given or authorised by the holder of parental
responsibility.

Second, several EU Member States are now legislating, or considering legislating, on age restrictions
for minors to access social media and other digital services, with some even having distinct approaches
to the EU’s and Member States’ thresholds for consent. Member States’ approaches to minimum ages
diverge in scope, in age threshold, in the services covered, and whether parental consent can override
the threshold.

The proliferation of national initiatives setting age restrictions to access social media and other digital
services raises risks concerning the fragmentation of the Single Market and unequal levels of protection
for minors across the EU. Several Member States, including Austria, Cyprus, Denmark, France, Luxem-
bourg, Greece, Spain and Slovenia, are calling for an EU-wide approach to age restrictions to access
social media+.

The Jutland Declaration signed in October 2025 by 25 Member States upon initiative of the Danish
Council Presidency called for a safer digital environment for minors, including through age verification
and assessments on the age at which minors should be allowed access to social media and other digital
services. The European Council conclusions of 23 October 2025 and the European Council conclusions
of 19 March 2026 highlight the importance of protecting minors online.

Debates are ongoing in all Member States, either in national parliaments, governments, or in civil society
focusing on introducing age restrictions at different levels. Proposed restrictions range from 13 to 16,
sometimes allowing different age levels, with or without parental consent. Italy, France and Greece have
formally notified the Commission with draft laws via the Technical Regulations Information System (TRIS).

France, Italy and Denmark are considering restrictions under 15. Cyprus and Romania propose a limit at
16, and Germany at 13. Greece and Denmark propose two tiers with restricted access below 15 and access
only with parental consent for 12 to 15 year-olds (13 to 15 for Denmark).
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Figure 1: EU Member States proposing or considering age restrictions to social media

and other digital services
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As many Member States are considering estab-
lishing a minimum age for social media+, with di-
verging scopes and accompanying obligations, a
harmonised approach at the EU level would be
important to ensure minors benefit from the same
level of protection online across the EU. To ensure
an equal level of protection, it is also crucial to
consider how potential age restrictions may relate
to safety measures, notably imposed by EU legis-
lation, including the DSA.

Age restrictions proposed by Member States may
relate to or seek to address specific risks presented
by individual types of social media and other digital
services. To ensure an equal level of protection for
minors, a harmonised approach to age verification
must go hand in hand with safety measures effec-
tively enforced by regulators and safety features
deployed by social media and other digital servic-
es providers (either through a safety by design or
by default approach).

“A clear EU-wide
minimum age would in
the immediate term
support parents,
reduce peer and

social pressure on
children, and create a
strong incentive for
platforms to redesign
their services in 1line
with children’s safety
and well-being."”

— LIES CRAEYNEST,
FOUNDER, KIDSUNPLUGGED
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Member
State

Belgium

Bulgaria

Czechia

Denmark

Estonia

Germany

Ireland

Greece

Spain

France

APPROACHES ON AGE RESTRICTIONS AND CONSENT

State of play on national discussions and
potential actions on age restrictions for digital
services

In April 2026, the Flemish government approved a
preliminary draft decree introducing a legal age limit of
13 years for certain online platforms that may be harmful
to minors.

In May 2026, amendments were proposed to the Child
Protection Act by a non-governing political party for a
restriction for children under 16 to access social media.
Access could be permitted from the age of 13 with
parental consent.

No proposal yet. The governing party ANO (PfE) plans
to propose legislation this year to ban children under
the age of 15.

Legislative proposal under development. In November
2025, the government announced a political
agreement on the prohibition for children under 15

to access social media, although access would be
permitted from the age of 13 with parental consent.

Overall opposition to the idea of imposing age
restrictions on social media.

No legislative proposal so far. In November 2025,
government declared support in principle for possible
regulation and established an expert committee, which
published its report on 24 June, proposing a minimum
limit at 13 and limitations on market access for services
that are not safe, asking for an EU level approach.
Political parties and NGOs have made various
proposals.

No legislative initiative yet. Tanaiste (Deputy Prime
Minister) expressed support for restriction of access to
social media for children under 16. The Joint Committee
on Arts, Media, Communications, Culture and Sport

did not support such ban in May 2026.

Law expected to be voted in summer 2026 and
implemented as of January 2027.

In April 2025, the ES government made a legislative
proposal to raise the age of consent for children for

the processing of their personal data. In February 2026,
the President announced that Spain will prohibit access
to digital platforms for children under 16.

Legislative proposal made in 2025 (both parliamentary
chambers have adopted their positions but still have
to agree on the compromise text). Expected entry into
force of the law in September 2026. France proposes
a differentiated regime, with a ban for under 15s on
certain social media services designated as harmful
and parental consent for access to other social media
services.

Proposed
or considered
minimum age

N/A

Children’s age
to consent on data
processing online

13

14

15

15

13

16

16

15

14

15
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State of play on national discussions and
potential actions on age restrictions for digital
services

Legislative proposal made in 2025 but rejected
in March 2026.

The government is planning a legislative initiative

to prohibit children under 15 to access social media.
In parallel, two separate parliamentary initiatives
were tabled in 2024 and 2026, but are not advancing
at present, as Prime Minister declared a ban may

not be the preferred option.

Legislative initiative announced by the government
in 2026.

No legislative proposal yet. In March 2026, the
government coalition agreed to develop a regulation
to restrict access to social media under a certain age.

Legislative proposal made in 2026.

Parliament resolution (January 2026) calling for the
creation of an EU framework, or coordinating actions
with BE, DE and FR.

No proposal yet.

In February 2026, a public consultation on social media
reform was held. Currently in post-consultation phase.

Coalition plans (January 2026) call for setting at EU
level a minimum age for accessing social media.

Federal government announcement; legislative
proposal expected in summer 2026.

Announcements by certain Members of the lower
chamber of the Parliament (Sejm) and the Ministry
of Digital Affairs.

Preparation of a parliamentary legislative initiative
in 2026 (hearing stage).

A legislative proposal on the age of digital majority
was published in 2025. Others are also being discussed
at different procedural stages.

In February 2026, the government announced
preparations to regulate the use of social media
for children until the age of 15.

Legislative proposal announced in 2026 by the Ministry
of Investment, Regional Development and Informatics.

The Prime Minister and his party published in
November 2025 a position paper supporting a
prohibition for children under 15 to access social media.
National recommendations recommend no social
media use under age 13.

Government set up a committee to investigate
potentially prohibiting children’s access to social media
under a certain age, which proposed to have a limit

at 15 years old on social media.

Proposed

or considered

15

N/A

N/A

15-16

Children’s age
to consent on data
processing online

16

14

14

13

14

16

16

13

16

14

16

13

16

15

16

13

13
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MEMBER STATE UPTAKE OF THE EU AGE VERIFICATION SOLUTION

The EU Age Verification Solution is technically state-of-the-art and its blueprint is ready for customisation
by Member States and market players. However, the effectiveness of these tools in strengthening online
child protection will ultimately be determined by their actual uptake by Member States, market players
and social media and other digital services providers.

The nomination of trusted proof-of-age providers is also essential for the effective functioning of the EU
Age Verification Solution. Despite repeated calls from the European Commission, many Member States
have yet to act in nominating trusted proof-of-age providers.

A harmonised EU age restriction to access social media and other digital services cannot be enforced
without an age verification ecosystem that can be used to prove the age of minors. The current EU Age
Verification Solution can be technically extended from 18+, to other ages, including for example adoles-
cents, in line with national legislation.

However, without trusted proof-of-age providers that can issue age credentials to minors, social media and
other digital services providers risk falling back on other less robust (for instance, self-declaration) and/or
less privacy-preserving methods, and Member States may struggle to ensure effective age verification.

ENFORCEMENT NEEDS: CAPACITY,
SPEED AND CROSS-REGULATOR COORDINATION

Enforcement to date demonstrates that existing legislative instruments can produce decisions and visible
compliance changes. It also brings to the fore several challenges.

Efficient enforcement is critical to ensure child safety online. This requires sufficient powers and well-re-
sourced authorities. In practice, conflicting enforcement architectures may create several issues. These
include the further spreading of limited resources, set-up time, increased complexity, and potentially com-
peting or overlapping competences. These issues may disincentivise compliance, or even offer possible
grounds for social media and other digital services providers to avoid or delay compliance.

A significant challenge for regulators is maintaining adequate staffing with the necessary expertise. As
providers’ operations become increasingly complex, regulators must ensure they have enough appropri-
ately skilled personnel to effectively assess whether social media and other digital services comply with
legislation. This applies at both the EU and national levels.

More broadly, the availability and coordination of human and financial resources allocated to child protec-
tion systems (including to support public enforcement) is another a challenge?2. Reversing the burden
of proof for enforcement, as discussed above, may help to enhance enforcement capacity and deliver
greater results, without putting additional strain on the limited resources of regulators at both the EU and
national levels.

CHILD SAFETY GAP: ONLINE SEXUAL ABUSE AND EXPLOITATION

The Interim Regulation, applicable from 2021 until 3 April 2026, laid down temporary rules derogating from
certain obligations of the e-Privacy Directive. This enabled providers of certain interpersonal communica-
tions services to employ technologies for the processing of personal and other data to detect and report
child sexual abuse material and grooming, and to remove material from their services.
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In December 2025, the European Commission proposed an extension of the Interim Regulation until 2028
as a temporary solution pending the adoption of the long-term Regulation to prevent and combat child
sexual abuse. However, the European Parliament and the Council did not reach an agreement on the
proposal. As a result, the Interim Regulation ceased to apply as of 3 April 2026, creating legal uncertainty
at the EU level.

A solution must be found as soon as possible in the long-term Regulation for the detection of child sexual
abuse in private communications, where most of these crimes occur. The proactive detection by providers
of these services has been the main source of child sexual abuse investigations for over 15 years.

The scope of detection should cover not only known child sexual abuse material to prevent revictimi-
sation, but also new child sexual abuse material, which often indicates ongoing abuse, and includes
Al-generated child sexual abuse material. The latter has increased exponentially in the past years (from
5,000 reports in 2023 to 1.3 million reports in 2025). Detection should also include grooming to prevent
imminent abuse and to stop ongoing abuse, which has also increased exponentially (by 12 times in the
last three years).

Other gaps in current legislation relate to emerging forms of child sexual abuse and exploitation linked to
technological developments, such as Al-generated child sexual abuse material, online grooming, the live
streaming of abuse, the dissemination of instruction on how to commit offences, and the operation of an
online service for the purpose of child sexual abuse. These issues are being addressed in the proposed
revision of the criminal law framework (Directive 2011/93/EU).

Recommendations
RECOMMENDATION 1

Propose a harmonised EU-wide access restriction to social media and other
digital services for children under 13

A harmonised EU-wide access restriction to social media and other digital services, including Al compan-
ions, for children under 13 is necessary. A harmonised access restriction would facilitate the implementa-
tion of proportionate and rights-respecting age assurance and encourage safety by design requirements
for social media and other digital services providers. Under the age of 13, children should have time-limit-
ed access to age-appropriate social media+ environments only with parental authorisation and supervi-
sion or in educational contexts. From the age of 13, adolescents should benefit from evolving autonomous
use of age-appropriate and safe social media and other digital services.

Harmonised rules on an EU-wide minimum age of 13 would contribute to the proper functioning of the
Single Market by ensuring a single compliance framework for providers. Harmonised rules would facilitate
enforcement and supervision by regulators at both the national and EU levels. It would also ensure an
equal level of protection for all minors online across the EU, regardless of socio-economic, cultural and
national contexts.

i. To ensure greater protection of children’s rights, the European Parliament and the Council have agreed in the context of
the Al Omnibus to include a prohibition of Al systems that generate non-consensual intimate content and child sexual
abuse material. This prohibition will apply as of 2 December 2026.
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RECOMMENDATION 2

Introduce effective age-assurance systems to check age and underpin
safety-by-design and age-appropriate approaches to protect and empower
minors online

Age-assurance methods — both age verification or age estimation - must be proportionate and uphold
minimum requirements, notably concerning the fundamental rights of users, including children’s rights
and related safeguards. Any method employed to check age should uphold the highest privacy and data
protection standards, and should not lead to the processing of identity documents and biometric data
for the purpose of age estimation. Technical standards such as ‘Zero Knowledge Proof’ should be imple-
mented to ensure that both the platform required to assess the age and the age verification provider do
not receive any information that can lead to the tracking or identification of the user.

Age-assurance methods should be accurate in determining the age or age groups required and easy
and reliable to use in practice, in real-life conditions. Methods should be robust to avoid circumvention
and cybersecurity threats, inclusive (and non-discriminatory), and available equally to all who need to use
them. Social media and other digital services providers must uphold their obligation to prevent minors
from being exposed to risky services or users impersonating children and adolescents.

To enforce an EU-harmonised age restriction in practice, providers will have to be able to rely on clear
guidance and criteria on the use of age assurance technologies for the purpose of implementing age
restrictions. In addition, users and providers will have to be able to access effective, privacy-preserving,
secure, inclusive and user-friendly age verification technologies to enforce it in practice. In this context,
EU Age Verification solutions, building on the EU’s Age Verification blueprint, could provide a harmonised,
privacy-preserving state-of-the-art and interoperable tool for the enforcement of such obligations at the
EU level.

To further strengthen this framework, Member States, as well as market players, need to make available
operational age verification tools, which are aligned with or build on the EU Age Verification Blueprint,
and follow the Commission Recommendation on establishing a common framework for EU-wide Age
Verification technologies. The Commission Recommendation sets out a scheme that will define the re-
quirements for the trust model, governance, and the obligations for providers of age verification solutions
and proof-of-age attestations.

Member States should swiftly nominate trusted proof-of-age providers. For effective age verification of
minors, they will also need to ensure that under-18 age credentials are provided and/or recognised. This
would include ensuring that all minors can access some means to prove their age even without a national
ID.

It is important that there is clear legal basis established by the EU for the implementation of age verifica-
tion solutions to ensure that social media and other digital services providers accept trusted providers
of proof-of-age attestations. Age assurance is key for well-functioning complaint systems that empower
children and adolescents to seize their rights and to navigate safely online.
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RECOMMENDATION 3

Extend and harmonise rules on key safety features in the design of social
media and other digital services

Clear safety by design and age-appropriate safeguards (for example, potential limits on infinite scrolling,
autoplay, push notifications, and problematic personalised recommendation engines) should be embed-
ded into social media and other digital services. To tackle addictive design, dark patterns, unsolicited
contact and rabbit holes, protective default settings should be an integral part of social media and other
digital services. Extending and harmonising rules on key safety features would ensure certainty and uni-
formity across the social media+ environment. Due to the rapid development of technology, any rules on
key safety features should be adaptable to continuously address new harmful design features.

RECOMMENDATION 4

Shift the burden of proof to social media and other digital services
providers to demonstrate that their products and services are safe for
minors

Specific age restrictions should apply until key safety design features protecting children and adolescents
are introduced by social media and other digital services providers. Until providers have demonstrated
safe and age-appropriate features, therefore complying with EU and national measures, they should not
have access to minors. Where there is a ‘safe by default’ version, age-inappropriate features (features for
adults) should only be activated following effective age assurances.

RECOMMENDATION 5

Strengthen enforcement and evaluation capacities

Given the multiple rules now applying to child safety online (the DSA, GDPR, Al Act, etc.), supervisory
authorities should intensify cooperation and exchange information across legal frameworks. This is key to
avoid inconsistencies and to ensure a coherent, predictable and effective legal environment grounded
in the protection of fundamental rights. The European Commission should explore mechanisms enabling
seamless cooperation between supervisory authorities to leverage existing enforcement structures. More-
over, there is a need to assess whether additional resources and restructuring are needed for regulators
responsible for enforcement and evaluation. Actions should be considered to strengthen the role of civil
society in enforcement and their contribution to enforcement capacity, including through existing struc-
tures. Enforcement should be complimentary and avoid conflicting actions.

RECOMMENDATION 6

Swiftly adopt measures to ensure that social media and other digital
services providers have clear obligations to prevent, detect, report and
block child sexual abuse online, including in interpersonal communication

The child safety gap that currently exists due to the expiration of the Interim Regulation laying down rules
to prevent and combat child sexual abuse (CSA Interim Regulation) must be quickly filled. EU co-legisla-
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tors should swiftly adopt the proposed long-term Regulation to prevent and combat child sexual abuse.
More than 80% of child sexual abuse investigations start from reports submitted by social media and
other digital services providers. Children are often too afraid to report abuse. Detecting child sexual abuse
material, including in interpersonal communication, is often the only way to stop it.

Together with the Recast of the Child Sexual Abuse Directive, recently agreed by the co-legislators, these
instruments will strengthen the EU framework against child sexual abuse and exploitation, both online and
offline. They will improve prevention, investigation and support for victims. In addition, online platforms
should strengthen intra-industry cooperation on serious online crimes affecting children by sharing sig-
nals on harmful content and malicious actors. Social media and other digital services providers should
strengthen cooperation with the EU Internet Forum to share information on emerging threats and pat-
terns of abuse. This will support early detection and reporting of suspected criminal offences. Moreover,
intensified enforcement of child-protective legal frameworks, such as the Victims’ rights Directive, or the
Directive on Violence against Women and Domestic Violence is needed.

RECOMMENDATION 7

Member States can introduce additional precautionary access restrictions
to social media and other digital services as of 13

Additional precautionary access restrictions should be complimentary to the EU-wide access restriction
to social media and other digital services under 13. Adolescents can have access only to a social media+
environment that is safe, with respect to content and design features, age-appropriate and designed
with their rights and needs in mind. Member States have varied historical and national contexts and may
prefer to adopt a higher age threshold than 13. All additional precautionary national access restrictions
should be subject to continuous evaluation, and possibly reassessed, once social media and other digital
services have been made safe by default for children and adolescents.

RECOMMENDATION 8

Strengthen consumer protection policies to protect children

Consumer protection law plays an important role as a child protection instrument covering all types of
traders — e-commerce web shops, subscription-based streaming and digital content and services, video
games, and apps — ensuring that no trader interacting with children falls outside the scope of enforcea-
ble consumer protection obligations. Protections for children against misleading, aggressive and harmful
online marketing practices, including by online influencers, should be strengthened.

The safety net and the rules governing its enforcement should be strengthened to ensure every child
interacting with a commercial digital service in the European Union benefits from a baseline level of con-
sumer protection, regardless of the type of service, the type of trader, or the Member State in which the
trader is established.

The upcoming Digital Fairness Act and the revision of the Consumer Protection Cooperation (CPC) Reg-
ulation are a key opportunity to embed the protection of children and adolescents at the heart of EU
consumer law.
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RECOMMENDATION 9

Continuously monitor and evaluate the impact of measures being
implemented

All new instruments proposed following the recommendations of this chapter should include data-driven
mechanisms and approaches to continuously evaluate their impact and effectiveness. The Commission
should also improve the coordination of enforcement efforts and the streamlining of evaluation and mon-
itoring processes specifically concerning child safety online.

Drawing on the model applied to follow the implementation of the Australian social media law (including
the continuous integration of knowledge and insights from experts), the establishment of an EU-wide
access restriction should be accompanied by a comprehensive evaluation. It should focus on the effec-
tiveness, impacts and adaptations of the minimum age regime, prioritising child participation. This could
be achieved by using existing mechanisms such as the EU Children’s Participation Platform and Better
Internet for Kids (BIK+), and by streamlining research on this matter across the EU and different fields of
study, including in the structure research programmes.

These evaluations may rely on ongoing work under the DSA and by the European Centre for Algorith-
mic Transparency (ECAT). The Centre continuously monitors how the landscape of child safety online
evolves in terms of developing trends, affordances and the use of new and emerging technologies. This
can provide the basis to establish a system of structured and regular data acquisition from representative
samples of minors of relevant age cohorts across the EU.

The main focus of evaluation is the wellbeing of minors. Evaluation frameworks should include develop-
mental outcomes, mental health indicators, well-being measures and resilience outcomes, rather than
focusing exclusively on compliance, exposure or use metrics. Child safety policies should ultimately be
assessed against their contribution to healthy development.

RECOMMENDATION 10

When processing children’s data under the GDPR, social media and other
digital services should ensure children’s best interests are a primary
consideration

When social media and other digital services, as a controller or processor, are processing children’s per-
sonal data, they should ensure they are relying on the most appropriate legal basis under the GDPR. Data
Protection Authorities assess whether controllers are processing children’s data under an appropriate
legal basis and that the relevant conditions are met.

If a controller chooses to process a child’s personal data on the basis of consent, they should ensure
that they have obtained valid consent from the child, and where necessary, the consent of the holder of
parental responsibility.

If a controller chooses to rely on legitimate interest as the legal basis for processing children’s personal
data, they should ensure that all of the requirements of Article 6(1)(f) are satisfied before carrying out the
processing. One of these requirements is that the controllers’ legitimate interests are not overridden by
the interests or fundamental rights and freedoms of the concerned data subject. In this regard, particular
attention should be paid when the data subject is a child.
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As noted in the European Data Protection Board (EDPB) guidelines on legitimate interest, when con-
ducting this assessment, controllers should consider the extent and intensity of any interference with the
child’s rights and freedoms. They should take into account the child’s reasonable expectations regarding
how their personal data will be used. Furthermore, they should demonstrate that the child’s best interests
were taken into account as a primary consideration and that appropriate safeguards are in place. The best
interests of the child should be a primary consideration when balancing the competing interests at stake.

Where a controller’s legitimate interests conflict with a child’s interests or fundamental rights and free-
doms, the child’s interests and rights should generally take precedence. If this cannot be ensured, the
controller should either find a more appropriate legal basis or not process the child’s personal data.

RECOMMENDATION 11

Ensure effective implementation of the Product Liability Directive (PLD)

Originally adopted in 1985, the Directive was updated during the last mandate of the European Commis-
sion to reflect significant technological, economic and case law developments. The aim was to guarantee
a fair level playing field, bringing legal certainty to businesses, while guaranteeing effective redress for
victims. The revised Directive entered into force on 8 December 2024 and must be transposed by Mem-
ber States by 9 December 2026.

Considering the evolving product liability cases against digital services around the world, it is crucial to
ensure the effective and timely transposition and implementation of the PLD. Moreover, regulators should
effectively promote to citizens the rights stemming from the PLD (for example, promoting the updated
redress mechanisms for individuals seeking to bring a cause of action for the use of a defective product,
especially for software).
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04

Empowering minors to safely
navigate the digital world

The previous chapter examined existing legislation and tools available to the EU and Member States to
protect children online, presented results of ongoing enforcement, and identified areas where legislation
and tools need strengthening and completing to enhance child safety online.

However, the social media+ world cannot be reduced to risks alone. It is also a space of opportunity, for
creativity and participation. This chapter investigates the evidence, albeit limited by comparison, regard-
ing the opportunities presented by minors’ use of social media and other digital services. It takes into
account contributions from a youth representative, Marta Gongalves, who took part in the Special Panel
meetings and in discussions leading to the formulation of the recommendations by the Co-Chairs.

This chapter continues by reviewing select EU policies and tools promoting the empowerment and par-
ticipation of minors online. It closes with a series of recommendations on how to support children and
their supporting circles (parents and caregivers, teachers and educators) in seizing the opportunities of
the online world.

This chapter is grounded in pillars five and six of the Six Guiding Principles presented by the Co-Chairs to
steer efforts to strengthen child safety online: empowerment and media education, and children’s rights
and participation. This analysis takes as a starting point the respective international and EU frameworks
on the rights of the childz.

To be effective, online child protection measures must go hand in hand with actions promoting minors’
empowerment and participation. Measures must be age-appropriate for children’s and adolescents’ evolv-
ing capacities and tailored to caregivers’ and educators’ changing roles along minors’ path to adulthood.

Beyond risks, it should be recognised that the digital world also offers children and adolescents many
opportunities. When minors are empowered to interact safely online and have solid digital skills, social
media and other digital services use could benefit well-being, social connectedness, provide supportive
peer networks, opportunities for self-expression, civic engagement and independent learning.

The next section examines potential opportunities related to children’s and adolescents’ use of social
media+. But first, this chapter gives the floor to the voice of a youth representative.

a. Notably, the United Nations Convention on the Rights of the Child and the general comments of the Committee on the
Rights of the Child, the Charter of Fundamental Rights of the European Union, and the EU Strategy on the Rights of the
Child.
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Shaping a better digital world
A CALL TO ACTION BY MARTA GONCALVES,
BETTER INTERNET FOR KIDS+ AMBASSADOR FROM PORTUGAL

| grew up in a world where the internet was never separate from everyday life. For my generation, being
online is not an occasional activity. The digital space is where we learn, create, communicate, build friend-
ships, discover opportunities and develop our identities. This is why empowering children and young
people to use social media and other digital technologies safely is not simply about protecting them from
harm. It is about enabling them to fully participate in the world they are growing up in.

Too often, discussions about children’s digital lives happen without children themselves. Governments,
companies, educators and adults make decisions on behalf of young people while rarely asking those
most affected what they actually need. This is not only unfair, it is counterproductive. We cannot build
better digital environments by guessing children’s experiences.

Through my own work in peer counselling and youth representation, | have seen the incredible potential
of young people when they are trusted and given responsibility. Children and teenagers can accomplish
remarkable things through their creativity, empathy, determination and willingness to help one another.
When young people come together, they do not simply consume technology. They use it to learn, cre-
ate, solve problems and build communities. They become role models for their peers in ways that adults
cannot.

Young people are experts in their own realities. They know the opportunities they value, the challeng-
es they face and the solutions that would genuinely make a difference. Meaningful youth participation
should not be treated as a symbolic exercise, but recognised as an essential part of designing digital
policies, platforms and services that truly work.

The Special Panel process offered a powerful example of what meaningful youth participation can look
like. Throughout the three meetings, children and young representatives were fully integrated into the
discussions, participating alongside other experts, contributing their perspectives and sharing the con-
cerns that mattered most to them.

Moreover, | also had the opportunity to be involved in the drafting of the report itself, to write sections
and provide input throughout the development of the recommendations. | was not merely consulted, |
was meaningfully integrated into the process and contributed with my knowledge and experience, as
reflected in this chapter (see, for example, the section on peer counselling). Taking part in the discussions
where decisions were shaped, exchanging arguments, listening to different perspectives and gaining new
insights reinforced the value of involving young people throughout the process and in recognising their
lived experiences as expertise.

Although the Special Panel’s primary focus was on developing an approach to keep children safe online,
| was equally committed to contribute to highlighting the opportunities offered by the digital world.
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The online world has opened doors that previous generations could hardly imagine. It allows children to
learn new languages, how to play musical instruments, to discover scientific topics, develop artistic skills,
explore new cultures and connect with people who share their passions, regardless of geography. For
many young people, especially those who may feel isolated in their local communities, digital spaces be-
come places where they find belonging, inspiration and confidence. The internet can create opportunities
that shape lives, but only if children are given the knowledge and support to navigate it safely.

Experience has also taught me that informed children are empowered children. When young people
understand how digital platforms work, how to protect their privacy, how to identify manipulation, misin-
formation or harmful behaviour, they become more confident in recognising when something is not right.
They are better equipped to seek help, support friends and contribute to safer online communities. Digital
literacy is not about teaching children to fear technologies. It is about giving them the confidence and
knowledge to use it critically, responsibly and positively.

Knowledge is one of the most powerful tools we can give a child. Information enables informed deci-
sions, builds resilience and creates independence. Every child deserves access to clear, age-appropriate
guidance that helps them understand both the opportunities and the risks of the digital world. The more
we invest in education, participation and digital literacy, the more we empower young people to protect
themselves and others online.

The future of the digital world will be shaped by today’s children. They are not simply future citizens, they
are already active participants whose voices, ideas and experience matter. If we empower them today,
they will not only navigate the digital world. They will redefine it for the better.

Marta Gongalves

Better Internet for Kids+
Ambassador, Portugal

Monro, Govepdnen
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Opportunities for minors in the digital world
CONNECTION AND SELF-EXPRESSION

As already alluded to in chapter 2, many children
and adolescents use social media+ to connect, in-
teract and share their interests with others online
- and evidence underlines these findings!.

Social media+ may also enable adolescents to
share their interests with peers online, to nurture
friendships initiated offline, and to stay in contact
with close friends and family living far away22,

More broadly, the use of social media and other
digital services can allow adolescents to share en-
tertainment together and to reflect on common ex-
periences online, with research hinting at potential
benefits for adolescents’ mood and well-being2:.

Social media+ may also provide spaces for ado-
lescents to express themselves and explore their
identity2?4, Research suggests that online spaces
may offer perceived ‘lower-stakes’ environments
for selective self-disclosure2?s. Moreover, some
minors may use private social accounts in ways
similar to offline journals2,

Adolescents increasingly use social media+ in par-
ticular as a creative outlet. A 2022 survey of 1,316
US teenagers found that 71% viewed social media
as a space to express their creativity?2Z. However,
such uses may expose adolescents to harm.

In short, the potential benefits of minors’ use of so-
cial media and other digital services for connec-
tion and self-expression must be weighed by sup-
porting circles against the risks for children’s and
adolescents’ safety, health and well-being. This
includes risks of unwanted contact and exposure
to age-inappropriate content onling, in particular
grooming and child sexual abuse.

“There is a desperate
need for an autonomy-
based approach to

young people. Kids

are restricted from

all sides by anxious
parents, and social
media is an escape from
that. Youth need to be
involved in decisions
and discussion about
online spaces because
only then will they
follow the regulations,
and be empowered through
resilience, in having
critical reception and
self-management skills
for the unpredictable
digital future.”

— ZUZANNA,
17-YEAR-OLD REPRESENTATIVE OF THE EU
CHILDREN’S PARTICIPATION PLATFORM

Maintaining open conversations with minors about their experiences online is key to ensure children
and adolescents feel comfortable to report to parents or caregivers, in particular, unwanted contact or
experiences. In addition, caregivers and educators need to be equipped with the skills to supervise (and
where necessary, restrict) minors’ use of social media+, and to know where to turn to get professional

help when needed.
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SUPPORT AND INFORMATION

Many adolescents use social media and other digital services to seek support with issues they are expe-
riencing online. Some research suggests that adolescents’ use of social media+ may foster open conver-
sations and allow them to find help online228,

An idea which is commonly expressed among minors is that online spaces offer ‘safe’ alternatives for
self-expression or more approachable sources of support compared to ‘traditional’ options, including
talking to parents or counsellors2?,

As explored in chapter 2, adolescents with good self-esteem and offline friendships may succeed in
reinforcing offline relationships and finding support online. However, for those with lower self-esteem
and weaker social networks offline, social media+ environments may increase adolescents’ exposure to
unwanted contact and age-inappropriate content.

Vulnerable minors, including those belonging to LGBTIQ+ communities, with special educational needs,
experiencing mental health issues, eating disorders or self-harming may be especially inclined to use so-
cial media and other digital services to connect with others having similar experiences or to seek support.

Limited research indicates that some adolescents may find comfort concerning issues they are expe-
riencing not only through direct interaction online, but also from the knowledge that others are having
similar experiences22®,

However, minors’ use of social media+ to seek support may expose already vulnerable individuals to
harms, such as cyberbullying and social exclusion, with potential negative consequences for their health
and well-being.

With the right safeguards in place, social media+ spaces may be able to offer support to minors. Managed
online discussion forums moderated by healthcare professionals, for example, might present an alterna-
tive to those seeking help or information on social media+ platforms.

Some evidence indicates that engagement with this type of forum can help adolescents to overcome
reluctance in seeking professional help in ‘traditional’ forms32, This may also help to address problems
related to the spread of disinformation and misinformation online, for instance concerning medical issues.

Caregivers, educators and public services (including mental health and sexual healthcare providers)
should reflect on how best to inform and support minors to safely use social media and other digital ser-
vices as a source of information or support.
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Figure 1: Family awareness of minors’ negative experiences online
Question: Has your child ever come to you, or have you ever discovered, that your child had a negative

experience online?
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Source: European Commission (2026). Impact of excessive screen time and social media on young people’s mental health — June 2026 -
Eurobarometer survey.

LEARNING AND SKILLS DEVELOPMENT

Studies on the use of digital tools for learning suggest that the use of digital tools and services may have
a small to moderate positive effect on children’s learning outcomes at secondary school level2%2,

Digital technologies provide teachers and pupils with additional opportunities for teaching and learning,
and appear to be most effective when used to complement, rather than replace traditional instruction222,

In subjects such as science, mathematics and languages, digital technologies can enrich learning through
interactive experiences. This includes simulations, modelling, animations, digital games, multimedia re-
sources and sound effects. These approaches can increase student engagement and help to make ab-
stract or complex concepts more accessible and understandable2®4,

Digital tools and services can also support personalised learning. By allowing pupils to progress at their
own pace and explore topics from different angles, they introduce greater flexibility into the learning
process. This can enhance motivation, in particular for students who benefit from repeated practice or
self-directed inquiry22s,

Al-based technologies are an additional tool that can support individualised instruction. These tools allow
teachers the chance to adjust methods according to students’ performance, to provide timely feedback
and adaptation, and to tailor individualised support accordingly3%é,

Research indicates that the use of generative Al has become embedded in many students’ academic
routines3?Z. While students acknowledge the risks for their learning and cognitive development, they tend
to focus on the potential opportunities3?, for example time saved using an Al tool.
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The use of learning platforms in schools may allow
primary and secondary school students access to
a wider variety of quality learning resources, ena-
bling independent learning, as well as the possi-
bility for self-review and review by their peers3?.

These opportunities need to be balanced against
risks, including digital devices’ potential to distract
children and adolescents from learning, physical
risks (for instance, concerning minors’ vision), and
regarding the ‘overdigitalisation’ of education.

The impact of Al tools on children’s and adoles-
cents’ education and skills development need to
be more extensively analysed to understand po-
tential benefits and risks, as discussed in chapter
2. Similarly, more evidence is needed concerning
the potential positive effects of social media+ use
in educational settings.

Digital education, including media and Al literacy,
is vital to empower children and adolescents to
navigate the online world safely. The main ques-
tion is how to practically integrate the acquisition
of digital skills and literacy into education curricula
in ways that are beneficial to minors’ overall learn-
ing and development.

Cultures and attitudes concerning the use of digi-
tal devices and tools in learning environments vary
widely at the national level across the EU. How-
ever, there is broad recognition of the importance
of enhancing minors’, caregivers’ and educators’
competencies, of providing safe, age-appropriate
tools for learning, and of the need to mainstream
the concept of digital well-being in schools.

“Young people need clear
rights, understandable
information, effective
reporting tools, and a

real voice in shaping
the digital spaces

they use every day.

The internet is not
only a place of risk.
For many young people,
it is also a place of
learning, connection,
creativity, and support.
So instead of banning
or restricting, make it
a place of inspiration,
safe for everyone.

That is why my message
1s simple: build the
internet with us, not
just for us.”

— AYATA,
156-YEAR-OLD REPRESENTATIVE OF THE EU
CHILDREN’S PARTICIPATION PLATFORM
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SMARTPHONE RESTRICTIONS IN SCHOOLS

Mobile phones have become omnipresent in the lives of children and adolescents across Europe.
As explored in chapter 1, minors’ use of smartphones at school can distract from learning, threaten
academic performance, reduce social interaction, and at the same time increase the risks of harms,
such as cyberbullying and social exclusion.

For adolescents, smartphone use may increase the risk of experiencing mental health issues, in-
cluding anxiety and depression. More broadly, minors’ use of smartphones in the classroom may
subject teachers to ‘surveillance anxiety’ and extra stress related to the need to police device use.

These identified risks have sparked debates in EU Member States and beyond about whether to
ban children’s and adolescents’ use of smartphones at school. Proposed measures range from
total bans during school hours, to more nuanced restriction policies involving conditional or su-
pervised use.

As of late 2025, the majority of EU Member States had implemented, or were planning to im-
plement, some form of restriction on mobile phones in schools. Measures range from total bans
during the school day (Austria, Belgium, Cyprus, France, Hungary, Portugal, and Slovenia) often
involving mandatory device collection, to classroom-only restrictions that leave broader actions
to school discretion (Netherlands, Romania, and Slovakia). Some countries (Bulgaria and Sweden)
are transitioning from advisory frameworks to legally binding rules.

Full-day bans are the most common solution, but enforcement varies (for example, in Sweden
there was an 80% positive response, while 20% struggled to implement bans) 312,

Identified challenges and unintended consequences of restrictive measures include strain on
non-teaching staff to collect devices, substitution effects (minors substituting their use of smart-
phones, for example with tablets or laptops), the displacement of cyberbullying to out-of-school
hours, and overcompensation of smartphone use during evenings.

EU policies and tools

Having examined the opportunities for children’s and adolescents’ use of social media and other digital
services balanced in light of the risks these activities pose to minors’ health and well-being, the next sec-
tion presents select EU policies and tools promoting the empowerment and participation of minors online.

The analysis focuses on policies and tools which the Co-Chairs consider can be complemented or com-
pleted with further actions.

EU STRATEGY ON THE RIGHTS OF THE CHILD

The European Commission adopted the EU Strategy on the Rights of the Child in 2021 as a comprehen-
sive policy framework to uphold children’s rights across EU policies and to ensure that vulnerable children
have secure access to basic services.
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The Strategy is structured around six pillars:

1. Child participation in political and democratic life, including the EU Children’s Participation Platform;
2. Socioeconomic inclusion, health and education, including the European Child Guarantee;

3. Combating violence against children and ensuring child protection;

4. Child-friendly justice;

5. Digital environment;

6. Global dimension.

The digital pillar, which committed to continued support for the Safer Internet Centres and Better Internet
for Kids, ensures that children can enjoy safe digital environments and equal access to digital tools.

The Strategy invited EU Member States to ensure effective equal access to digital tools, to support media
literacy actions through education, to develop children’s ability to critically evaluate online content, and
to detect disinformation and abusive material.

In addition, it invites Member States to promote and support the EU co-funded Safer Internet Cen-
tres, child helplines, and reporting hotlines. Finally, the Strategy invites EU Member States to encourage
children’s (especially girls’) participation in science, technology, engineering and mathematics (STEM)
education.

In the EU Strategy on the Rights of the Child, the European Commission invites ICT companies to:

/] Ensure that children’s rights, including privacy, personal data protection, and access to age-appro-
priate content, are included in digital products and services by design and by default, including for
children with disabilities;

/I Equip children and parents with adequate tools to control their screen time and behaviour, and to
protect them from the effects of overuse and addiction to online products;

/| Strengthen measures to help tackle harmful content and inappropriate commercial communication,
for example through easy-to-use reporting and blocking channels or effective age-verification tools;

JI Continue their efforts to detect, report and remove illegal online content, including child sexual abuse,
from their platforms and services to the extent that those practices are lawful.

BETTER INTERNET FOR KIDS

The European Commission works directly with children, together with experts, parents, caregivers, teach-
ers and other relevant stakeholders, to ensure that diverse perspectives are taken into account in the
development and implementation of policies related to the digital environment.

The Better Internet for Kids (BIK+) Strategy provides a comprehensive framework aiming to protect, em-
power and respect minors online, including the most vulnerable. The Strategy supports the implementa-
tion of the EU’s legislative instruments in this area by complementing obligations with awareness raising,
capacity building, and support measures.
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The Better Internet for Kids platform offers a comprehensive collection of educational resources designed
to support children and young people in developing the digital skills necessary to participate safely, re-
sponsibly, and confidently in online environments.

The platform adopts a multi-stakeholder approach offering dedicated learning corners for children and
young people, parents and caregivers, and teachers and educators. This reflects the role of caregivers
and educators as part of children’s and adolescents’ supporting circles in supervising and guiding minors’
social media+ use.

Children’s Corner

......................

The Children’s Corner of the Better Internet for Kids platform is designed to empower children and young
people to navigate the digital world by providing a variety of engaging and interactive learning materials.
These include educational games that strengthen knowledge and awareness concerning child safety
online, responsible online behaviour, and the prevention of internet overuse and abuse.

The Children’s Corner also provides learning materials introducing children to the work of the EU and
opportunities for civic engagement through initiatives, such as the EU Children’s Participation Platform
(explored later in this chapter).

Parent Corner

..................

The Better Internet for Kids platform’s Parent Corner supports parents, caregivers and adults with respon-
sibility for children by providing practical guidance and evidence-based educational resources on a range
of issues associated with children’s online experiences.

Dedicated sections address topics, such as parental supervision tools, online gaming, and managing
screen time. In addition, the platform offers a series of learning modules and deep-dive sessions intended
to strengthen parents’ understanding of both the risks and opportunities presented by social media and
digital technologies.

Core training modules cover subjects including cybersecurity, tackling gender-based violence online,
online gaming, manipulative marketing practices in games, understanding misinformation and disinfor-
mation, sexting, cyberbullying, and the role of parents in supporting and educating children in the digital
world.

Each module incorporates explanatory content, suggested activities, and supplementary resources to
facilitate self-paced learning.

Teacher Corner

...................

Finally, the Teacher Corner provides teachers, educators and other professionals working with children
and young people with a range of educational resources designed to enhance their capacity to address
child safety online and digital citizenship within educational settings.

Introductory learning modules focus on foundational aspects of child safety online and educators’ re-
sponsibilities in supporting children and young people. They address themes, such as key online safety
risks, the teaching of media literacy and digital citizenship in primary and secondary schools, the imple-
mentation of whole-of-school approaches to child safety online, and children’s rights in the digital world.
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SAFER INTERNET CENTRES

At the heart of the Better Internet for Kids (BIK+) strategy is a network of Safer Internet Centres, co-funded
by the EU.

In 2025 alone, the Safer Internet Centres reached more than 46.4 million Europeans, organised 448,000
school visits and trainings, and handled over 57,000 contacts via the Insafe helplines3!.

The network is also the promoter, together with the European Commission, of the annual Safer Internet
Day, the worldwide campaign celebrated each year in February to raise awareness about online safety.

The Safer Internet Centres provide a range of services addressing both prevention and support. They
offer training sessions and public-friendly material for families and schools aiming to strengthen digital
literacy and to promote responsible online behaviour.

Many Safer Internet Centres across Europe have now been designated as ‘trusted flaggers’ under the
DSA, reinforcing the protection of minors online by enabling the prioritised reporting of illegal content
affecting children and young people. The Centres play a crucial role in informing Digital Services Coordi-
nators about risks affecting children and young people, supporting the enforcement of the DSA32,

The Centres also operate helplines, which provide direct support to children and families facing online
risks, including cyberbullying, and hotlines which enable the anonymous reporting of suspected child
sexual abuse material.

The Safer Internet Centres carry out awareness-raising campaigns at the national and the European lev-
els promoting child safety and empowerment online. This includes targeted initiatives, such as ‘DSA for
YOUth’, which explains the EU Digital Services Act (DSA) and its guidelines on the protection of minors in
an accessible way to young people.

More broadly, awareness campaigns help to inform children, caregivers and educators about online risks
for minors and safe practices. This includes through initiatives addressing exposure to digital devices
during early childhood.

DIGITAL EDUCATION AND LITERACY

EU Member States are responsible for the organisation of national education and training systems, school
curricula, and the delivery of education and training. The EU supports Member States’ collaboration and
exchange of good practices, and provides funding support for education and training initiatives through
EU programmes, including Erasmus+.

In March 2025, the European Commission adopted the Union of Skills strategy. The Union of Skills aims to
strengthen the attainment of basic and advanced skills, including digital skills, across the EU by promoting
continued lifelong learning. A cornerstone of the strategy is the Action Plan on Basic Skills, which seeks
to address shortfalls in basic skills attainment, including digital and citizenship skills.

Findings from the 2023 International Computer and Information Literacy Study (ICILS) indicate that 42.5%
of 13 to 14-year-olds lack basic information and computer literacy skills22. Socioeconomic background is a

b. Citizenship skills refer to the ability to act responsibly and to participate fully in civic life, and to skills such as critical
thinking (relevant to engage constructively with artificial intelligence) and media literacy.
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strong predicator of computer and information literacy. The underachievement rate of pupils with at least
one parent having completed university education is 16 percentage points lower than of children whose
parents have lower-level qualifications (32.4% and 48.6% respectively),

Moreover, the latest data from the OECD’s Teaching and Learning International Survey (TALIS) shows that
only 459% of teachers in EU Member States feel prepared to use digital resources and tools for teach-
ing2=, This evidence highlights the need not only to strengthen pupils’ digital skills and literacy, but also
teachers’ and educators’ skills through improved initial and continued teacher training to help protect

and empower children and adolescents online.

At the EU level, the European Education Area initia-
tive promotes the development of a ‘whole-system,
whole-school approach’ to address mental health
and well-being in schools, and to build positive
learning environments. EU Member States have
recognised the importance of supporting parents,
schools and teachers in promoting children’s men-
tal health and well-being3.

Consultations with parents and caregivers show
that parents often feel overwhelmed and that they
are ‘constantly playing catch-up’ with the latest
technological developments in the social media+
environment. At the same time, awareness on how
to support children when they encounter harmful
or illegal content is often limited3!Z,

Member States have also stressed the need for so-
cial media and other digital services providers to
refrain from deploying intentionally addictive de-
sign practices targeting children and to promote

“Position teacher
education as a non-
legislative pillarx

for children’s online
safety [..] Embed digital
education across teacher
education programmes in
an integrated mannerx
and empower teachers
to work effectively
with parents.”

— LOUISE HEERAN FLYNN,
ASSISTANT PROFESSOR IN TEACHER
EDUCATION, TRINITY COLLEGE DUBLIN

the age-appropriate design of social media and
other digital services3,

DIGITAL EDUCATION ACTION PLAN

Digital education and literacy are fundamental to equip children and adolescents with the skills they
need to safely navigate the online world. However, children’s and adolescents’ digital skills and literacy
are lagging behind the pace of technological change in the social media+ environment, contrary to the
idea that minors today are ‘digital natives’.

Embedding digital skills and literacy in national education systems is crucial. According to a 2025 Eu-
robarometer survey, 92% of Europeans agree that digital skills should be taught to everyone at all levels
of education and that schools should teach students how to manage the impact of digital technologies
(including social media) on their mental and physical health3¥.,

To support EU Member States in delivering high-quality, inclusive and accessible digital education, the
European Commission is delivering the Digital Education Action Plan (2021-2027). The Plan enables EU
Member States to adapt their education systems to rapid technological change and the increasing im-
portance of digital skills.
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The Digital Education Action Plan’s two main strategic priorities are building a strong European digital
education ecosystem and enhancing digital skills and competencies. Concretely, the Plan supports the
improvement of digital learning infrastructure and environments, internet connectivity and digital equip-
ment in schools, the provision of high-quality digital learning content and platforms, and teachers’ training
in the use of digital tools and pedagogies.

As part of the Digital Education Action Plan, in March 2026 the Commission published four sets of guide-
lines322 supporting teachers and educators on issues, including tackling disinformation and promoting
digital literacy, the ethical use of Al and data in education, high-quality digital education content, and
teaching informatics.

The guidelines for teachers and educators on tackling disinformation and promoting digital literacy
through education and training offer resources on informed and safe social media use, generative Al,
pre-bunkings, and provide lesson plans for teachers to address cyberbullying alongside topics like gender
stereotypes and deepfakes3Z,

Under the Digital Education Action Plan, the European Digital Education Hub provides an online commu-
nity bringing together educators, policymakers, researchers and other stakeholders. Using the Hub, they
share knowledge and good practices, and co-create digital education solutions. The Hub also supports
teachers and educators in connecting and participating in activities, such as peer learning, on digital
education.

Moreover, the Erasmus+ and European Solidarity Corps programmes, and the European School Education
Platform (ESEP) and the eTwinning community offer additional support to empower minors and educa-
tors online. This includes opportunities for non-formal learning and engagement, and support for spaces
where school communities can interact, grow, and develop their skills.

At the end of 2026, the European Commission will launch an Education package. The package will sup-
port the futureproofing of national education ecosystems by addressing structural challenges, including
the need for safe, sovereign and trustworthy European digital education infrastructure. The package will
help to equip children and adolescents with essential skills to engage constructively with Al and digital
technologies by striving to embed digital well-being and literacy, and online safety in national education
systems.

c. Pre-bunking is a preventative measure that aims to prepare audiences to recognise and resist information risks, including
misinformation and disinformation.
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‘AIT#zHUMAN CAMPAIGN - TALK TO A PERSON’

Awareness-raising initiatives at the national level, including the ‘Al # Human - Talk to a person’
campaign, illustrate the importance of supporting children and adolescents in understanding the
nature and limitations of Al-based tools, including chatbots, and how to use these tools in critical
and responsible ways.

Such initiatives convey a clear message to children and adolescents: while artificial intelligence
can be a useful tool when used with the right safeguards, it cannot replace human relationships.

The campaign took place in spring 2026 and was developed by Luxembourg’s Ministry of Ed-
ucation, Children and Youth, in collaboration with the ‘BEE SECURE’ Safer Internet Centre, the
Psycho-Social and School Support Centre (CePAS), and the Luxembourgish student association
(CNEL).

It drew attention to a number of potential risks associated with uncritical or excessive use of Al.
These include the possibility of increased social isolation, the use of Al as a substitute for human
interaction, and a decline in real dialogue and face-to-face communication.

Moreover, the campaign highlights concerns related to ‘cognitive offloading’, referring to situations
in which users increasingly rely on Al systems to structure thoughts, to generate responses or
make decisions. This can potentially reduce opportunities for independent reflection and active
cognitive engagement. The campaign also underscores issues around data protection and privacy
concerning the use of Al.

AI LITERACY FRAMEWORK

In June 2026, the OECD and the European Commission presented an Al Literacy Framework for Primary
and Secondary Education222 The initiative promotes common approaches to the development of Al lit-
eracy in national education systems.

The framework supports teachers, education systems and schools in equipping children with the com-
petencies they need to understand and engage critically with Al. It aims to enable children to interact
safely with, to manage and shape the development of Al, and to critically evaluate the opportunities and
risks these tools present.

CHILD PARTICIPATION

Children and adolescents must be given meaningful opportunities to participate in democratic life and
be systematically involved in decisions that affect their daily lives. This includes the design and imple-
mentation of policies promoting the protection and empowerment of minors online.

Meaningful child participation is based on mutual respect, transparency and the voluntary nature of
participation. Any participation involving children should provide clear and age-appropriate information
about the objectives and process concerning their participation and outline appropriate safeguards.
Minors should be clearly informed about how their input will be used.
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Ensuring minors are recognised as stakeholders in
decisions shaping their lives is fundamental to up-
hold their rights, both offline and online. The first
pillar of the EU Strategy on the Rights of the Child
recognises the importance of children’s participa-
tion, promoted for example through the EU Chil-
dren’s Participation Platform.

Youth participation actions, including the Youth
Check, the Youth Policy Dialogues, the President’s
Youth Advisory Board, and the EU Youth Dialogue
also play an important role in enhancing the in-
volvement of young people in policymaking at the
EU level.

By actively involving children and adolescents in
discussions about online safety, policymakers not
only fulfil legal and ethical obligations, but also
harness minors’ unique perspectives in protecting
and upholding their rights online. Measures should

“Efforts to improve
child safety online
should focus on creating
digital environments
that are safe and
supportive, while
preserving children’s
opportunities to learn,
play, participate,
communicate and access
information.”

— ALEXANDRA WEILENMANN,
PROFESSOR OF INTERACTION DESIGN,

be taken to ensure child participation involves chil- UNIVERSITY OF GOTHENBURG

dren and adolescents from diverse backgrounds
and geographic areas, to ensure the inclusiveness
and effectiveness of measures designed to protect
and empower minors online.

Moreover, it is crucial that children and adolescents are empowered to be part of making the social me-
dia+ space safe. Minors’ complaints have to be treated as a priority in content moderation procedures by
social media and other digital services providers.

The European Commission’s Recommendation on developing and strengthening integrated child protec-
tion systems calls on EU Member States to ensure children’s participation, for a consistent legal and policy
framework for child protection, safe, confidential and child-friendly complaint and reporting mechanisms,
and quality family and community-based services and care3Z,

EU CHILDREN’S PARTICIPATION PLATFORM

Children have the right to freely express their views and for their views to be taken into account on issues
that concern them32. To put these rights into practice, the European Commission established the EU
Children’s Participation Platform.

The EU Children’s Participation Platform offers a dedicated space where children under 18 can engage
directly with policymakers and decision-makers. The platform provides a safe space for children and ad-
olescents to share their views and to discuss topics that impact them. The platform organises activities,
including meetings, workshops, trainings, online and in-person surveys to gather children’s views.

Through the EU Children’s Participation Platform, the European Commission has consulted thousands of
children, including on issues such as cyberbullying, online safety and digital well-being, and the upcom-
ing Digital Fairness Act. This process has resulted in the creation of a ‘Call to Action to EU Decision-Mak-
ers’328 gddressing matters that matter most to children.
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As part of these consultations, children stressed their desire to be actively involved in shaping the rules
that affect their activities online. Many also made clear that adults — not children — are responsible for
how the online world and social media+ have been designed and operate today, and that children should

not be ‘punished’ for its failings.

Children’s message is clear: they want the online world to be safer, fairer and easier to understand, with
stronger rules where online services may be unfair, harmful or addictive. They also called for alternatives
to social media+, including afterschool activities and sport, and for decision-makers to address well-being

and mental health issues related to children’s use of social media.

RECOMMENDATIONS FROM CHILDREN

From 16 to 18 April 2026, 20 children and young people from different EU Member States met in
Berlin for the EU Children’s Participation Platform’s study visit on well-being and mental health.

Over two days, they shared, learned, and put together recommendations on how children can
feel safe, supported, respected and listened to concerning mental health issues, and how adults,
schools, families and services can better support children’s well-being.

As part of the study visit, children made several recommendations about what they need
to strengthen their well-being:

/i

f

/i

f

/l
/i

/i

d.

We should have the freedom to stay in or to leave a conversation, have a safe space to speak
up, and know who to talk to;

We need stable and reliable support systems, structures to be heard, and a community we
can rely on;

We should have access to ‘emotional outlets’: exercise and sport, hobbies, journaling, relaxa-
tion, safe spaces to play and be active;

Schools should normalise mental health conversations and introduce regular days to address
mental well-being. Safe environments should be created where we feel comfortable discuss-
ing our mental health and teachers should be trained in providing mental health support, just
as they are in first aid. Every school should have a trained psychologist or counsellor who is
genuinely accessible and trusted by students;

We need clear, open and effective communication with adults;

We need clear signposting to identify which adults we can approach for help in different set-
tings and for different issues;

Health topics must be sufficiently covered in schools, so we don’t need to use online spaces
to fill gapse.

In Bulgaria, as an example, children reported receiving information about health topics mainly through Al tools.
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Peer counselling

Peer counselling can play an important role in promoting both online and offline well-being among chil-
dren and adolescents by creating a supportive environment to discuss challenges with trained peers. As
children often find it easier to confide in someone close to their own age, peer counselling can encourage
early help-seeking and help to prevent issues from escalating, as well as ensuring there is a safe space
offline for them to connect and form meaningful bonds based on shared experiences.

In the context of child safety online, peer counsellors can help to raise awareness of risks including cyber-
bullying, healthy screen and social media+ use, misinformation and disinformation, artificial intelligence,

and the importance of protecting personal data.
Peer counsellors can encourage positive digital
behaviours, including respectful communication,
empathy, critical thinking, and responsible online
participation.

As support comes from peers of a comparable
age sharing similar experiences, peer counselling
is often perceived as more relatable and credible,
and less formal or intimidating for children and
adolescents to engage with. It can foster a sense
of belonging, inclusion and mutual support with-
in schools or communities, empowering minors to
play an active role in supporting each other in hav-
ing safe online experiences.

“Real online safety
goes beyond regulation.
It requires digital
literacy, accessible
support, and investment
in offline spaces.”

— MARTINA TOTHOVA,
PRESIDENT’S YOUTH ADVISORY BOARD,
YOUTH COUNCIL OF SLOVAKIA
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BEST PRACTICE EXAMPLES OF PEER COUNSELLING

The International Federation of the Red Cross and Red Crescent Societies (IFRC) Reference Cen-
tre for Psychosocial Support developed the ‘Psychological First Aid for Young Peers’ toolkit to
help young people to support their peers during difficult times22.

This toolkit empowers young people by equipping them with the skills and knowledge needed to
help their peers, while also raising awareness about the importance of self-care*2. The overarching
objective of the toolkit is to strengthen young peoplée’s resilience when encountering adversity
and crisis events, and to equip them with knowledge and skills in psychological first aid228, It
includes a handbook that introduces the concept of psychological first aid and offers practical
examples of how young people can apply it to help their peers3,

The toolkit also provides a training package for schools, youth and sports clubs and scouts or-
ganisations. Participants learn about which challenges affect people of their age, crisis events
and reactions, to apply the core principles of psychological first aid, and self-care practices2.
Participants also learn to recognise when someone may need assistance beyond what they can
provide33!,

Another good practice example is the Portuguese ‘Lideres Digitais’ (Digital Leaders) initiative,
developed by the SeguraNet Awareness Centre22 Through a peer-to-peer approach, the initiative
empowers students to act as digital ambassadors within their schools.

Participating students receive training on topics such as digital citizenship, online safety, cyber-
bullying, privacy and data protection, misinformation, media literacy and the responsible use of
emerging technologies, including artificial intelligence. They then share this knowledge with their
peers through awareness-raising activities, workshops, classroom discussions and informal sup-
port, contributing to a safer and more positive digital culture within the school community.

Peer-led initiatives, such as ‘Lideres Digitais’, demonstrate how children can play an active role in
promoting online well-being and digital resilience. By encouraging dialogue between peers, these
initiatives foster positive digital behaviours, including respectful online communication, critical
thinking, empathy and responsible participation in digital environments, while strengthening chil-
dren’s sense of belonging and mutual support.

The long-term success and scalability of peer counselling initiatives, however, depend on sustained fund-
ing and institutional support to ensure continuity and enable more schools and children to benefit from
these initiatives. It is therefore imperative to recognise their value and invest in their continued develop-
ment, given their significant contribution to children’s online safety and well-being.
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Recommendations
RECOMMENDATION 1

Expand safe opportunities for children to actively participate in shaping
the social media+ environment

Children and adolescents should have meaningful opportunities to actively shape legislation, policies,
and educational initiatives promoting child safety and empowerment online. The use of the child and
youth participation tools to inform this work should be expanded. More specifically, children should be
included in the co-design of safety policies, training programmes, evaluations and guidelines. Measures
should be continuously monitored and evaluated to assess their impact on children’s safety and rights.

Participation processes should ensure that children receive clear information, understand how their con-
tributions will be used, and receive feedback on outcomes. Special efforts should be made to include
children from disadvantaged, marginalised, and vulnerable groups. Appropriate safeguarding measures
should accompany all participation activities involving children.

RECOMMENDATION 2

Strengthen complaint and reporting mechanisms and consumer rights
for children and adolescents

Reports and complaints by children and adolescents should be treated as a priority in content modera-
tion procedures by social media and other digital services providers. Providers’ obligations under existing
frameworks need to be strengthened to appropriately fund helplines and complaint mechanisms. These
mechanisms must be age-appropriate, user-friendly, accessible, privacy-preserving, and effective.

RECOMMENDATION 3

Fund and promote the establishment and use of EU-values-based social
media and other digital services where minors can safely interact with each
other

Support with public investment the establishment and mainstreaming of EU-values-based, safe-by-de-
sign and age-appropriate social media and other digital services. Such services should ensure the availa-
bility of trustworthy information where children and adolescents (but also adults) are empowered to have
safe online interactions without being exposed to harmful features.
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RECOMMENDATION 4

Mainstream digital education and literacy actions for minors, parents and
caregivers, teachers and educators

Digital education and literacy should be embedded at all levels of education as a key basic skill for minors,
parents and teachers. Digital well-being should be integrated into digital education for all.

Education should enable children and adolescents to critically evaluate online information and sources,
and to recognise manipulation techniques, including disinformation, deepfakes and targeted advertising.
It should also build an understanding among minors, parents and teachers of how digital content is cre-
ated and shared, and how algorithms shape what users see and experience in the social media+ world.

Structured online safety education should build practical skills in protecting personal data, managing pri-
vacy settings, maintaining secure digital identities, and identifying risks on social media+, messaging and
gaming environments in particular. These skills should be developed progressively, beginning with basic
safety habits and advancing to more complex understanding of digital footprints, consent, and platform
risks. Healthy screen use should be addressed through guidance on balance, attention management, and
recognising excessive or harmful patterns of use.

Safer Internet Centres should continue to play a key role in delivering training, awareness-raising activities,
resources and support for children, parents, caregivers and teachers. The development of easily acces-
sible online courses for parents, teachers and young users should be funded.

Alongside safety, education should emphasise opportunities and empowerment: how students can use
digital tools for learning, creativity, collaboration, and civic participation.

RECOMMENDATION 5

Create more opportunities and adequate infrastructure to support offline
activities

Member States and local authorities should maintain and expand access to affordable sport, arts, youth
clubs, libraries, and community spaces to encourage healthy offline engagement and create attractive
alternatives to excessive screen use among minors. This should include investment in safe, inclusive and
age-appropriate environments where minors can connect, learn, play and build positive relationships
within their communities.

RECOMMENDATION 6

Promote the co-creation of Guidelines for Parents

Together with Parents’ Associations, the EU and Member States should promote the development of a
Guidelines for Parents. The Guidelines could provide clear, accessible advice to empower parents and
caregivers in supporting minors’ safe, responsible and positive engagement with social media+ environ-
ments. The Guidelines should provide practical advice on key areas, including online safety and privacy,
digital well-being, ethical and responsible use, and access to support.
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RECOMMENDATION 7

Ensure parents and carers are continuously supported by state-of-the art
and up-to-date control and supervision tools

Efforts to empower minors should be complemented by continuous support for parents and carers, not
only concerning digital skills and literacy, but also tools equipping carers to guide minors’ use of social
media and other digital services, without disproportionately restricting children’s rights. This includes
making available and raising awareness of practical parental supervision tools, complemented by reliable
information on risks, safe practices, and how to engage with children. Awareness-raising with parents
should take place face-to-face (for example, in meetings with teachers at school, during paediatric visits,
pregnancy or parental leave).

Parental supervision tools should be effective, easy-to-use, interoperable and age-appropriate, in line with
the evolving capacities of minors, as well as designed to foster communication, learning and empower-
ment rather than control. This is key to promoting minor’s gradual path to autonomous social media+ use.
These tools should ensure changes can only be made with the same degree of authorisation required
for their activation, apply regardless of the device or operating system, and include safeguards informing
minors against potential misuse by parents (for instance, clear notice for minors when supervision tools
are activated).

RECOMMENDATION 8

Ensure sufficient public funding and common standards for civil society
organisations and peer counselling

The EU and Member States should ensure that the Safer Internet Centres and comparable civil society
organisations continue to receive sufficient financial resources and that their work is based on common
standards, developed by experts. This is vital to maintain and further develop their activities, including
awareness-raising, training and support services. Public funding is crucial to guarantee independence
and cohesion.

Funding should also support the further development of peer counselling, helplines, hotlines, educational
resources, awareness-raising campaigns and capacity-building activities. Additional investment should be
directed to increase the visibility, accessibility and reach of these facilities, including among vulnerable
minors, and to support initiatives promoting safer social media+ environments.

RECOMMENDATION 9

Enable the health system to diagnose and treat addictions and other mental
health disorders related to the use of social media and other digital services

Health systems should implement diagnostic ICD-11 standards for behavioural addictions, including gam-
ing disorder and compulsive social media+ use. Evidence-based treatment of these disorders should be
made accessible within the healthcare system. Medical professionals and psychotherapists should be
aware of potential consequences of harm caused by ‘digital neglect’ and involuntary confrontation with
age-inappropriate content, cyberbullying, online grooming, sextortion and other harms.
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Evidence-based treatments for PTSD and other psychopathological consequences should be provided
by healthcare systems. Moreover, systems could integrate digital risk assessment into paediatric screen-
ing, and selective prevention approaches for vulnerable minors. Prevention and behavioural challenges,
including ‘online fasting’ or ‘digital detox, could promote offline experiences and a change in culture
concerning minors’ online use.

RECOMMENDATION 10

Support teachers’ training to include digital and media literacy and involve
parents

The EU and Member States should ensure that initial and continuous teacher education systematically in-
tegrates digital skills and literacy, including Al literacy, and digital well-being. Teachers must be equipped
to develop children and adolescents’ critical and media literacy alongside digital skills competence for
safe social media+ use.

Teachers should be made aware of the risk of ‘overdigitalisation’ in schools. New digital tools, such as Al,
should be used for specific pedagogical purposes, where appropriate. Teacher education should also
include close collaboration with parents to better support minors’ healthy and balanced screen use, un-
derstand how children and adolescents interact with social media and other digital services, and develop
age-appropriate strategies for discussing online risks and experiences in the classroom and at home.

RECOMMENDATION 11

Promote Al literacy as an integral part of digital education

Al literacy should be incorporated into digital education in schools and other education and training insti-
tutions. Minors should understand the opportunities, limitations and risks associated with Al technologies
(i.e. Al chatbots/companions, recommendation systems, and generative Al), including the possibility of
inaccurate information, manipulation, and synthetic content.

Promoting literacy could be inspired by the Al Literacy Framework for Primary and Secondary Education
developed by the European Commission and the OECD. Minors should not be exposed to anthropomor-
phic Al companions that imply human-like relationships without supervision.

RECOMMENDATION 12

Schools should provide structured opportunities to improve mental health
and digital well-being

Schools must play a proactive role in mitigating social media+ risks and support children and adolescents’
mental health and well-being. Schools should organise information and training opportunities for parents,
and with minors and their parents, to inform about online safety, mental health and well-being.

Schools should expand access to school-based counselling and other mental health support for issues
related to minor’s social media+ use. Safe, stigma-free physical and online spaces should be available
where pupils feel able to discuss struggles (i.e. mental health, well-being etc.) from their online experienc-
es in social media+ environments. Schools should have access to qualified health and social care pro-
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fessionals, including stepped care mental health. Mental health professionals should receive specialised
training in digital well-being and online harms.

Schools should also establish accessible, confidential, and child-friendly reporting mechanisms for mi-
nors’ experiencing issues online. To further strengthen safeguarding, schools should have referral path-
ways to external child protection, mental health and specialist support services.

RECOMMENDATION 13

Educational responses should pay particular attention to vulnerable groups

Minors facing socioeconomic disadvantages, special educational needs, adverse childhood experiences,
discrimination, or mental health difficulties may be exposed to elevated social media+ risks. Educational
and support measures should be inclusive, targeted where necessary, and designed to reduce inequal-
ities in both social media and digital participation and well-being.

In schools, proactive, targeted interventions to address the disproportionate impact of online harms on
vulnerable and marginalised minors could be put in place to protect and support vulnerable groups.
Equitable access to devices, connectivity and assistive technologies should be expanded, including for
children with disabilities.

RECOMMENDATION 14

Invest in secure, preventive, robust and trusted educational digital
infrastructure

Schools need secure, robust and trusted digital infrastructure and tools to strengthen minors’ digital skills
and ensure Europe’s digital sovereignty. European schools rely heavily on third-country applications, and
the adoption of EU-made solutions faces continued challenges. The EU should prioritise and support the
development and deployment of safe and interoperable digital infrastructure and tools for education and
reduce strategic dependencies.
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